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Questions (Q105-Q110):

NEW QUESTION # 105
How does Cortex XSOAR automation save time when a phishing incident occurs?

A. By emailing staff to inform them of phishing attack in advance
B. By responding to management with risk scores

C. By purging unopened phishing email from user mailboxes

D. By developing an integration.

Answer: C

Explanation:

Cortex XSOAR automation helps save time during a phishing incident by purging unopened phishing emails from user mailboxes.
This automated response reduces the need for manual intervention, allowing security teans to quickly contain the threat and prevent
further exposure, while also enabling them to focus on more complex tasks.

NEW QUESTION # 106
For which two purposes can Cortex XSOAR engines be deployed? (Choose two.)

A. To connect Cortex XSOAR to all required Palo Alto Networks resources such as the Cortex Gateway
B. To mtegrate with tools in a network location that the Cortex XSOAR server cannot reach directly

C. To add processing resources for a heavily-used integration via load-balancing groups.

D. To execute recurring daybooks based on specific time schedules or changed to a feed

Answer: C,D

NEW QUESTION # 107

Ifa customer activates a TMS tenant and has not purchased a Cortex Data Lake instance.
Palo Alto Networks will provide the customer with a free instance

What size is this free Cortex Data Lake instance?

A. 100 GB
B. 10 TB
C.1TB
D.10GB

Answer: A

NEW QUESTION # 108

An administrator has a critical group of systerms running Windows XP SP3 that cannot be upgraded The administrator wants to
evaluate the ability of Traps to protect these systens and the word processing applications running on them How should an
administrator perform this evaluation?

e A. Run word processing exploits in a latest version of Windows VM in a controlled and isolated environment. Document
indicators of compromise and compare to Traps protection capabilities

e B. Gather information about the word processing applications and run them on a Windows XP SP3 VM Determine if any of
the applications are vulnerable and run the exploit with an exploitation tool

e C. Runa known 2015 flash exploit on a Windows XP SP3 VM. and run an exploitation tool that acts as a listener Use the
results to demonstrate Traps capabilities

e D. Prepare the latest version of Windows VM Gather information about the word processing applications, determine if some
of them are vulnerable and prepare a working exploit for at least one of them Execute with an exploitation tool



Answer: C

NEW QUESTION # 109
‘What should be configured for a Cortex XSIAM customer who wants to automate the response to certain alerts?

A. Data model rules
B. Incident scoring
C. Correlation rules
D. Playbook triggers

Answer: D

Explanation:

To automate the response to certain alerts in Cortex XSIAM, playbook triggers should be configured.

Playbooks allow automated workflows to be executed based on specific conditions or alerts, enabling faster and more consistent
responses to security events.

NEW QUESTION # 110
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