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EX R (Q79-Q84):

R #79
Which of the following is not a required step to configure the Falcon CWPP Image Scanning Script for automated vulnerability
scanning in a CI/CD pipeline?

e A Define scanning exclusions based on organization-specific policies.
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¢ B. Install the Falcon Image Scanning Script on the CI/CD build server.
¢ (. Register the container registry with the Falcon platform for continuous scanning.
¢ D. Map the scanning script's output directory to a shared location in the CI/CD environment.

IEf#: C

R -

Option A: Defining exclusions allows organizations to tailor the scan to their unique requirements, ignoring vulnerabilities that are
deemed low-risk or acceptable. While optional, this step is commonly implemented for effective vulnerability management.

Option B: The Falcon Image Scanning Script does not require you to register the container registry with the Falcon platform for
CI/CD pipeline integration. Instead, the script operates by pulling images directly from the registry or receiving image references as
input. Continuous regjstry scanning is a separate feature and not a prerequisite for CI/CD pipeline integration.

Option C: Installing the script on the build server is a necessary step to ensure the CI/CD environment can execute scans on
container images during the pipeline process.

Option D: Mapping the output directory is essential to store scan results and reports where they can be accessed by subsequent
pipeline steps or developers for review.

H #80

A security team wants to modify existing registry connection settings in CrowdStrike Falcon to enhance pre-runtime security
protections.

Which of'the following best describes the correct process for updating these settings?

¢ A Disable all scanning policies when making changes to registry settings to avoid configuration errors.
¢ B. Allow all images froma registry once it has been added, even if authentication settings or security policies change.

e C. Edit the registry connection details in the Falcon console, update authentication credentials if necessary, and apply changes
to scanning policies.
¢ D. Delete and recreate the registry connection from scratch every time a setting needs to be updated.

Ef#: C

fEERL:

Option A: Simply adding a registry does not guarantee security. Administrators must continuously update policies and authentication
settings as needed.

Option B: Deleting and recreating registry connections every time is unnecessary and can cause disruptions to security operations.
Editing is a more efficient approach.

Option C: Disabling scanning policies during configuration updates is risky. Instead, updates should be made carefully while
maintaining security protections.

Option D: Administrators should edit registry connection details in the Falcon console, update authentication credentials as needed,
and modify scanning policies to enhance security.

ER #81

Your organization needs to ensure continuous monitoring of its cloud environments while balancing operational costs.

Which of the following options is the most appropriate frequency for a cloud security posture assessment schedule in CrowdStrike
Falcon for a dynamic production environment?

A. Only after significant changes are made to the cloud environment
B. Every 30 minutes

C. Daily

D. Weekly

IEf: C

AR :

Option A: Running assessments only after significant changes leaves security gaps during periods of no updates. Regular, automated
assessiments are necessary for comprehensive security monitoring,

Option B: Weekly assessments may suffice for static or less critical environments, but they are inadequate for dynamic production
environments where daily updates are crucial for maintaining security posture.

Option C: Running assessments every 30 minutes is overly frequent for most use cases and can increase operational costs without
providing significant added value. This frequency may be justified only in environments with extremely high change rates.



Option D: Daily assessments strike a balance between timely security posture updates and cost efficiency, especially in dynamic
production environments where changes occur regularly but not continuously.

P #82

A cloud security team is responsible for configuring CrowdStrike Falcon runtime sensor policies to secure their organization's
serverless and containerized workloads. The goal is to prevent unauthorized privilege escalation, monitor network activity for
anomalies, and enforce application allowlisting while ensuring minimal disruptions to business operations.

Which of'the following configurations best meets these security requirements?

A. Disable application allowlisting and only rely on default cloud provider security controls

B. Disable least privilege enforcement to prevent false positives and allow all network traffic

C. Enable least privilege enforcement, network anomaly detection, and allowlisting of trusted applications
D. Enable unrestricted execution of serverless functions while monitoring for network anomalies

Ef#: C

R -

Option A: Disabling least privilege enforcement significantly increases the risk of privilege escalation attacks. Additionally, allowing all
network traffic can expose workloads to lateral movement attacks.

Option B: This approach minimizes the attack surface by ensuring workloads operate with the least privileges required, detects
suspicious network activity, and prevents unauthorized applications from executing, It provides a strong security posture while
maintaining business continuity.

Option C: Cloud provider security controls offer a baseline of protection, but disabling application allowlisting removes the ability to
control which applications can execute, increasing the risk of unauthorized software running in the environment.

Option D: While monitoring network anomalies is valuable, unrestricted execution of serverless functions can lead to unauthorized
execution of malicious code, increasing the risk of security breaches.

H #83
What is one of the primary functions of the CrowdStrike Kubernetes Admission Controller in securing containerized workloads?

A. Monitoring inter-container network traffic and blocking suspicious connections.

B. Intercepting pod creation requests to ensure they comply with configured security policies.
C. Automatically applying kernel-level protections to all running containers.

D. Scanning all container images for vulnerabilities during runtime.

IEf#: B

fiR .-

Option A: Kernel-level protections are managed by the CrowdStrike Falcon Contamer Sensor, not the Admission Controller. The
Admission Controller focuses on admission-time security policies rather than runtime protections.

Option B: The Kubernetes Admission Controller intercepts pod creation requests submitted to the Kubermetes API server. It verifies
these requests against security policies configured by the CrowdStrike platform, such as ensuring containers include the CrowdStrike
Falcon sensor or restricting the use of insecure configurations (e.g., running containers as root). This fnctionality enforces security at
the earliest stage of workload deployment.

Option C: Vulnerability scanning is typically performed by image scanning tools or registry integrations. The Admission Controller
does not scan images but ensures security compliance during pod admission.

Option D: Network monitoring and blocking are finctions of network security solutions, not the Kubernetes Admission Controller.
The Admission Controller focuses solely on admission control.

HR #84
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