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Digital-Forensics-in-Cybersecurity 5 & (Q71-Q76):

R #71
Which tool can be used to make a bit-by-bit copy of a Windows Phone 8?

A. Pwnage

B. Data Doctor

C. Wolf

D. Forensic Toolit (FTK)

IEf#: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

Forensic Toolkit (FTK) is a comprehensive forensic suite capable of acquiring bit-by-bit images from various devices, including
Windows Phone 8, by supporting physical and logical extractions. FTK is widely accepted and used for mobile device forensic
imaging.

* Data Doctor is primarily a data recovery tool, not specialized for mobile forensic imaging.

* Pwnage is related to jaibbreaking iOS devices.

* Wolf'is not a recognized forensic imaging tool for Windows Phone 8.

NIST mobile device forensic standards cite FTK as a preferred tool for mobile device imaging.

H #72
‘Which operating system (OS) uses the NTFS (New Technology File System) file operating system?

A. Linux

B. Mac OS X v10.4
C. Mac OS Xv10.5
D. Windows 8

Ef#E: D

A -

Comprehensive and Detailed Explanation From Exact Extract:

NTEFS is the primary file system used by Microsoft Windows operating systens starting from Windows NT and continuing through
modern versions including Windows 8. NTFS supports advanced features like file permissions, encryption, and journaling, which are
critical for modern OS file management.
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* Linux typically uses ext3, ext4, or other native file systerms, not NTFS as a primary system
* Mac OS X v10.4 and v10.5 use HFS+ as the native file system, not NTFS.

* Windows 8 uses NTFS as its default file system

This is documented in official Microsoft and NIST digital forensics resources.

HE#73
‘Which characteristic applies to magnetic drives compared to solid-state drives (SSDs)?

A. Higher cost
B. Faster read/write speeds

C. Less susceptible to damage
D. Lower cost

Ef#: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

Magnetic hard drives generally have a lower cost per gigabyte compared to solid-state drives (SSDs).

However, they are more susceptible to mechanical damage and slower in data access.

* SSDs have no moving parts and provide better durability and speed but at a higher price.

* Forensics practitioners consider these differences during evidence acquisition.

Reference:Digital forensics texts and hardware overviews describe magnetic drives as cost-effective but fragile compared to SSDs.

H #74
Which characteristic applies to solid-state drives (SSDs) compared to magnetic drives?

¢ A. They have moving parts

¢ B. They have a lower cost per gigabyte
e C. They are less susceptible to damage
e D. They are generally slower

Ef#: C

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

Solid-state drives (SSDs) use flash memory and have no moving mechanical parts, making them more resistant to physical shock
and damage compared to magnetic drives, which rely on spinning platters.

* This resilience makes SSDs favorable in environments with higher physical risk.

* However, data recovery from SSDs can be more complex due to wear-leveling and TRIM features.

Reference:NIST and forensic hardware guides highlight SSD durability advantages over traditional magnetic storage.

HRE #75

A computer involved in a crime is infected with malware. The computer is on and connected to the company's network. The forensic
mvestigator arrives at the scene.

Which action should be the nvestigator's first step?

A. Turn off the computer

B. Copy files to external media

C. Unplug the computer's Ethernet cable
D. Run malware removal tools

IEf: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

Disconnecting the computer from the network by unplugging the Ethernet cable prevents further spread of malware and stops
external communication that could lead to data exfiltration. This containment step is vital before further evidence collection.

* Maintaining system power preserves volatile memory.



* Network disconnection is recommended by incident response guidelines.
Reference:NIST SP 800-61 recommends isolating affected systers from networks early in incident response.
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