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Microsoft Security, Compliance, and Identity Fundamentals Sample
Questions (Q120-Q125):
NEW QUESTION # 120 
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point

Answer:

Explanation:

Explanation:

Microsoft Entra ID Protection is designed to detect and respond to identity compromise by calculating user risk and sign-in risk and
surfacing risk detections such as "leaked credentials," "anonymous IP address,"
"impossible travel," and related signals. Microsoft explains that Identity Protection "uses adaptive machine learning and threat
intelligence to detect risky users and risky sign-ins and assigns each a risk level of Low, Medium, or High." These detections include
"Leaked credentials (found on public or dark-web lists)", confirming that Identity Protection can detect when user credentials have
been exposed.
ID Protection is integrated with Conditional Access to take policy-driven actions: "Risk-based Conditional Access policies let you
require multi-factor authentication (MFA), block access, or require password change when a user or sign-in risk level is met." The
built-in policies include User risk policy and Sign-in risk policy, which can automatically enforce MFA or password reset when the
configured risk threshold is reached.
However, Identity Protection does not manage Azure AD group membership. There is no capability to add users to groups based
on risk level; group membership changes are outside the scope of Identity Protection's controls. Instead, remediation is applied
through Conditional Access or password reset policies driven by the calculated risk.
Therefore: adding users to groups based on risk (No); detecting leaked credentials (Yes); invoking MFA based on risk via
Conditional Access (Yes).
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NEW QUESTION # 121 
Select the answer that correctly completes the sentence.

Answer:

Explanation:

NEW QUESTION # 122 
Which service should you use to view your Azure secure score? To answer, select the appropriate service in the answer area.

Answer:

Explanation:



Reference:
https://docs.microsoft.com/en-us/azure/security-center/secure-score-access-and-track

NEW QUESTION # 123 
Select the answer that correctly completes the sentence.

Answer:

Explanation:

NEW QUESTION # 124 
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:



Explanation:

NEW QUESTION # 125
......
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our SC-900 training guide, you will be doomed to pass the exam successfully.
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