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NEW QUESTION # 128 
Which opportunity helps reduce common application security issues?

A. Default deny
B. Fewer serverless configurations
C. Segregation by default
D. Elastic infrastructure
E. Decreased use of micro-services
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Answer: D

NEW QUESTION # 129 
In the shared security model, how does the allocation of responsibility vary by service?

A. Based on the per-service SLAs for security.
B. Shared responsibilities should be consistent across all services.
C. Responsibilities are divided between the cloud provider and the customer based on the service type.
D. Responsibilities are the same across IaaS, PaaS, and SaaS in the shared model.

Answer: C

Explanation:
The division of security responsibilities changes according to the service model. In IaaS, CSCs handle more security responsibilities,
while in SaaS, the CSP manages more of the security aspects. Reference: [Security Guidance v5, Domain 1 - Shared Responsibility
Model][source 17].

NEW QUESTION # 130 
Which Identity and Access Management (IAM) component verifies the identity of a user, process, or device, as a prerequisite to
allowing access?

A. Assertion
B. Entitlement
C. Authentication
D. Authorization

Answer: C

Explanation:
In the CSA Security Guidance v4.0, Domain 12: Identity, Entitlement, and Access Management, authentication is explicitly defined
as the process that verifies the identity of a user, process, or device before granting access.
"Authentication is the act of verifying the identity of a user, process, or device, often as a prerequisite to allowing access to resources
in an information system."
- CSA Security Guidance v4.0, Domain 12
Here's what each term means:
Authentication = Verifies identity
Authorization = Determines access rights
Entitlement = Set of access rights assigned to a user
Assertion = Statement from an identity provider, often used in federation So, authentication must happen before authorization. It's
the first gate.
Reference:
CSA Security Guidance v4.0 - Domain 12: Identity, Entitlement, and Access Management

NEW QUESTION # 131 
Which of the following is a common risk factor related to misconfiguration and inadequate change control in cybersecurity?

A. Excessive SBOM focus
B. Failure to update access controls after employee role changes
C. Lack of sensitive data encryption
D. Lack of 3rd party service provider specialized in patch management procedures

Answer: B

Explanation:
Correct Option: A. Failure to update access controls after employee role changes This falls under one of the most common risk
factors related to cloud misconfiguration and poor change management. Misconfiguration errors often stem from insufficient change
control, especially in dynamic environments like the cloud. According to CSA's Security Guidance v4.0, poor governance of identity
and access management (IAM) changes - such as not updating access privileges when user roles change - introduces serious



security risks.
"Cloud computing is dynamic by nature. This places more importance on automation and proper governance, especially for identity
and access control. Failure to remove or update access permissions after personnel changes leads to orphaned or over-
permissioned accounts, which are prime targets for attackers."
- Domain 2: Governance and Enterprise Risk Management, CSA Security Guidance v4.0 Also highlighted in ENISA's Cloud Risk
Assessment:
"Loss of governance includes failing to maintain proper control over access privileges and role assignments. Poor change
management and inadequate configuration reviews can leave systems open to unauthorized access."
- ENISA Cloud Computing Risk Assessment, Section R.2: Loss of Governance Why the Other Options Are Incorrect:
B . Lack of sensitive data encryption: While encryption is critical, it is not directly tied to change control or misconfiguration, but
rather falls under Data Security and Encryption domain.
C . Lack of 3rd party service provider specialized in patch management procedures: This refers more to vendor management and
Security-as-a-Service, not internal change control or misconfigurations.
D . Excessive SBOM focus: Software Bill of Materials (SBOM) is important for supply chain transparency, but excessive focus on it
isn't a typical misconfiguration or change control risk.
Reference:
CSA Security Guidance v4.0 - Domain 2: Governance and Enterprise Risk Management ENISA Cloud Computing Security Risk
Assessment - R.2 Loss of Governance

NEW QUESTION # 132 
What type of information is contained in the Cloud Security Alliance's Cloud Control Matrix?

A. The command and control management hierarchy of typical cloud company
B. A list of cloud configurations including traffic logic and efficient routes
C. A number of requirements to be implemented, based upon numerous standards and regulatory requirements
D. Federal legal business requirements for all cloud operators
E. Network traffic rules for cloud environments

Answer: C
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