BRI R FCP_ZCS_AD-TAZB B &G A L—X
FCP_ZCS_AD-7.45: B RELE || O FCP_ZCS_AD-7.4
Bt SR R R

FCP_ZCS AD-7.4
Azure Cloud

Security
EXAM GUIDE *

& 512 TecdExamFCP_ZCS AD-74K > 7 O —i A HRIE AL THRAL S 1T & 37 hitps/drive.google.com/open?
id=1L3DRvc6DIBTioRfUSMX6PirXR71zoHOv

MEBWORBE. BI04 F 2L VRBTEML LD, FVBLOFE 26 LT0ET, 2LO
R BEFECEBERLZTITLL, WO20EMMLZEKLERL TVWET. LEBN>T. FHRVBK
RANDEF B ik BEFIDFortinetiBE % MB T 2 VERD Y £ 4. UEAERL 72FCP_ZCS_AD- 74D & &
FZ . BZEHNFCP_ZCS AD-74:E W &% L . BHULNWFCP_ZCS AD-74RE%# B8 T 2 DICKILD &
7. FCP ZCS AD-7 4R ERFEELBRIE T 7 .

Fortinet FCP_ZCS AD-7.4 (2B O HEH -

bEY Z B EAE

o Azre Vittal WAN: CD ¥ 2> 3> Tlks 759 RV Y=T7DAF NV EFEL . Azare
Virtual WANDRE S & BB D W THESL £ 7. (REWANAZ 2L T Aare) — =

bEy 71 YEEUY AL ORBECREL SN HE) T 7> FEGEMEL. 777 FR—2

DAy hT—2DORFEHERA T —5 ) T4 5 ESRBIECEREECTVLETS,

e Aire BB VPN Y Y a—yay: 2Oy avClk. 2y h7—2 X2 )74
IYVZT7DRAFNVETML. Azire & A > 7L I ABBHOZEREHECODVTHV E
ey 22 ¥o RBEG . Azre CRIHTRL S 8491 Pl VPN A7 > a v £ FERL .
FortiGate 7 /34 A & Aare VPN ¥ — + 7 = A D b > 2 v R L . Azre Virtual WAN %3
Ju—AVEBEEFED L D CELT 202 HEL £ 7.

e Azure Route Server DM &: O+ /7y a>vTld. 75V N Yy P=7DAFVEFMEL.
Azre Route Server D F: R % 4958 L £ +. Azure Route Server & & il R XAy b 7—72 R

FEy 23 TEDE IIHEET 2. ZLTAY VY= REBT7 7547V AEDLV— b %EHE)
T BETEHMLV—T 1708+ ENT 2MHHAZEHBT L CERBSELN
i—a—o

e Are AT Y v 2 ST RDOMES: COvsyavTE. 2797 FIYY=TFDAFILE
FMEL. Azare E R ELEAT Yy 2 2S5 NayEa—7 47 ORBMMEHEL
FT. ZBEE. 75V FPORBKERBMESE. Amre NIV E2a—F 4. A bL—

FEY 74 T, Ay M7= REDY—ERFBELTCZENSE2ED LI EETI4HMBLTVS

CEHRROBAENET. . Aare Ay NV OREBERE, VSV RRAA( T4 T RE

ey R— 1T 28ERAEZLF2) T4 —LRAZDWTHEEL 7.



https://drive.google.com/open?id=1L3DRvc6DlBTioRfUsMX6PirXR71zoH0v
https://www.passtest.jp/Fortinet/FCP_ZCS_AD-7.4-shiken.html

o HATHM (HA) : CO®/3¥ 3> Tl 2y b7—22F2YTF 4TV PV=TDAFIL
ZiHEL . Aarell 8 2V AT ADE TG OBRFCEREHTE T, ZBEE. Aarell
NEy 25 & 3FortiGate N — A DA D £y b7 v 7'\ Aawer [ 7 4 7 D AR H OB Z
LTSNy — AR EBRBEL A7+ —~v > R HBRT 2O OHF AT —Y ¥ J
HEEORBCHE T 2 ML T IVERDY 7.

o Fortinet HDEN: D€/ a> T 2y F7—27 2F2V74 TVP=2TFTDRF

WEFHEL . Azre BBIEIC 81 3 Fortinet FHOBEANIC DWW TEHEEL £ ¥, FortiWeb & & U
NEy 26 FortiGate 1 > A X > AMDEA ., FortiGate & Azmre DY 7 b 7 2 7 EZB A v b7 — 27 D&
B, 777 R8BS Fortinet VY 2—3 3a YORELDHNER L BAD-DORR b
S5 4 ADBEHALZYE. 88 by 2B ®/bOh ET.

>>FCP_ZCS_AD-7.4% B % # <<

A2 D Fortinet FCP_ZCS_AD-7.4% B & ¥ % ff o T Fortinet
FCP_ZCS_AD-TARBE # R CEHTE £ T

TecdExam® FCP ZCS AD-7ARJESE £ L 1248, H 211k 72 SADDFCP ZCS AD-7.4:A B &k % #1558 ¥
2ED. BIO ML —=Y 7B SMT 200 EBER LW ERHBL £ . TecdExamFCP_ZCS_AD-7.4f
BEIABOHMZ L A NA—T 2T TEL. BEEVTT . TecdExam®FCP_ZCS AD-7ARJELZ AL
MBS BET. baldlBClYT{AkTcE LT,

Fortinet FCP - Azure Cloud Security 7.4 Administrator 55 € FCP_ZCS_AD-
7.4 AB & (Q63-Q68):
HM #63

Refer to the exhibits.
FortiGate sniffer output

FGTLab-FGT-A # diagnose sniffer packet any 'port 88' 4

Using Original Sniffing Mode

interfaces=[any)

filters=[port 88]

2.727141 portl out 18.8.8.4.15848 -> 168.63.129.16.88:(syn 2787271889

2.727149 sriovslvB out 19.8.8.4.15848 -> 168.63.129,.16.808: syn 2787271689

2.727743 portl in 168.63.129.16.88 -> 18.8.8.4.15848% syn 2252873112 ack 27872716818

2.727791 port1 out 18.6.8.4.150848 -> 168.63.129.76.80: ack 2252873113

2.727795 sriovslve out 18.8.8.4.15848 -> 168.63.129.16.808: ack 2252873113

2.727831 port1 out 18.6.8.4.15848 -> 168.63.429.16.88: psh 2787271818 ack 2252873113
27834 RTI'IF:‘E .4.15048 #>.168.63.129.16.80: psh 2787271818 ack 2252873113

2.7296499 port1i1 687637929 .16.88 -> 18.8.6.4.15848: 2252873113 ack 2787271142

2.729670 portl out 10.8.8.4.15048 %> 168.63.129.16.88: ack 2252874541

2.729672 sriovslvB out 18.8.8.4.15848 -> 168.63.129.16.80: ack 2252874541

2.729678 port1 in 168.63.120.16.)88 -> 18.8.8.4.15048: psh 2252874541 ack 2787271142

2.729688 portl out 18.8.8 /4715848 -> 168.63.129.16.88: ack 2252875391

2.729698 sriovslv@ out 18,0.0.4.15048 -> 168.63.129.16.88: ack 2252875391

2.729728 port1 out 18.8.8.4.15048 -> 168.63.129.16.808: fin 2787271142 ack 2252875391

2.729730 sriovslvB out 18.8.8.4.15848 -> 168.63.129.16.88: fin 2787271142 ack 2252875391
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FortiGate sniffer output

FGTLab-FGT-A # diagnose sniffer packet any "port 22° 4
Using Original Sniffing Mode
interfaces=[any]

ilt -

FIETMTEY
8 packets received by filter
B packets dropped by kernel

FGTLab-FGT-A #
FGTLab-FGT-A #
FGTLab-FGT-A #
FGTLab-FGT-A #

A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter traffic to a Linux server running Apache server.

Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.

‘What configuration changes could you perform to allow SSH traffic?

A. Add a new Azrre load balancing rule

B. Configure a customized port under the Frontend IP configuration
C. Include the Linux server in the back-end pool options

D. Add a new Inbound NAT rule

Ef#: D

R -

Since port 80 traffic is reaching the FortiGate (as shown in the sniffer output) but port 22 traffic is not, the issue lies before the
FortiGate, at the Azure Load Balancer level. Azure Load Balancers require an Inbound NAT rule to forward specific ports (like
SSH on port 22) to a specific backend VM. Creating a new Inbound NAT rule for port 22 will allow SSH traffic to be properly
routed to the FortiGate VM.

B #64

What capabilities does Azure Virtual WAN offer?
(Choose Three)

Response:

A. Automated route management across VPN, ExpressRoute, and Azure connections
B. Direct on-premises connection via private links

C. Integrated security with native firewalls and security controls

D. Reduced latency for Azure services

E. Centralized network and policy management

IEf#: A. C. E

HH #65
You want to take advantage of Azure availability zones for your cloud-based Fortinet deployment.
Which two benefits do Azure availability zones provide? (Choose two.)

A. Improve database performance and reliability

B. Protect applications and data through high availability with fault isolation and redundancy
C. Enhanced protection for application and data in a single Azure region

D. Protect applications and data across muiltiple Azure regions

EME: B. C

R«
Enhanced protection for application and data in a single Azure region - Availability Zones provide physical separation of
infrastructure within a single Azure region, protecting against datacenter- level failures.



Protect applications and data through high availability with fault isolation and redundancy - They offer fault isolation and redundancy,
enabling high availability for applications and services by distributing them across muiltiple zones within the same region.

I # 66
Which load balancing method should be used in Azure to ensure optimal distribution of traffic across multiple servers?
Response:

Ef#:

A. Round Robin

B. Geographic

C. Least Connections
D. IP Hash

C

HMA #67
‘What capability does Azure Route Server provide to enterprise networks?
Response:

Ef#:

A. Data lifecycle management

B. Intrusion detection and prevention

C. Autormated patch management

D. Seamless route exchange with Azure virtual networks

D

Z ] #68
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