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QUESTION 1

A compary has @ websie hodted on AWS The wobsile is behind an Applcation Load Balancer
(ALB) that i cordigured 1o hardla HTTP and HTTPS separaely. The cempary warts o feeward all
PegUESTE 10 the webida 20 that the reguests wil use HTTPS.

Vihai should a solutions anchitecs do i meat this tequireman 7

Ao Update he ALE'S netwirk ACL [0 accapd anly HTTFS ralfic

B, Creang & ndhe al mpiaces e HTTR it e LRL with HTTFS

. Crisabd & fElandd b on thi ALB 10 redinect HTTP rallic 10 HTTPS.

DO, Regplace Ihe ALE will & Neatwoik Load Balancer conliuied i uae Sarver Name Indcation [SHI).

Answor: C
Expranalion:
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QUESTION 2
A company i developing @ two-Ser wob appliication on AWS. The company's developers have
deployad the application on an Amazan EC2 instance that connects deectly 16 a backend Amazon
RDE database, The company musl nol kardoods databoss credenlials in the application. Tha
compary must alsa imploment o solution 10 aomatically rotate the databass credersals on a
Pl buivies:

WTrECh SORLON will o thess requinamants wil Ih0 LEAST opavasonal chddhaad?

A, Siora the catabase credaniials 3 The sstancs mesndata
Use Amazon EverdBridge (Amazon CloudWatch EVonts) rulos tonen & schadiled AWS Lamaca
tunctice 1hat updates the RDS credentials and irstance matadata aE thi Same Smi.

B Siora the database credentials in o conigurabion 180 in an ancrypled Amazon 53 bucket,
Uz Amazon EvantBrags (Amazon CloudWatch EVONEs) rulas 1o ian & schidulgd AWS Lambas
tuncticn thal updales the RDS credeniials and the credantals in iha conligumtion fik at ihe sams
timo.
User &3 Wersioning lo ensure B abidity to fall back o previous valuas,

. Store th dalibase credentials a5 i sadet in AWE Secrels Manager.
Tuini an automatic rotasion for the secrot
Aach the deguited peimidaken 1o thi EC2 tole b Grant Sccess [0 the Secel,

0. Siore the database aedentils a8 enciypled parameders in AWS Systems Manager Paramedor
Store.
iy c Sl oeuistic potatcn hor thr éncnypled Carametens,
Anach the requined pemission 1o the EC2 rele 10 grar access. [0 the ancrypied paramalsrs.

Andwar: O

QUESTION 3

A company ks depicying & new public wob appacation o AWS, The appbcason will nun behing an
Applcation Lopd Salancer (ALA),

The appication needs o be encrypted at the edge with an SSLTLE cedtilical that 15 ssuoed by an
axtemal cersficate authority (GA)

Thed CRIEHCADS Mt b fotaled each year Lefond ha cortifitae depees,

WAL SOl 3 SONIONG SRCaDaCt 0 1D MHat Mads faguinementa?

A Use AWS Condicate Managar (ACM) o issue an SSUTLS cenrdicate.
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Sample Questions (Q206-Q211):

NEW QUESTION # 206

Universal Containers (UC) uses Salesforce to allow customers to keep track of the order status. The customrers can log in to
Salesforce using external authentication providers, such as Facebook and Google. UC is also leveraging the App Launcher to let
customers access an of platform application for generating shipping labels. The label generator application uses OAuth to provide
users access. What license type should an Architect recommend for the customers?

A. Identity license

B. Customer Community license

C. External Identity license

D. Customer Community Plus license

Answer: A

NEW QUESTION # 207

Universal Containers (UC) is building a custom Innovation platform on their Salesforce instance. The Innovation platform will be
written completely in Apex and Visualforce and will use custom objects to store the Data. UC would like all users to be able to
access the system without having to log in with Salesforce credentials. UC will utilize a third-party idp using SAML SSO. What is
the optimal Salesforce licence type for all of the UC employees?

A. Salesforce Licence.

B. Identity Licence.

C. Salesforce Platform Licence.
D. External Identity Licence.

Answer: C

NEW QUESTION # 208

Universal containers (UC) wants users to authenticate into their salesforce org using credentials stored in a custom identity store. UC
does not want to purchase or use a third-party Identity provider. Additionally, UC is extremely wary of social media and does not
consider it to be trust worthy. Which two options should an architect recommend to UC? Choose 2 answers

A. Tnmplement the Openid protocol and configure an Authentication provider

B. Build a custom Web service that is supported by Delegated Authentication.

C. Build a custom web page that uses the identity store and calls frontdoor.jsp

D. Use a professional social media such as LinkedIn as an Authentication provider

Answer: A,B

NEW QUESTION # 209
Which three types of attacks would a 2-Factor Authentication solution help garden against?

A. Phishing attacks

B. Man-in-the-middle attacks
C. Network perimeter attacks
D. Dictionary attacks

E. Key logging attacks

Answer: C,D,E
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NEW QUESTION # 210

Universal containers (UC) is setting up Delegated Authentication to allow employees to log in using their corporate credentials. UC's
security team is concerned about the risk of exposing the corporate login service on the Internet and has asked that a reliable trust
mechanism be put in place between the login service and salesforce. What mechanism should an architect put in place to enable a
trusted connection between the login services and salesforce?

A. Include client ID and client secret in the login header callout.
B. Require the use of Salesforce security Tokens on password.
C. Enforce mutual Authentication between systems using SSL.
D. Set up a proxy server for the login service in the DMZ.

Answer: B

NEW QUESTION # 211
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