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H#16
A systerms administrator is creating a new document with a list of the websites that users are allowed to access.

Which of the following types of documents is the administrator MOST likely creating?

e A. Access control list
e B. Acceptable use policy
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¢ (. Standard operating procedure
e D. Incident report

EE: A
R -
Explanation

An access control list (ACL) is a list of permissions associated with a system resource (object), such as a website. An ACL
specifies which users or system processes are granted access to objects, as well as what operations are allowed on given objects .
A systerms administrator can create an ACL to define the list of websites that users are allowed to access.

References: 1: Access-control list - Wikipedia (httpsz//en. wikipedia.org/wiki/Access-control list)

B #17
A large organization is researching proprietary software with vendor support for a multiuser environment.

Which of'the following EULA types should be selected?

A. Corporate
B. Personal

C. Perpetual

D. Open-source

EfE: A

A -

A corporate EULA is a type of end-user license agreement that is designed for a large organization that needs to use proprietary
software with vendor support for a multiuser environment. A corporate EULA typically grants the organization a volume license that
allows 1t to install and use the software on muiltiple devices or servers, and to distribute the software to its employees or affiliates. A
corporate EULA also usually provides the organization with technical support, maintenance, updates, and warranty fiom the
software vendor, as well as some customization options and discounts. A corporate EULA may also include terms and conditions
that specify the rights and obligations of both parties, such as confidentiality, liability, indemnification, termination, and dispute
resolution]2.

A corporate EULA is a better option than the other choices because:

* A perpetual EULA (B) is a type of end-user license agreement that grants the user a permanent and irrevocable license to use the
software, without any time limit or expiration date. However, a perpetual EULA does not necessarily include vendor support,
updates, or warranty, and it may not allow the user to install the software on multiple devices or servers, or to distribute the software
to other users. A perpetual EULA may also be more expensive than a corporate EULA, as it requires a one-time payment upfront,
rather than a recurring subscription fee34.

* An open-source EULA is a type of end-user license agreement that grants the user a license to use, modify, and redistribute the
software, which is publicly available and free of charge. However, an open-source EULA does not provide any vendor support,
maintenance, updates, or warranty, and it may impose some restrictions or obligations on the user, such as disclosing the source
code, attributing the original author, or using a compatible license for derivative works. An open-source EULA may not be suitable
for a large organization that needs proprietary software with vendor support for a multiuser environment56.

* A personal EULA (D) is a type of end-user license agreement that grants the user a license to use the

* software for personal, non-commercial purposes only. A personal EULA may limit the number of devices or servers that the user
can install the software on, and prohibit the user from distributing, copying, or reselling the software to other users. A personal
EULA may also provide limited or no vendor support, maintenance, updates, or warranty, and it may have a fixed or renewable
term. A personal EULA may not meet the needs of a large organization that needs proprietary software with vendor support for a
multiuser environment7 .

References:

1: What is a Corporate License Agreement? - Definition from Techopedial 2: Corporate License Agreement - Template - Word &
PDF2 3: What is a Perpetual License? - Definition from Techopedia3 4: Perpetual vs. Subscription Software Licensing: Which Is
Best for You?4 5: What is an Open Source License? - Definition from Techopedia5 6: Open Source Licenses: Which One Should
You Use?6 7: What is a Personal License Agreement? - Definition from Techopedia7 : Personal License Agreement - Template -
Word & PDF

HH #18
An administrator needs to copy files to a Linux server at another office location so multiple users can access the files. Which of the

following is the best for the administrator to use?



A. SFTP
B. DHCP
C.RMM
D. RDP

EfE: A

R

SFTP (Secure File Transfer Protocol) is the best method to copy files securely to a Linux server remotely. It provides encrypted file
transfer over SSH, ensuring data confidentiality and integrity during transit. RDP (Remote Desktop Protocol) is used for remote
graphical sessions, not file transfer. DHCP (Dynamic Host Configuration Protocol) is a network service for IP assignment, not
related to file copying. RMM (Remote Monitoring and Management) refers to tools for monitoring and managing devices but not a
file transfer protocol. The Core 2 objectives on networking and remote access explicitly list SFTP as the secure protocol for remote
file transfer to Linux servers.

B #19
A technician cannot uninstall a system driver because the driver is currently in use. Which of the following tools should the technician
use to help uninstall the driver?

A. dxdiag.exe
B. regedit.exe
C. msinfo32.exe
D. nsconfig.exe

Ef#: D

fERL:

The msconfig.exe tool, also known as the System Configuration utility, is a tool that allows users to modify various system settings,
such as startup options, services, boot options, and more. One of the features of msconfig.exe is the ability to disable or enable
device drivers that are loaded during the system startup. By using msconfig.exe, a technician can prevent a driver from being loaded
and used by the system, which will allow them to uninstall it without any errors. To use msconfig.exe to disable a driver, the
technician can follow these steps:

Open the Run dialog box by pressing the Windows key + R.

Type msconfig.exe and press Enter.

Click on the Boot tab and then click on Advanced options.

Check the box next to No GUI boot and click OK. This will prevent the graphical user interface from loading during the boot
process, which will also prevent some drivers from loading,

Click on the Services tab and check the box next to Hide all Microsoft services. This will show only the third-party services and
drivers that are running on the system

Find the service or driver that corresponds to the device that the technician wants to uninstall and uncheck the box next to it. This
will disable the service or driver from starting during the system startup.

Click Apply and OK and then restart the computer.

After the computer restarts, the technician can use the Device Manager or the Control Panel to uninstall the driver that was
previously i use.

Reference:

How to Completely Remove/Uninstall a Driver n Windows, section 31

The Official CompTIA A+ Core 2 Study Guide (220-1102), page 2212

R #20

The Chief Executive Officer at a bark recently saw a news report about a high-profile cybercrime where a remote-access tool that
the bank uses for support was also used in this crime. The report stated that attackers were able to brute force passwords to access
systems. Which of the following would BEST limit the bark's risk? (Select TWO)

A. Configure a replacement remote-access tool for support cases.
B. Limit remote access to destinations inside the corporate network
C. Enable multifactor authentication for each support account

D. Enforce account lockouts after five bad password attempts

E. Purchase a password manager for remote-access tool users

F. Block all support accounts from logging in from foreign countries



IE%: C\ D

A -

The best ways to limit the bank's risk are to enable multifactor authentication for each support account and enforce account lockouts
after five bad password attempts. Multifactor authentication adds an extra layer of security to the login process, making it more
difficult for attackers to gain access to systems. Account lockouts after five bad password attempts can help to prevent brute force
attacks by locking out accounts after a certain number of failed login attempts.
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