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(Q90-Q95):

NEW QUESTION # 90

Scenario 7: InfoSec is a multinational corporation headquartered in Boston, MA, which provides professional electronics, gaming,
and entertainment services. After facing numerous information security incidents, InfoSec has decided to establish teans and
implement measures to prevent potential incidents in the future Emma, Bob. and Anna were hired as the new members of InfoSec's
information security team, which consists of a security architecture team, an incident response team (IRT) and a forensics team
Emma's job is to create information security plans, policies, protocols, and training to prepare InfoSec to respond to incidents
effectively Emma and Bob would be full-time employees of InfoSec, whereas Anna was contracted as an external consultant.
Bob, a network expert, will deploy a screened subnet network architecture This architecture will isolate the demilitarized zone
(OMZ) to which hosted public services are attached and InfoSec's publicly accessible resources from their private network Thus,
InfoSec will be able to block potential attackers from causing unwanted events inside the company's network. Bob is also
responsible for ensuring that a thorough evaluation of the nature of an unexpected event is conducted, including the details on how
the event happened and what or whom it might affect.

Anna will create records of the data, reviews, analysis, and reports in order to keep evidence for the purpose of disciplinary and
legal action, and use them to prevent future incidents. To do the work accordingly, she should be aware of the company's
information security incident management policy beforehand Among others, this policy specifies the type of records to be created,
the place where they should be kept, and the format and content that specific record types should have.

Why did InfoSec establish an IRT? Refer to scenario 7.

e A To assess, respond to, and learn from information security incidents
¢ B. To comply with the ISO/IEC 27001 requirements related to incident management
e C. To collect, preserve, and analyze the information security incidents

Answer: A

Explanation:

Based on his tasks, Bob is part of the incident response team (IRT) of InfoSec. According to the ISO/IEC

27001:2022 standard, an IRT is a group of individuals who are responsible for responding to information security incidents in a
timely and effective manner. The IRT should have the authority, skills, and resources to perform the following activities:

* Identify and analyze nformation security incidents and their impact

* Contain, eradicate, and recover from information security incidents

* Commumnicate with relevant stakeholders and authorities

* Document and report on information security incidents and their outcomes

* Review and improve the information security incident management process and controls Bob's job is to deploy a network
architecture that can prevent potential attackers from accessing InfoSec's private network, and to conduct a thorough evaluation of
the nature and impact of any unexpected events that might occur. These tasks are aligned with the objectives and responsibilities of
an IRT, as defined by the ISO

/TEC 27001:2022 standard.

NEW QUESTION # 91

Jane is a developer looking to deploy an application she created using a programming language supported by her cloud service
provider. She does not need to manage the underlying infrastructure like servers or storage, but needs control over the application
and its environment. Which cloud service model does Jane need?

e A. Infrastructure as a Service
e B. Software as a Service
e (. Platformas a Service

Answer: C

NEW QUESTION # 92

Scenario 10: NetworkFuse develops, manufactures, and sells network hardware. The company has had an operational information
security management system (ISMS) based on ISO/IEC 27001 requirements and a quality management system (QMS) based on
ISO 9001 for approximately two years. Recently, it has applied for a j
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