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Avaya Aura Communication Applications Implement Sample Questions
(Q83-Q88):
NEW QUESTION # 83 
You are obtaining identity certificates and encryption keys from a Certificate Authority (CA) for installation on the Avaya Session
Border Controller for Enterprise (ASBCE).
Which statement about installing the identity certificate and encryption key files on the ASBCE is true?
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A. It must be rebooted before the identity certificate and the encryption key installation.
B. The filenames of the identity certificate (.pem or .crt file) and the encryption key (.key file) must match.
C. The filename of the identity certificate (.pem or .crt file) must be different from the filename of the encryption key (.key file).
D. Both the identity certificate and the encryption key files must be provided in a .zip archive for the installation on the
ASBCE.

Answer: B

Explanation:
When installing identity certificates on the Avaya Session Border Controller for Enterprise (ASBCE), the system requires a specific
naming convention to correctly associate the certificate with its corresponding private key.
Matching Filenames: The ASBCE expects the identity certificate file and the associated private key file to have the exact same base
filename (e.g., sbc_identity.crt and sbc_identity.key). This allows the ASBCE certificate management utility to automatically identify
them as a single pair during the installation process in the web interface.
Pairing Logic: By maintaining this naming convention, the system ensures that the private key is correctly linked to the public
certificate, which is necessary for establishing valid TLS sessions.

NEW QUESTION # 84 
When planning the Avaya Session Border Controller for Enterprise (SBCE) for SIP Trunking, what is a good practice to adopt?

A. Name all internal and external interfaces exactly the same.
B. Name Interfaces consistently, for example, A1 for Internal network to Call Server and B1 for external to Trunk Server.
C. Use the same IP address on both, internal and external sides of the network.
D. Use one Avaya Session Border Controller for Enterprise on the internal and external sides of the network.

Answer: B

Explanation:
Use the same interface mapping throughout! Examples in this section use:

NEW QUESTION # 85 
In Avaya Session Border Controller for Enterprise (SBCE) 7.x, you need to download the
46xxsettings.txt file to a Remote Worker device.
What needs to be configured under DMZ Services > Relay Services?

A. Application Relay
B. Application Relay and Reverse Proxy
C. Application Relay and File Transfer
D. Reverse Proxy

Answer: A

Explanation:
Relay Services are used to define how file transfers (e.g., for phone firmware upgrades and configuration), are routed to the Remote
Worker endpoints.
Example: For accessing the file server using HTTPS protocol. The following screenshot shows the newly created Relay Services

NEW QUESTION # 86 
To allow trust between Avaya Aura System Manager (SMGR) and Avaya Aura Messaging (AAM), there is a password set when
you add the Trusted Server on AAM.
This password must match with the password also configured in SMGR.
Which statement about the password in SMGR is true?

A. It needs to match the root password used to login to SMGR command line.
B. It needs to match the Enrollment Password.
C. It needs to match the admin password used to login to SMGR using a web browser.
D. It needs to match the Attributes of the Messaging Managed Element in the Inventory.



Answer: D

Explanation:
Configuring Messaging in the normal operational mode
Before you begin
* Add both the primary and secondary servers as Trusted Servers in the Messaging system.
* Update the Login, Password, and Confirm Password fields with the appropriate trusted server defined on the Messaging system.
Procedure
1. Log on to the Messaging system that System Manager manages.
2. Add the secondary System Manager server as Trusted Servers in the Messaging system.
3. Log on to the secondary System Manager server.
4. On the System Manager web console, click Services > Inventory.
5. In the left navigation pane, click Manage Elements.
6. On the Manage Elements page, select the Messaging system that you want to change to the secondary System Manager server.
7. Click Edit.
8. On the Attributes tab, fill the Login, Password, and Confirm Password fields with the corresponding name and password of the
Messaging trusted server.
9. Click Commit.
10. Click Inventory > Synchronization > Messaging System, and select the required Messaging element.
11. Click Now.
The secondary System Manager server retrieves all data from Messaging and is now ready to administer and manage Messaging.
https://downloads.avaya.com/css/P8/documents/101008185

NEW QUESTION # 87 
Which statement regarding the license for the Avaya Aura Web Gateway (AAWG) is true?

A. Each AAWG deployed requires its own license file.
B. A non-virtualized AAWG has an embedded local WebLM server where the license file is installed.
C. Use of AAWG is an entitlement included with a Session Manager (SM) license, and therefore AAWG does not require a
separate license.
D. The AAWG license file can be installed on the WebLM server embedded in the System Manager (SMGR), or on a
standalone WebLM server.

Answer: D

Explanation:
Avaya Aura Web Gateway licensing follows the centralized licensing model used by most Aura applications:
Centralized WebLM: You do not install licenses directly on the AAWG virtual machine itself.
Instead, the AAWG is configured to point to a WebLM (Web License Manager) server. This can be the WebLM instance that
comes embedded within the Avaya Aura System Manager (SMGR) or a separate, standalone WebLM server deployed elsewhere
in your network.
Flexibility: This architecture allows for easier centralized management, where you can see license consumption across multiple
services (like AAWG, Session Manager, or Presence Services) from a single administrative interface.
Validation: When the AAWG boots or its services restart, it performs a license request against the configured WebLM server. If the
WebLM server has the valid entitlement files (usually provided as an .xml or .lic file from Avaya PLDS), the service successfully
initializes.
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