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¢ Pre-Runtime Protection: This domain covers managing registry connections, selecting image assessment
=x 1 methods, and analyzing assessment reports to identify malware, CVEs, leaked secrets, Dockerfile

misconfigurations, and vulnerabilities before deployment.

¢ Cloud Account Registration: This domain focuses on selecting secure registration methods for cloud
=x 2 environments, understanding required roles, organizing resources into cloud groups, configuring scan
exclusions, and troubleshooting registration issues.

¢ Remediating and Reporting Issues: This domain addresses identifying remediation steps for findings, using
=X 3 scheduled reports for cloud security, and utilizing Falcon Fusion SOAR workflows for automated
notifications.

¢ Falcon Cloud Security Features and Services: This domain covers understanding CrowdStrike's cloud
= 4 security products (CSPM, CWP, ASPM, DSPM, IaC security) and their integration, plus one-click
sensor deployment and Kubernetes admission controller capabilities.

¢ Cloud Security Policies and Rules: This domain addresses configuring CSPM policies, image assessment
FH 5 policies, Kubernetes admission controller policies, and runtime sensor policies based on specific use cases.

¢ Findings and Detection Analysis: This domain covers evaluating security controls to identify [OMs,
=X 6 vulnerabilities, suspicious activity, and persistence mechanisims, auditing user permissions, comparing
configurations to benchmarks, and discovering unmanaged public-facing assets.

%| &l CrowdStrike Certified Cloud Specialist CCCS-203b F 2 M EE A
(Q338-Q343):

AE #338
CrowdStrike Falcon provides a one-click sensor deployment feature to streamline security operations.
‘Which of the following best describes the primary purpose and requirements of this feature?

o A. Allows security teams to deploy Falcon sensors automatically across cloud workloads without requiring manual
intervention.

¢ B. Can only be used with on-premises environments and is not applicable to cloud-native infrastructure.

¢ C. Enables admnistrators to deploy sensors only on Windows-based cloud workloads; Linux and macOS require manual
mstallation.

¢ D. Requires users to manually configure firewall rules and endpoint security settings before mitiating sensor deployment.

HE: A

Y.

Option A: One-click sensor deployment in Falcon Cloud Security enables organizations to automate the installation of Falcon
sensors across cloud environments, ensuring rapid protection without manual intervention. This feature integrates with cloud
providers to allow seamless deployment.

Option B: The feature is specifically designed for cloud-native environments and supports cloud workloads, making this choice
incorrect.

Option C: While some configurations may be recommended, one-click deployment does not require pre-configured firewall rules or
security settings; it is designed to work with minimal manual effort.

Option D: Falcon sensors are not limited to Windows. They support Linux and macOS workloads as well, making this staterment
misleading,

HE #339



While investigating an alert in the CrowdStrike Falcon platform, you discover a registry key modification in
HKCU\Software\Microsoft\ Windows\CurrentVersion\Run referencing a newly created executable in the user's AppData\Roaming
directory.

What does this likely indicate?

A. A harmless system optimization script configured to run on boot.

B. A routine application installation adding itself for automatic startup.

C. A malicious persistence mechanism designed to execute malware at startup.
D. An update to a legitimate application stored in the AppData directory.

HE: C

Y.

Option A: The HK CU\Software\Microsoft\ Windows\CurrentVersion\Run registry key is a common persistence mechanismused by
malware. The presence of a new executable in the AppData\Roaming directory is particularly suspicious, as this directory is often
exploited by attackers to store malicious files. Further investigation is necessary to analyze the executable and mitigate the threat.
Option B: System optimization scripts rarely require registry modifications for persistence and are generally stored in predefined
system directories, not AppData. The context points more toward malicious activity.

Option C: While some applications use AppData for updates, they generally overwrite existing files rather than create new
executables with corresponding registry entries. Validate this scenario against update logs and application behavior.

Option D: Legitimate applications may add entries to this registry key, but these are typically well- documented and located in
program directories, not AppData\Roaming. The context of the directory and newly created executable makes this explanation less
likely.

EE #340
Youno longer want to see vulnerabilities for images that are older than 90 days.
What is the most efficient way to achieve this?

A. Use theStop assessing images older than (number) of dayssetting

B. Delete any images in your registry that are older than 90 days

C. Manually hide any results older than 90 days

D. Use a Fusion workflow to hide the results for any images older than 90 days

HE. A

ME:

The most efficient and CrowdStrike-recommended way to stop seeing vulnerabilities for older images is to use the"Stop assessing
images older than (number) of days"setting in Image Assessment configuration.

This setting prevents Falcon Cloud Security from continuing to assess images beyond a defined age threshold-90 days in this case.
By stopping assessiment at the source, Falcon reduces noise, conserves assessment capacity, and focuses findings on images that are
actively used or likely to be deployed.

Other approaches are inefficient or risky. Fusion workflows and manual hiding add operational overhead and do not stop
assessments from occurring, Deleting images from registries may disrupt workflows and is outside Falcon's control.

CrowdStrike best practices favorassessment-scoping controlsover post-processing suppression. Therefore, the correct answer
isUse the Stop assessing images older than (number) of days setting,

AR #341
There is a valid sensor update policy for all Linux hosts that is set to n-2. Some of the hosts have not updated their sensor version.
What is the reason for this situation?

e A. None of the hosts have been restarted
e B. DaemonSet was used for deployment
e C. One-click sensor deployment has not been enabled

He:. B

Y.
According to CrowdStrike Falcon documentation regardingFalcon Cloud Security (FCS)andContainer Security, the method used to
deploy sensors significantly impacts how updates are managed. When Linux hosts are part of a Kubernetes cluster and the Falcon



sensor is deployed as aDaemonSet, the standard "Sensor Update Policy" configured in the Falcon Console does not automatically
trigger a version change in the same way it does for a standard Windows or Linux workstation.

In aDaemonSet deployment, the sensor version is typically tied to the specificcontainer image tagor the version defined in theHelm
chartor YAML manifest used during deployment. If the manifest specifies a static version or if the orchestration layer (Kuberetes) is
not instructed to pull a newer image and rollout a restart of the DaemonSet pods, the hosts will remain on their current version
regardless of the "n-2" policy set in the console.

Furthermore, CrowdStrike documentation notes that forLinux Sensor Update Policies, the "n-2" setting dictates which version
isassignedto the host, but the mechanism of delivery must be supported. In containerized environments, the "Auto-update" feature is
often bypassed by the immutable nature of the deployment. To resolve this, the administrator must update the DaemonSet
configuration to point to the newer sensor image, allowing Kubernetes to performa rolling update across the nodes.

HAE #342
A customer is attempting to register an Azure cloud account in CrowdStrike Falcon, but the registration fails with an error: 1. "App
registration not found." What is the most likely issue causing this error?

A. The custorrer is using an outdated version of the CrowdStrike Falcon console.

B. The CrowdStrike Falcon license does not include Azure integration.

C. The Azure tenant is not using default security settings.

D. The Azure Active Directory application registration has not been created or configured.

H¥e: D

Y.

Option A: CrowdStrike registration does not require Azure tenants to use default security settings.

Security settings can influence permissions, but the error in question is specific to the application registration process.

Option B: While licensing can limit certain functionalities, it does not directly cause the "App registration not found" error. Licensing
issues are usually flagged in the CrowdStrike console or during setup.

Option C: The version of the console does not impact the ability to register a cloud account.

Console updates usually address feature enhancements or bug fixes, not core registration functionality.

Option D: This is the correct answer because the error specifically points to a missing or misconfigured Azure Active Directory
application registration. CrowdStrike requires an application registration in Azure AD to authenticate and access resources in the
customer's Azure environment. If this step is missed or done incorrectly, the registration will fail
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