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A company has a data lake in Amazon S3 that needs to be accessed by hundreds of applications across many AWS accounts. The
company's information security policy states that the S3 bucket must not be accessed over the public internet and that each
application should have the minimum permissions necessary to function.

To meet these requirements, a solutions architect plans to use an S3 access point that is restricted to specific VPCs tor each
application.

‘Which combination of steps should the solutions architect take to implement this solution? (Select TWO.)

e A. Create a gateway endpoint lor Amazon S3 in each application's VPC. Configure the endpoint policy to allow access to an
S3 access point. Specify the route table that is used to access the access point.

¢ B. Create an S3 access point for each application in each AWS account and attach the access points to the S3 bucket.
Configure each access point to be accessible only firom the application's VPC. Update the bucket policy to require access
from an access point.

e C. Create an S3 access point for each application in the AWS account that owns the S3 bucket. Configure each access point
to be accessible only from the application's VPC. Update the bucket policy to require access froman access point.

e D. Create a gateway endpoint for Amazon S3 in the data lake's VPC. Attach an endpoint policy to allow access to the S3
bucket. Specify the route table that is used to access the bucket.

e E. Create an interface endpoint for Amazon S3 i each application's VPC. Configure the endpoint policy to allow access to
an S3 access point. Create a VPC gateway attachment for the S3 endpoint.

EE: AC

PR #193

A solutions architect has been assigned to migrate a 50 TB Oracle data warehouse that contains sales data from on-premises to
Amazon Redshift Major updates to the sales data occur on the final calendar day of the month For the remainder of the month, the
data warehouse only receives minor daily updates and is primarily used for reading and reporting Because of this the migration
process nmust start on the first day of the month and nust be complete before the next set of updates occur. This provides
approximately 30 days to conplete the migration and ensure that the minor daily changes have been synchronized with the Amazon
Redshift data warehouse Because the migration cannot impact normal business network operations, the bandwidth allocated to the
migration for moving data over the internet is 50 Mbps The company wants to keep data migration costs low Which steps will allow
the solutions architect to perform the migration within the specified timeline?

¢ A Install Oracle database software on an Amazon EC2 instance Configure VPN connectivity between AWS and the
company's data center Configure the Oracle database running on Amazon EC2 to join the Oracle Real Application Clusters
(RAC) When the Oracle database on Amazon EC2 finishes synchronizing, create an AWS DMS ongoing replication task to
migrate the data from the Oracle database on Amazon EC2 to Amazon Redshift Verify the data migration is complete and
performthe cut over to Amazon Redshift.

¢ B. Create an AWS Snowball import job. Configure a server in the company's data center with an extraction agent. Use AWS
SCT to manage the extraction agent and convert the Oracle schema to an Amazon Redshift schena. Create a new project in
AWS SCT using the registered data extraction agent. Create a local task and an AWS DMS task in AWS SCT with
replication of ongoing changes. Copy data to the Snowball device and return the Snowball device to AWS. Allow AWS
DMS to copy data from Amazon S3 to Amazon Redshift. Verify that the data migration is complete and perform the cut over
to Amazon Redshift.

¢ C. Create an AWS Snowball import job Export a backup of the Oracle data warehouse Copy the exported data to the
Snowball device Return the Snowball device to AWS Create an Amazon RDS for Oracle database and restore the backup
file to that RDS instance Create an AWS DMS task to migrate the data from the RDS for Oracle database to Amazon
Redshift Copy daily incremental backups from Oracle in the data center to the RDS for Oracle database over the internet
Verify the data migration is complete and perform the cut over to Amazon Redshift.

¢ D. Install Oracle database software on an Amazon EC2 instance To minimize the migration time configure VPN connectivity
between AWS and the company's data center by provisioning a 1 Gbps AWS Direct Connect connection Configure the
Oracle database rumning on Amazon EC2 to be a read replica of the data center Oracle database Start the synchronization
process between the company's on-premises data center and the Oracle database on Amazon EC2 When the Oracle
database on Amazon EC2 is synchronized with the on-premises database create an AWS DMS ongoing replication task from
the Oracle database read replica that is running on Amazon EC2 to Amazon Redshift Verify the data migration is complete
and perform the cut over to Amazon Redshift.
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Create an AWS Snowball import job. Configure a server in the company's data center with an extraction agent. Use AWS SCT to
manage the extraction agent and convert the Oracle scherma to an Amazon Redshift schema. Create a new project n AWS SCT
using the registered data extraction agent. Create a local task and an AWS DMS task in AWS SCT with replication of ongoing
changes. Copy data to the Snowball device and return the Snowball device to AWS. Allow AWS DMS to copy data from Amazon
S3 to Amazon Redshift. Verify that the data migration is complete and perform the cut over to Amazon Redshift.
httpsz/aws.amazon.convgetting- started/hands-on/migrate- oracle-to-amazon-redshift/
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An external audit of a company's serverless application reveals IAM policies that grant too many permissions. These policies are
attached to the company's AWS Lambda execution roles. Hundreds of the company's Lambda finctions have broad access
permissions, such as full access to Amazon S3 buckets and Amazon DynamoDB tables. The company wants each function to have
only the minimum permissions that the fimction needs to complete its task.

A solutions architect must determine which permissions each Lambda function needs.

‘What should the solutions architect do to meet this requirement with the LEAST amount of effort?

e A Turn on AWS CloudTrail logging for the AWS account. Export the CloudTrail logs to Amazon S3. Use Amazon EMR to
process the CloudTrail logs in Amazon S3 and produce a report of API calls and resources used by each execution role.
Create a new IAM access policy for each role. Export the generated roles to an S3 bucket. Review the generated policies to
ensure that they meet the company's business requirements.

¢ B. Tun on AWS CloudTrail logging for the AWS account. Create a script to parse the CloudTrail log, search for AWS API
calls by Lambda execution role, and create a summary report. Review the report. Create [AM access policies that provide
more restrictive permissions for each Lambda function.

e C. Turn on AWS CloudTrail logging for the AWS account. Use AWS Identity and Access Management Access Analyzer to
generate [AM access policies based on the activity recorded in the CloudTrail log. Review the generated policies to ensure
that they meet the company's business requirements.

e D. Set up Amazon CodeGuru to profile the Lambda finctions and search for AWS API calls. Create an inventory of the
required API calls and resources for each Lambda fimction. Create new IAM access policies for each Lambda function.
Review the new policies to ensure that they meet the company's business requirements.
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IAM Access Analyzer helps you identify the resources in your organization and accounts, such as Amazon S3 buckets or IAM
roles, shared with an external entity. This lets you identify unintended access to your resources and data, which is a security risk.
IAM Access Analyzer identifies resources shared with external principals by using logic-based reasoning to analyze the resource-
based policies in your AWS environment. https:/docs.aws.amazon.comYlAM/latest/UserGuide/what-is-access-analyzer. html
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A company wants to run a custom network analysis software package to inspect traffic as traffic leaves and enters a VPC. The
company has deployed the solution by using AWS CloudFormation on three Amazon EC2 instances in an Auto Scaling group. All
network routing has been established to direct traffic to the EC2 instances.

Whenever the analysis software stops working, the Auto Scaling group replaces an instance. The network routes are not updated
when the instance replacement occurs.

Which combination of steps will resolve this issue? (Choose three.)

e A. Update the CloudFormation template to install the Amazon CloudWatch agent on the EC2 instances. Configure the
CloudWatch agent to send process metrics for the application.

B. Update the CloudFormation template to install AWS Systems Manager Agent on the EC2 instances. Configure Systens
Manager Agent to send process metrics for the application.

C. In the CloudFormation template, write a condition that updates the network routes when a replacement instance is
launched.

D. Create alarnms based on EC2 status check metrics that will cause the Auto Scaling group to replace the failed instance.
E. Create an alarm for the custom metric in Amazon CloudWatch for the failure scenarios. Configure the alarm to publish a
message to an Amazon Simple Notification Service (Amazon SNS) topic.

F. Create an AWS Lambda function that responds to the Amazon Simple Notification Service (Amazon SNS) message to
take the instance out of service. Update the network routes to point to the replacement instance.
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A company hosts a blog post application on AWS using Amazon API Gateway. Amazon DynamoDB, and AWS Lambda. The
application currently does not use API keys to authorize requests.

The API model is as follows:

GET /posts/Jpostld) to get post details

GET /users/{userld}. to get user details

GET /comments/ {commentld} : to get comments details

The company has noticed users are actively discussing topics in the comments section, and the company wants to increase user
engagement by making the comments appear in real time

Which design should be used to reduce comment latency and improve user experience?

A. Change the concurrency limit of the Lambda functions to lower the API response time.

B. Modify the blog application code to request GET/commentsV {commentld} every 10 seconds
C. Use AWS AppSync and leverage WebSockets to deliver comments

D. Use edge-optimized API with Amazon CloudFront to cache API responses.
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