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WGU Managing Cloud Security (JY02) Sample Questions (Q153-Q158):

NEW QUESTION # 153
What is an appropriate countermeasure given the threat of a power outage of a cloud service provider?

A. Web application firewalls
B. Storage array replication
C. Backup generators

D. Database replication

Answer: C

Explanation:
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Backup generators are an appropriate countermeasure for mitigating the risk of a power outage at a cloud service provider.
Managing Cloud principles explain that ensuring continuous power supply is a core responsibility of the provider's physical
infrastructure managemment.

Backup generators, along with redundant power feeds and uninterruptible power supplies, allow data centers to continue operating
during power failures. This ensures availability, resilience, and continuity of cloud services.

Database replication and storage replication address data availability, while web application firewalls protect against application-
layer attacks. They do not mitigate power loss. Therefore, backup generators are the correct countermeasure.

NEW QUESTION # 154
‘Which group should be notified for approval when a planned modification to an environment is scheduled?

A. Executive management board
B. Change management board
C. Event management team

D. Problem management team

Answer: B

Explanation:

TheChange Management Board (CMB), also called the Change Advisory Board (CAB), is the formal authority responsible for
reviewing, assessing, and approving planned modifications to IT environments. This group ensures that proposed changes align with
business objectives, do not introduce unnecessary risks, and comply with security and regulatory requirements.

Event management teans focus on monitoring events, problem managemment teanms handle root-cause analysis, and executive boards
provide strategic direction but are not operational approval authorities. Only the CMB has the explicit role of validating technical and
security implications before implementation.

By involving the CMB, organizations enforce structured governance, minimize disruptions, and establish accountability. This practice
is central in ITIL and ISO/IEC 20000 standards, ensuring that operational integrity and security are preserved during change cycles.

NEW QUESTION # 155
An organization designing a data center wants the ability to quickly create and shut down virtual systems based on demand. Which
concept describes this capability?

A. Resource scheduling
B. Ephemeral computing

C. Maintenance mode

D. High availability
Answer: B

Explanation:

The capability to rapidly create and destroy virtual systems as demand fluctuates is known asephemeral computing, These short-
lived resources are provisioned automatically when needed and decommissioned when demand subsides.

Resource scheduling helps allocate resources but does not imply temporary lifespans. High availability ensures continuous service,
and maintenance mode is used for administrative tasks.

Ephemeral computing is central to elasticity in cloud environments, reducing costs and improving scalability.

For exanple, containers or serverless finctions may run only while needed and then disappear. This model optimizes utilization,
lowers expenses, and supports modern application architectures that demand agility.

NEW QUESTION # 156
Which data retention method is used for business continuity and disaster recovery (BC/DR) backups?

A. Monitoring and enforcement

B. Archiving and retrieval procedures
C. Data classification

D. Local agent checks

Answer: B



Explanation:

Archiving and retrieval procedures are the data retention method used for business continuity and disaster recovery (BC/DR)
backups. Managing Cloud principles describe BC/DR as a critical operational function that ensures data can be restored following
system failures, cyber incidents, or natural disasters.

Archiving involves securely storing backup data in a manner that preserves integrity and availability over time. Retrieval procedures
define how quickly and effectively data can be accessed and restored when needed.

Together, these procedures ensure that organizations can resume operations with minimal disruption.

The other options do not support BC/DR directly. Data classification categorizes data by sensitivity, local agent checks focus on
endpoint health, and monitoring and enforcement apply to security oversight rather than retention. Therefore, archiving and retrieval
procedures are essential for BC/DR backups.

NEW QUESTION # 157
An organization is sharing personal information that is defined in its privacy policy with a trusted third party.
What else should the organization commumicate to the trusted third party about the personal information?

A. A notice of any contractual obligations that do not align with the privacy policy
B. The results of the organization's most recent privacy audit

C. The organization's privacy policy and handling practices

D. A copy of federal privacy laws regarding unauthorized data disclosure

Answer: C

Explanation:

‘When sharing personal data with a trusted third party, organizations must ensure that the recipient understands and adheres to
theorganization's privacy policy and handling practices. This ensures consistent treatment of personal information across entities and
aligns with consent provided by individuals.

Audit results and contractual notices are internal matters, while federal laws define obligations but do not substitute for organizational
policies. By explicitly sharing policies and practices, organizations reinforce accountability and ensure compliance with privacy
regulations such as GDPR, HIPAA, or CCPA.

This commumication sets expectations for data use, retention, and disclosure. It also provides a defensible framework in case of
regulatory inquiries, showing that due diligence was performed when transferring data to third parties.

NEW QUESTION # 158
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