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F5 F5CAB4 Exam Syllabus Topics:

Topic Details

Topic 1
Identify configured system services: This domain covers verifying proper configuration of essential services
including DNS, NTP, SNMP, and syslog.

Topic 2
Explain authentication methods: This section focuses on user management including creating
modifying users, configuring remote authentication providers, and implementing group-based access
control.

Topic 3
Given a scenario, determine device upgrade eligibility: This domain covers determining appropriate timing
for software and platform upgrades and strategies to minimize downtime during upgrades.
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Topic 4
Given a scenario, interpret Service status: This section teaches interpreting service states, analyzing netstat
output, and determining whether services are listening on specific ports.

Topic 5
Identify management connectivity configurations: This section focuses on understanding management access
configurations, including management IP addresses, port lockdown settings, remote connectivity
verification, and troubleshooting access issues.

F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q44-Q49):
NEW QUESTION # 44 
A BIG-IP Administrator needs to view the CPU utilization of a particular Virtual Server. Which section of the Configuration Utility
should the administrator use for this purpose?

A. Statistics > Module Statistics > Local Traffic > Virtual Servers567
B. Statistics > Module Statistics > Local Traffic > Virtual Addresses
C. Statistics > Analytics > Process CPU Utilization234
D. Statistics > Module Statistics > Traffic Summary1

Answer: A

Explanation:
Comprehensive and Detailed Exp11lanation From BIG-IP Administration Control Plane Administration documents: Monitoring
specific object health is a core function of the Control Plane. While the dashbo12ard provides a global overview, granular
per13formance data-such as the CPU overhead a specific Virtual Server is placing on the Traffic Management Microkernel
(TMM)-is found under the Module Statistics.
Navigating to Statistics > Module Statistics > Local Traffic > Virtual Servers allows an administrator to report on the current status
and resource consumption of individual traffic objects.

NEW QUESTION # 45 
New Syslog servers have been deployed in an organization. The BIG-IP Administrator must reconfigure the BIG-IP system to send
log messages to these servers. In which location in the Configuration Utility can the BIG-IP Administrator make the needed
configuration changes to accomplish this?

A. System > Logs > Configuration
B. System > Configuration > Local Traffic
C. System > Logs > Audit2
D. System > Configuration > Device3

Answer: A

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Managing how a
BIG-IP communicates with external management services like Syslog is a core Control Plane task. The Configuration Utility
organizes these settings under the "System" menu. Specifically, to define remote logging destinations and formats, the administrator
must navigate to System > Logs > Configuration to ensure the Control Plane correctly forwards system events to external collectors

NEW QUESTION # 46 
Which file should the BIG-IP Administrator check to determine when a Virtual Server changed its status?

A. /var/log/lastlog
B. /var/log/monitors
C. /var/log/audit
D. /var/log/ltm

Answer: D



Explanation:
Monitoring and reporting current device status involves tracking the health of traffic objects like Virtual Servers20. The Control
Plane logs transition events-such as a Virtual Server moving from 'Available' (green) to 'Offline' (red) due to health monitor failures-in
the /var/log/ltm file21212121. While the audit log tracks who changed a configuration, the LTM log tracks system-initiated status
changes22222222.

NEW QUESTION # 47 
A BIG-IP Administrator needs to check the memory utilization on a BIG-IP system. Which two methods can the BIG-IP
Administrator use? (Choose two.)

A. Run the tmsh show /sys memory command
B. Go to Statistics > Module Statistics > Traffic Summary in the configuration utility
C. Go to Statistics > Module Statistics > Memory in the configuration utility
D. Run the tmsh show /sys traffic command

Answer: A,C

Explanation:
Reporting device status includes monitoring physical resource exhaustion, such as memory. The Control Plane provides both a
command-line method via TMSH (show /sys memory) and a graphical method under Statistics > Module Statistics > Memory to
report on how memory is allocated across TMM and the Linux host494949494949494949. This is essential for identifying potential
"Aggressive Mode" triggers or hardware performance bottlenecks50.

NEW QUESTION # 48 
A BIG-IP Administrator makes a configuration change to a Virtual Server on the Standby device of an HA pair. The HA pair is
currently configured with Auto-Sync Enabled. What effect will the change have on the HA pair configuration?

A. The change will be propagated next time a configuration change is made on the Active device.
B. The change will be undone when Auto-Sync propagates the config to the HA pair.
C. The change will be undone next time a configuration change is made on the Active device.
D. The change will take effect when Auto-Sync propagates the config to the HA pair.

Answer: D

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administratio24n Control Plane Administration documents: TMOS Device
Service Cluste25ring (DSC) allows for configuration changes to be made on any device within a synchronization group. If Auto-
Sync is enabled, the Control Plane detects the change on the Standby unit and automatically propagates (pushes) that updated
configuration to the other members of the HA pair

NEW QUESTION # 49
......
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