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e WLAN Security Design and Architecture: This part of the exam focuses on the abilities of a Wireless
Security Analyst in selecting and deploying appropriate WLAN security solutions in line with established
policies. It includes implementing authentication mechanisns like WPA2, WPA3, 802.1X

e EAP, and guest access strategies, as well as choosing the right encryption methods, such as AES or
VPNs. The section further assesses knowledge of wireless monitoring systems, understanding of AKM

FH1 processes, and the ability to set up wired security systems like VLANS, firewalls, and ACLs to support

wireless infrastructures. Candidates are also tested on their ability to manage secure client onboarding,

configure NAC, and implement roaming technologies such as 802.11r. The domain finishes by evaluating

practices for protecting public networks, avoiding common configuration errors, and mitigating risks tied to

weak security protocols.
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Security Policy: This section of the exam measures the skills of a Wireless Security Analyst and covers how,
WLAN security requirements are defined and aligned with organizational needs. It emphasizes evaluating
regulatory and technical policies, involving stakeholders, and reviewing infrastructure and client devices. It
also assesses how well high-level security policies are written, approved, and maintained throughout their
lifecycle, including training nitiatives to ensure ongoing stakeholder awareness and compliance.

=3

Vulnerabilities, Threats, and Attacks: This section of the exam evaluates a Network Infrastructure Engineer
n identifying and mitigating vulnerabilities and threats within WLAN systems. Candidates are expected to
use reliable information sources like CVE databases to assess risks, apply remediations, and implement
quarantine protocols. The domain also focuses on detecting and responding to attacks such as
eavesdropping and phishing, It includes penetration testing, log analysis, and using monitoring tools like
SIEM systens or WIPS

WIDS. Additionally, it covers risk analysis procedures, including asset management, risk ratings, and loss
calculations to support the development of informed risk management plans.

=M 4

Security Lifecycle Management: This section of the exam assesses the performance of'a Network
Infrastructure Engineer in overseeing the full security lifecycle—from identifying new technologies to
ongoing monitoring and auditing, It examines the ability to assess risks associated with new WLAN
implementations, apply suitable protections, and perform compliance checks using tools like SIEM.
Candidates must also demonstrate effective change management, maintenance strategies, and the use of
audit tools to detect vulnerabilities and generate insightful security reports. The evaluation includes tasks
such as conducting user interviews, reviewing access controls, performing scans, and reporting findings in
alignment with organizational objectives.
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The IEEE 802.11 Pairwise Transient Key (PTK) is derived from what cryptographic element?

e A

M.

A. Pairwise Master Key (PMK)
B. Group Master Key (GMK)

C. Key Confirmation Key (KCK)
D. Group Tenporal Key (GTK)
E. PeerKey (PK)

F. Phase Shift Key (PSK)

The PTK (Pairwise Transient Key) is derived during the 4-Way Handshake using;
PMK (fiom PSK or EAP authentication)

ANonce and SNonce (nonces from authenticator and supplicant)

MAC addresses of client and AP

The PTK is then split into keys used for encryption and integrity protection.

Incorrect:

A). PSK can derive the PMK, but not the PTK directly.

B). GMK s used to derive the GTK, not PTK.

D). GTK s for group traffic encryption.

E & F. PK and KCK are components of PTK or alternate key usage-not used to derive PTK.

References:

CWSP-208 Study Guide, Chapter 3 (PTK Derivation and Usage)
IEEE 802.11i-2004 Key Hierarchy
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Your organization required compliance reporting and forensics features in relation to the 802.11ac WLAN they have recently
installed. These features are not built into the management system provided by the WLAN vendor. The existing WLAN is managed
through a centralized management console provided by the AP vendor with distributed APs and multiple WLAN controllers



configured through this console.
What kind of system should be installed to provide the required compliance reporting and forensics features?

A. WIPS overlay

B. Cloud management platform
C. WNMS

D. WIPS integrated

e A

ME:

When compliance reporting and forensic analysis are required and the WLAN vendor's centralized management system does not
provide it, deploying a dedicated overlay WIPS is the most effective solution.

Overlay WIPS uses dedicated sensors independent of the WLAN's operational radios, offering detailed threat detection,
compliance logging, and reporting capabilities that often surpass native WLAN features.

References:

CWSP-208 Study Guide, Chapter 7 - Overlay vs Integrated WIPS

CWNP CWSP-208 Objectives: "Compliance Monitoring and Forensics"

B2 #37
When implementing a WP A2-Enterprise security solution, what protocol must the selected RADIUS server support?

A. IPSec/ESP

B. CCMP and TKIP

C. LDAP

D. LWAPP, GRE, or CAPWAP
E. EAP

HE: E

Y.

WPA2-Enterprise relies on the IEEE 802.1X framework for authentication, which requires the use of the Extensible Authentication
Protocol (EAP). The RADIUS server must support EAP to facilitate the exchange of authentication credentials and method
negotiation between the client (supplicant) and the authentication server.

Incorrect:

A). LWAPP, GRE, and CAPWAP are used between APs and controllers-not for client authentication.

B). IPSec/ESP is a VPN protocol, not relevant here.

D). CCMP and TKIP are encryption protocols used between clients and APs, not within the RADIUS server.

E). LDAP may be queried by the RADIUS server, but it is not sufficient on its own-it doesn't replace EAP.

References:

CWSP-208 Study Guide, Chapter 4 (802.1X Authentication Framework)

CWNP AAA Architecture Overview

EE #38

A single AP is configured with three separate WLAN profiles, as follows:

1. SSID: ABCData - BSSID: 00:11:22:00:1F:C3 - VLAN 10 - Security: PEAPVO/EAP-MSCHAPV2 with AES-CCMP - 3
current clients

2. SSID: ABCVoice - BSSID: 00:11:22:00:1F:C4 - VLAN 60 - Security: WP A2-Personal with AES-CCMP

- 2 current clients

3. SSID: Guest - BSSID: 00:11:222:00:1F:C5 - VLAN 90 - Security: Open with captive portal authentication

- 3 current clients

Three STAs are comnected to ABCData. Three STAs are connected to Guest. Two STAs are connected to ABCVoice.
How many unique GTKs and PTKSs are currently in place in this scenario?

A. 3 GTKs - 8 PTKs
B.1GIK - 8 PTKs

C.2 GIKs - 8 PTKs
D.2 GIKs - 5 PTKs



HE: A

Y.

PTK (Pairwise Transient Key) is established per-client, so:
ABCData: 3 clients = 3 PTKs

ABCVoice: 2 clients = 2 PTKs

Guest: 3 clients = 3 PTKs

Total: 8 PTKs

GTK (Group Temporal Key) is shared per SSID, so:
One GTK per SSID (ABCData, ABCVoice, Guest)
Total: 3 GTKs

References:

CWSP-208 Study Guide, Chapter 3 (Key Hierarchy)
IEEE 802.11 Key Management Architecture

HAE #39

ABC Company requires the ability to identify and quickly locate rogue devices. ABC has chosen an overlay WIPS solution with
sensors that use dipole antennas to perform this task. Use your knowledge of location tracking techniques to answer the question.
In what ways can this 802.11-based WIPS platform determine the location of rogue laptops or APs? (Choose

3)

A. RF Fingerprinting

B. GPS Positioning

C. Time Difference of Arrival (TDoA)
D. Trilateration of RSSI measurements
E. Angle of Arrival (AoA)

HqY: ACD

MH.

WIPS platforms with multiple sensors can locate rogue devices using:

A). TDoA: Measures the time difference a signal takes to reach multiple sensors; requires synchronized clocks.

C). Trilateration using RSST: Estimates distance based on signal strength from three or more known sensor positions.

E). RF Fingerprinting: Matches received signals to known RF patterns in the environment for device positioning,

AoA requires directional antennas (not typical with dipoles), and GPS is used for locating mobile sensors or vehicles, not indoor
rogues.

References:

CWSP-208 Study Guide, Chapter 7 - Location Tracking Techniques

CWNP CWSP-208 Objectives: "Rogue Device Location via RSSI, TDoA, and Fingerprinting"
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