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Amazon AIP-C01 A|EZ:

A 274
¢ Inplementation and Integration:

FH 1

¢ This domain focuses on building agentic Al systers, deploying foundation models, integrating GenAl with

FH 5 enterprise systems, implementing FM APIs, and developing applications using AWS tools.
=X 6 ¢ Operational Efficiency and Optimization for GenAl Applications:
=x 7 ¢ Foundation Model Integration, Data Management, and Compliance:
¢ This domain covers evaluating foundation model outputs, implementing quality assurance processes, and
FH 8 troubleshooting GenAl-specific issues including prompts, ntegrations, and retrieval systerns.

e This domain addresses mnput
=x9 e output safety controls, data security and privacy protections, compliance mechanisis, and responsible Al
principles including transparency and fairness.

¢ This domain encompasses cost optimization strategies, performance tuning for latency and throughput, and
Z=H 10 implementing comprehensive monitoring systems for GenAl applications.
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=x 14 o Testing, Validation, and Troubleshooting:
¢ This domain covers designing GenAl architectures, selecting and configuring foundation models, building
= 15 data pipelines and vector stores, implementing retrieval mechanisims, and establishing prompt engineering
governance.

Z| &l Amazon Professional AIP-C01 &M EE Al (Q45-Q50):

HEE #45

A university is building an Al-powered application that includes several sub-applications. The sub- applications include Al assistants,
assignment graders, and internal analytics applications. The university is defining and testing multiple prompts by using various
foundation models (FMs). The university wants to compare variants of each prompt and choose the variant that yield outputs that
are best-suited for specified use cases. The university requires a version control solution for the prompts. The university must be able
to test prompt variations and collect audit trails for prompt changes and usage. The solution must also maintain consistency while
allowing the prompts to integrate into the main application. Which combination of solutions will meet these requirements with the
LEAST operational overhead? (Select TWO.)

e A. Use Amazon Bedrock Flows to create workflows that combine FMs and AWS services.

¢ B. Store pronpts in Amazon S3. Use AWS Step Functions to orchestrate the model interactions and service integrations.

e (. Use Amazon Bedrock Prompt Management to create versioned prompts. Include parameterized variables for each use
case.

¢ D. Configure Amazon Bedrock mtelligent prompt routing.

e E. Configare AWS Config to record pronipt changes. Use AWS CloudTrail to track prompt usage.

HE. AC

MEH.

Amazon Bedrock Prompt Management is the purpose-built service for prompt lifecycle management. it provides native version
control , allowing developers to test and compare variants side-by-side. Use of parameterized variables ensures that a single prompt
structure can be consistently reused across different sub-applications (assistants vs. graders) while still being tailored to the specific
context. To " integrate into the main application " with minimal overhead, Amazon Bedrock Flows provide a managed orchestration
layer.

Flows allow developers to link managed prompts with AWS services (like knowledge bases or Lambda functions) without writing
complex state-machine logic in Step Functions (Option B). This combination ensures consistent, auditable, and easily deployable
prompt assets across the university ' s diverse use cases.

EE #46

A company is using Amazon Bedrock to build a customer-facing Al assistant that handles sensitive customer inquiries. The company
must use defense-in-depth safety controls to block sophisticated prompt injection attacks. The company must keep audit logs of all
safety interventions. The Al assistant must have cross- Region failover capabilities.

Which solution will meet these requirements?

e A. Configure Amazon Bedrock guardrails with custom content filters and word filters set to high.Configure cross-Region
guardrail replication for failover. Store logs in AWS CloudTrail for compliance auditing,

B. Deploy Amazon Comprehend custom classifiers to detect prompt injection attacks. Use Amazon API Gateway request
validation. Use CloudWatch Logs to capture intervention events.

e C. Configure Amazon Bedrock guardrails with content filters set to high. Use AWS WATF to block suspicious inputs. Use
AWS CloudTrail to log API calls.

D. Configure Amazon Bedrock guardrails with content filters set to high to protect against prompt injection attacks. Use a
guardrail profile to implement cross-Region guardrail inference. Use Amazon CloudWatch Logs with custom metrics to
capture detailed guardrail intervention events.

He:. D

Y.

Option A provides the most complete, AWS-native defense-in-depth solution for protecting against prompt injection attacks while
meeting audit and resiliency requirements. Amazon Bedrock guardrails are designed specifically to enforce safety policies on both
user mputs and model outputs, including protections against prompt injection and jailbreak attempts.



Setting content filters to high increases sensitivity to malicious or manipulative inputs. Guardrail profiles allow the same guardrail
configuration to be applied consistently across multiple Regions, enabling cross- Region inference and failover without configuration
drift. This directly satisfies the requirement for regional resilience.

Amazon CloudWatch Logs captures detailed guardrail intervention events, including when content is blocked, modified, or flagged.
Custom metrics derived from these logs enable fine-grained auditing, alerting, and reporting on safety enforcement actions. This
provides a more detailed audit trail of safety interventions than API-level logs alone.

Option B adds WAF protection but lacks detailed guardrail intervention logging. Option C introduces additional services and custom
logic that increase complexity and may miss model-specific injection patterns.

Option D references replication concepts that are not aligned with Bedrock guardrail operational models and relies on word filters,
which are insufficient against sophisticated prompt injection techniques.

Therefore, Option A best meets the requirements for layered protection, auditability, and cross-Region resilience using managed
Amazon Bedrock safety controls.

HE #47

A company is using Amazon Bedrock to develop a customer support Al assistant. The Al assistant must respond to customer
questions about their accounts. The Al assistant must not expose personal information in responses. The company must comply with
data residency policies by ensuring that all processing occurs within the same AWS Region where each customer is located.

The company wants to evaluate how effective the Al assistant is at preventing the exposure of personal information before the
company makes the Al assistant available to customers.

‘Which solution will meet these requirements?

e A Configure a cross-Region Amazon Bedrock guardrail to apply sensitive information filters. Set the guardrail to detect mode
during development and testing. Switch to block mode for production deployment.

¢ B. Configure an Amazon Bedrock guardrail to apply sensitive information filters. Set the guardrail to mask mode during
development and testing. Switch to block mode for production deployment. Deploy a copy of the guardrail to each Region
where the company operates.

e C. Configure a cross-Region Amazon Bedrock guardrail to apply a set of content and word filters. Set the guardrail to detect
mode during development and testing. Switch to mask mode for production deployment.

¢ D. Configure an Amazon Bedrock guardrail to apply content and topic filters. Set the guardrail to detect mode during
development, testing, and production. Disable invocation logging for the Amazon Bedrock model.

e B

M.

Option B best meets all stated requirements by correctly combining PII protection , evaluation before launch , and data residency
compliance using Amazon Bedrock Guardrails. Amazon Bedrock guardrails provide native sensitive information filtering that
operates inline during model invocation, making them well suited for preventing personal data exposure in customer-facing Al
assistants.

The requirement to evaluate how effective the Al assistant is at preventing exposure before release is best addressed by using mask
mode during development and testing . Mask mode allows responses to be generated while automatically redacting detected
personal information, making it easy for developers and reviewers to see where and how PII would have appeared. This provides
concrete validation that the guardrail rules are correctly configured without fully blocking responses, which is ideal for quality
assurance and pre- production evaluation.

For production , switching the guardrail to block mode ensures that responses containing personal information are fully prevented
from being returned to users. This offers the strongest protection and aligns with compliance expectations for customer account data.
Block mode is appropriate once confidence in the guardrail configuration has been established during testing,

The data residency requirement is addressed by deploying a copy of the guardrail in each AWS Region where the application
operates. Amazon Bedrock guardrails are Region-specific resources, and using Region- local guardrails ensures that inference,
filtering, and enforcement all occur within the same Region as the customer data. This avoids cross-Region processing and helps the
company comply with regulatory and contractual data residency policies.

Option A and D incorrectly rely on cross-Region guardrails, which can violate data residency constraints.

Option C focuses on topic filtering rather than sensitive information filtering and keeps detect mode enabled in production, which
does not actively prevent PII exposure. Therefore, B is the only option that fully satisfies safety, compliance, and evaluation
requirenments.

EE #48
A university recently digitized a collection of archival documents, academic journals, and manuscripts. The university stores the digital
files in an AWS Lake Formation data lake.



The university hires a GenAl developer to build a solution to allow users to search the digital files by using text queries. The solution
must return journal abstracts that are semantically similar to a user's query. Users must be able to search the digitized collection
based on text and metadata that is associated with the journal abstracts. The metadata of the digitized files does not contain
keywords. The solution must match similar abstracts to one another based on the similarity of their text. The data lake contains fewer
than 1 million files.

Which solution will meet these requirements with the LEAST operational overhead?

¢ A. Use Amazon Titan Embeddings in Amazon Bedrock to create vector representations of the digitized files. Store
embeddings in the OpenSearch Neural plugin for Amazon OpenSearch Service.

¢ B. Use Amazon SageMaker Al to deploy a sentence-transformer model. Use the model to create vector representations of
the digitized files. Store embeddings in an Amazon Aurora PostgreSQL database that has the pgvector extension.

¢ (. Use Amazon Comprehend to extract topics from the digitized files. Store the topics and file metadata in an Amazon
Aurora PostgreSQL database. Query the abstract metadata against the data in the Aurora database.

¢ D. Use Amazon Titan Embeddings in Amazon Bedrock to create vector representations of the digitized files. Store
embeddings in an Amazon Aurora PostgreSQL Serverless database that has the pgvector extension.

HE: D

dE:

Option D is the best choice because it delivers true semantic search with the smallest operational footprint by combining a fully
managed embedding service with an automatically scaling vector-capable database. The university's requirement is explicitly
semantic: the metadata has no keywords, and the system must match abstracts based on similarity of meaning, This is a direct fit for
an embeddings-based approach, where each abstract is converted into a vector representation and searched using vector similarity.
Amazon Titan Embeddings in Amazon Bedrock provides a managed way to generate these vectors without hosting or maintaining an
ML model, elimmnating the operational work of model provisioning, patching, scaling, and lifecycle management.

For storage and retrieval, Amazon Aurora PostgreSQL Serverless with the pgvector extension supports vector storage and similarity
search while minimizing infrastructure operations. Aurora Serverless reduces capacity planning and scaling tasks because it can
automatically adjust to changes in workload, which is valuable for a university search application with variable usage patterns. With
fewer than 1 million files, a PostgreSQIL-based vector store is commonly operationally simpler than running a dedicated search
cluster, while still meeting the requirement to query using both text-derived similarity and associated metadata filters stored alongside
the vectors.

Option A can also enable vector search, but operating an OpenSearch domain typically introduces additional concerns such as
domain sizing, shard strategy, cluster scaling, and performance tuning for k-NN workloads.

Option C increases operational overhead the most because it requires deploying and operating a sentence- transformer model
endpoint in SageMaker Al, including scaling, monitoring, and model management. Option B does not meet the semantic similarity
requirenent reliably because topic extraction is not equivalent to embedding-based semantic matching, especially when the metadata
lacks keywords and the system must compare abstracts by meaning,

Therefore, D best satisfies semantic search needs with the least operational overhead.

A2 #49

A medical company is building a generative Al (GenAl) application that uses Retrieval Augmented Generation (RAG) to provide
evidence-based medical information. The application uses Amazon OpenSearch Service to retrieve vector embeddings. Users
report that searches frequently miss results that contain exact medical terms and acronyms and return too many semantically similar
but irrelevant documents. The company needs to improve retrieval quality and maintain low end-user latency, even as the document
collection grows to millions of documents.

Which solution will meet these requirements with the LEAST operational overhead?

e A, Configure hybrid search by combining vector similarity with keyword matching to improve semantic understanding and
exact term and acronym matching,

e B. Increase the dimensions of the vector embeddings from 384 to 1536. Use a post-processing AWS Lambda function to
filter out irrelevant results after retrieval.

e C. Replace OpenSearch Service with Amazon Kendra. Use query expansion to handle medical acronyms and terminology
variants during pre-processing.

e D. Implement a two-stage retrieval architecture in which initial vector search results are re-ranked by an ML model hosted on
Amazon SageMaker.

HE: A

Y.
Option A is the correct solution because hybrid search directly addresses the core retrieval failure modes while maintaining low



latency and minimal operational overhead. In medical and scientific domains, exact terminology, abbreviations, and acronyms (for
example, drug names, procedures, or conditions) are critical.

Pure vector similarity search often underweights these exact matches, leading to missed results and excessive semantically related but
irrelevant docurments.

Amazon OpenSearch Service natively supports hybrid search, which combines keyword-based retrieval (such as BM25) with
vector similarity search. Keyword search ensures precise matching for exact terms and acronyms, while vector search captures
semantic meaning and contextual similarity. By blending these approaches, the retrieval system improves both precision and recall
without introducing additional infrastructure.

Hybrid search operates within the same OpenSearch index and query path, which preserves low end-user latency even at large
scale. This is especially important as the document collection grows to millions of documents. Because OpenSearch handles scoring
and ranking internally, no additional orchestration layers or post-processing steps are required.

Option B increases computational cost and latency while failing to address exact-term recall. Option C introduces a new service and
ingestion pipeline, increasing operational overhead and latency. Option D adds model hosting, re-ranking infrastructure, and
complexity that is unnecessary when OpenSearch provides native hybrid retrieval.

Therefore, Option A delivers the best balance of retrieval quality, scalability, latency, and operational simplicity for medical RAG
workloads.

EHE #50
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