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FH 270
¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
=1 solutions. It includes implementing various user onboarding methods, configuring administration settings,

and applying security posture checks and compliance rules to ensure a secure environment.
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o SIA, SSA, and SPA" This section focuses on the skills of Security Administrators in designing security

profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using
FH 2 SASE. Understanding these concepts is crucial for securing access to applications and data across the
network.

¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
FH 3 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.

¢ Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
=X 4 mnvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,
and analyzing reports for user traffic and security issues to enhance overall security posture.
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AE#41
‘When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must establish a routing adjacency
between FortiSASE and the FortiGate SD-WAN hub. Which routing protocol must you use?

A. EIGRP
B. BGP
C. OSPF
D. IS-IS

HE: B

MY

‘When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration, establishing a routing adjacency between
FortiSASE and the FortiGate SD-WAN hub requires the use of the Border Gateway Protocol (BGP).

* BGP (Border Gateway Protocol):

* BGP is widely used for establishing routing adjacencies between different networks, particularly in SD-WAN environments.

* It provides scalability and flexibility in managing dynamic routing between FortiSASE and the FortiGate SD-WAN hub.

* Routing Adjacency:

* BGP enables the exchange of routing information between FortiSASE and the FortiGate SD- WAN hub.

* This ensures optimal routing paths and efficient traffic management across the hybrid network.

References:

FortiOS 7.2 Administration Guide: Provides information on configuring BGP for SD-WAN integration.

FortiSASE 23.2 Documentation: Details on setting up routing adjacencies using BGP for Secure Private Access with SD-WAN.

HAE #42
Zero Trust Network Access (ZTNA) within FortiSASE restricts access to applications based on user identity and device posture.
Response:
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e A False
e B. True

HE: B

HAE #43
Refer to the exhibit.
To allow access, which web tiller configuration must you change on FortiSASE?

A. FortiGuard category-based filter

B. content filter

C. mline cloud access security broker (CASB) headers
D. URL Filter

(1]
M

: B

HE #4
Which statement best describes the Digital Experience Monitor (DEM) feature on FortiSASE?

A. Tt can help IT and security teams ensure consistent security monitoring for remote users.

B. It can be used to request a detailed analysis of the endpoint from the FortiGuard team

C. It requires a separate DEM agent to be downloaded from the FortiSASE portal and installed on the endpoint.
D. It provides end-to-end network visibility from all the FortiSASE security PoPs to a specific SaaS application.

¥e: D

MH.

The Digital Experience Monitor (DEM) feature in FortiSASE is designed to provide end-to-end network visibility by monitoring the
performance and health of connections between FortiSASE security Points of Presence (PoPs) and specific SaaS applications. This
ensures that administrators can identify and troubleshoot issues related to latency, jitter, packet loss, and other network performance
metrics that could impact user experience when accessing cloud-based services.

AR #45
How does integrating endpoint detection and response (EDR) systems into SASE contribute to security posture?

A. It enhances user interface designs

B. It isolates the network from the mternet

C. It serves as the primary firewall

D. It provides real-time threat detection and response at endpoints
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