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A wise man can often make the most favorable choice to buy our 300-745 study materials, i believe you are one of them. If you are
not at ease before buying our 300-745 actual exam, we have prepared a free trial for you. Just click on the mouse to have a look,
giving you a chance to try on our 300-745 learning guide. Perhaps this choice will have some impact on your life. And our 300-745
training braindumps are the one which can change your life.

Cisco Designing Cisco Security Infrastructure Sample Questions (Q38-Q43):
NEW QUESTION # 38 
A financial company is in the process of upgrading network access across the entire company.
The solution must ensure:
- least privilege access
- control access across different network segments
- increased security for employers
Which solution approach must the company take?

A. NetFlow
B. PKI
C. RBAC
D. SNMP

Answer: C

Explanation:
Role-Based Access Control (RBAC) enforces least privilege access by granting permissions based on roles, not individuals. It also
provides centralized control across network segments, ensuring employees only have the access necessary for their responsibilities,
thereby increasing overall security.
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NEW QUESTION # 39 
A manufacturing company experienced a security breach that resulted in sales data being compromised. An engineer participating in
the investigation must identify who logged into the sales system during the affected period. Which approach must be used to gather
the information?

A. PKI
B. NACM
C. SNMP
D. AAA

Answer: D

Explanation:
AAA (Authentication, Authorization, and Accounting) provides accounting logs that record who logged in, when, and from where.
During an investigation, these logs allow the security team to trace user logins to the sales system and identify who accessed it during
the breach period.

NEW QUESTION # 40 
Refer to the exhibit. A software developer noticed that the application source code had been found on the internet. To avoid such an
incident from happening again, the developer applied a DLP policy to prevent from uploading source code into generative AI tool
like ChatGPT. When testing the policy, the developer noticed that it is still possible for the source code to be uploaded.
Which action must the developer take to prevent this issue?

A. Enable the rule.
B. Change the DLP action from Monitor to Block.
C. Move the ChatGPT Source Code rule to the bottom.
D. Modify the data classifications.

Answer: B

Explanation:
In the exhibit, the ChatGPT Source Code rule is configured with the action Monitor, which only logs activity but does not stop it. To
prevent source code from being uploaded, the action must be changed to Block. This enforces the policy and ensures data
exfiltration into generative AI tools is stopped.

NEW QUESTION # 41 
Which design policy addresses harmful content creation by generative AI?

A. human in the loop
B. retrieval augmented generation
C. quantum resistant encryption
D. watermarking

Answer: D

Explanation:
Watermarking is a generative AI design policy that embeds hidden identifiers into AI-generated content. This helps address the risk
of harmful content creation by enabling traceability and accountability, making it easier to detect and regulate malicious or misleading
AI outputs.

NEW QUESTION # 42 
Network administrators at a medical facility cannot log in to network devices because of excessive resource consumption and high
CPU utilization. The situation has led to delays in routine maintenance and troubleshooting, which affects overall network
performance. An engineer must optimize the handling of traffic to reduce the impact and maintain consistent access and operational
efficiency. Which approach must be implemented to meet the requirement?



A. AAA
B. RBAC
C. SNMP
D. Control Plane Policing

Answer: D

Explanation:
Control Plane Policing (CoPP) protects the CPU of network devices by filtering and rate-limiting control plane traffic. This prevents
excessive resource consumption, ensures stability, and maintains administrator access for maintenance and troubleshooting.

NEW QUESTION # 43
......
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