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Your company has a Microsoft 365 E5 subscription, an Azure subscription, on-premises applications, and Active Directory Domain
Services (ADDS).

You need to recommend an identity security strategy that meets the following requirements:

- Ensures that customers can use their Facebook credentials to

authenticate to an Azure App Service website

- Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are assigned The
solution must minimize the need to deploy additional infrastructure components.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Ef#:

TR

Explanation:

Box 1: Azare AD B2C authentication

Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website.

You can set up sign-up and sign-in with a Facebook account using Azure Active Directory B2C.

Box 2: Azure AD B2B authentication with access package assignments

Govern access for external users in Azure AD entitlement management. Azure AD entitlement management uses Azure AD
business-to-business (B2B) to share access so you can collaborate with people outside your organization.

With Azure AD B2B, external users authenticate to their home directory, but have a representation in your directory. The
representation in your directory enables the user to be assigned access to your resources.

Reference:

httpsz/docs.microsoft.conven-us/azure/active-directory-b2c/identity-provider- facebook?pivots=b2c-user-flow
httpsz/docs.microsoft.conven-us/azure/active-directory/governance/entitlement-management- external-users
https://docs.microsoft.conven-us/microsoft-365/enterprise/microsoft-365-integration
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You are designing an auditing solution for Azure landing zones that will contain the following components:

* SQL audit logs for Azure SQL databases

* Windows Security logs from Azure virtual machines

* Azure App Service audit logs from App Service web apps

You need to recommend a centralized logging solution for the landing zones. The solution must meet the following requirements:
* Log all privileged access.

* Retain logs for at least 365 days.

* Minimize costs.

‘What should you include in the recommendation? To answer, select the appropriate options in the answer are a. NOTE: Each
correct selection is worth one point.

EfE:
R
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Hotspot Question

You have an Azure subscription that contains the resources shown in the following table.

Youneed to recommend a network security solution for App1. The solution must meet the following requirements:
- Only the virtual machines that are connected to Subnet1 must be able

to connect to DBI.

- DBI must be mnaccessible from the internet.

- Costs must be minimized.

What should you include in the recommendation? To answer, select the options in the answer area.

NOTE: Each correct answer is worth one point.



Explanation:

To ensure that only VM1 can access DBI1 - A private endpoint

A private endpoint provides a secure connection to your Azure SQL Database by creating a private IP address that is only
accessible from your internal network (i.e., the virtual network connected to Subnet1), ensuring that the database is inaccessible
from the nternet.

To enforce network security restrictions for DBI - Virtual network rules Virtual network rules allow you to control access to your
Azre SQL Database by setting specific rules for which subnets or IP addresses can access the database. This option ensures that
access to DBI is restricted to VMI, and it prevents access from other machines or the internet.
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A customrer is deploying Docker images to 10 Azure Kubernetes Service (AKS) resources across four Azure subscriptions. You
are evaluating the security posture of the customer.

You discover that the AKS resources are excluded from the secure score recommendations.

You need to produce accurate recommendations and update the secure score.

Which two actions should you recommend in Microsoft Defender for Cloud? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. Enable Defender plans.

B. Add a workflow automation.

C. Review the mventory.

D. Configure auto provisioning.

E. Assign regulatory compliance policies.

Ef#: A. D

L
Enable the defender for containers plan - then ensure it deploys to your container resources with auto provision.
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Your company uses Azure Pipelines and Azure Repos to implement continuous integration and continuous deployment (CI/CD)
workflows for the deployment of applications to Azure.

You are updating the deployment process to align with DevSecOps controls guidance in the Microsoft Cloud Adoption Framework
for Azure.

You need to recommend a solution to ensure that all code changes are submitted by using pull requests before being deployed by
the CI/CD workflow.

‘What should you include in the recommendation?

A. custom Azure roles

B. Aaure policies

C. branch policies in Azure Repos
D. customroles in Azure Pipelines

EfE: C
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