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(Q14-Q19):

B #14
When selecting multiple rules at once on FortiSIEM, what actions can you perform?

¢ A You can only activate or deactivate multiple rules.

¢ B. You can only change the severity of multiple rules.

¢ C. Youcan only view, edit, and activate a single rule at one time.

¢ D. You can change the severity of multiple rules, and activate or deactivate them.

Ef#: D

fi .-

In FortiSIEM, when multiple rules are selected, you can change their severity levels and activate or deactivate them simultaneously.
This bulk action capability simplifies rule management by allowing analysts to apply configuration updates or operational changes
across multiple correlation rules efficiently.

B #15

Where must you define and assign a custom python script as a remediation action?

¢ A. Rule Engine Policy
¢ B. Renmediation Policy
e C. Automation Policy
e D. Script Policy

IEfE: C

AR

A custom Python script used as a remediation action must be defined and assigned within an Automation Policy in FortiSIEM. The
automation policy framework allows you to configure triggers, select incidents or rules that activate the script, and define how the
Python script executes automatically to remediate detected issues.

B #16
Refer to the exhibit.
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Subpattern 1

-

Edit SubPattern M x
Name: RDP_Connection
Filters: Paren Attribute Operator Value Paren Next Row
(-] ©  Destination TCP/UDP Port - v 389 (-] © AND OR 4+
-} © Event Type - v FortiGate-traffic-forward =] Q AND OR 4+ T
Aggregate: Paren Attribute Operator Value Paren Hext Row
-} ©  COUNT(Matched Events) = v 1 e © AND OR 4
Group By: Attribute Row Move
User o e + 1+
Source IP +

Subpattern 2

Edit SubPattern ' ‘ , B x

Name: Failed_Logon

e -

Filters: Paren Attribute Operator Value Paren Next Row
0 Event Type N v Group: LogomFailure -] AND OR 4 [
.- | I
Operator. Value Paren Next Row
L+ cmm{mlched Events) = v 3 e '+ AND OR 4 T
Group By:  Attribute Row Move
User OjO||+]+
Source IP o © * |
Destination IP o © LB
- I
Rule Conditions
Step 1: General >  Step 2: Define Condition >  Step 3: Define Action
Condition: If this Pattern occurs within any 300 secend time window
Paren Subpattern Paren Next Row
e RDP_Connection w s O © FOLLOWED_BY v« O @
o e Falled_Logon ~ s © O v O @
Given these Subpattern relationships:
Subpattern Attribute Operator Subpattern Attribute Next Row
RDP_Connection v User v = v  Falled_Logon v User v AND ¥ [+ -
RDP_Connection v  Source IP wile v Failed_Logen v Source IP ~ L4 o ©

Which two conditions will match this rule and subpatterns? (Choose two.)

A. A user using RDP over SSL VPN fails to log in to an application five times.
B. A user runs a brute force password cracker against an RDP server.

C. A user fails twice to log in when connecting through RDP.

D. A user connects to the wrong IP address for an RDP session five times.

Iﬁ: A\



fiE L

The user initiates an RDP session (Subpattern 1) and then fails to log in multiple times (Subpattern 2 with COUNT(Matched Events)
>=3) - both from the same Source IP and User within 300 seconds.

The brute force attempts typically mvolve a successful RDP connection followed by multiple failed logins, satisfying the sequence and
grouping conditions in the rule.

HME #17
From which two sources can you import data to train FortiSIEM machine learning? (Choose two.)

A. FortiSIEM reports
B. Syslog archives

C. CSV files

D. SQL database

IE%: A\ C

Z#18
Refer to the exhibit.

Which two lookup type; can y(;u.réfe.r.er;c-e_a; the subquery in a nested analytics query? (Choose two.)

e A LDAP Query
e B. CMDB Query
e C. Event Query

e D. SNMP Query

Ef#: B. C

fERL:
In FortiSIEM nested analytics queries, you can reference both CMDB Queries and Event Queries as subqueries. These allow
correlation between CMDB data and event data for advanced detection use cases.
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