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SIMULATION

You can switch the cluster/configuration context using the following command:

[desk@cli] $ kubectl config use-context prod-account

Context:

A Role bound to a Pod's ServiceAccount grants overly permissive permissions. Complete the following tasks to reduce the set of
permissions.

Task:

Given an existing Pod named web-pod running in the namespace database.

1. Edit the existing Role bound to the Pod's ServiceAccount test-sa to only allow performing get operations, only on resources of
type Pods.

2. Create a new Role named test-role-2 in the namespace database, which only allows performing update operations, only on
resources of type statuefllsets.

3. Create a new RoleBinding named test-role-2-bind binding the newly created Role to the Pod's ServiceAccount.

Note: Don't delete the existing RoleBinding.

Ef#:
fEE L -

See the Explanation below
Explanation:


https://www.passtest.jp/Linux-Foundation/CKS-shiken.html

READY STATUS
Runni

Role
dev-role

Name

ServiceAccount Sggdev-1
candidate@cli:~$ kubectl describe role dev-role -n security

candidatef@cli:~$ kubectl edit role/dev-role -n security l

pP4Ccaddb—-2Z2/49-43DA-8IbA-bZ2aZZ /r4c4cd

co™

ts\r\'\\*e“ ‘

service :Cet

watch L




urce Names Verbs

[*]

n security

> kubectl get
NAME READY STATUS
web-pod 1/1 Running
candidate@cli:~$

candida e ubec le role-: verb=update u_ urce-namespact
> cubec y ebinding role-2-binding -- e

rolebinding role-2-binding role=role-2 serviceaccount=se

2~2-binding cre

HE #12
You are building a custom Kubernetes distribution for your organization- Establish a secure process for building and verifying the

integrity of the Kubernetes binaries included in your distribution.
Efi#-

fi e«

Solution (Step by Step):

1. Build Kubernetes from source: Build the Kubernetes binaries from the official source code repository
(httpswgithub.com/kubernetes/kubernetesl
(https//wwwgoogle.comvurl?sa=E&source=gmail&q=https/github.com’kubernetes/kubernetes))- Use a clean build environment
and a trusted source for the source code.

2. Implement reproducible builds: Use a build system that supports reproducible builds, such as Bazel or Buildah- This ensures that
the same source code always produces the same binary output.

3. Generate and verify checksuns: Generate SHA-256 checksuns for all built binaries and store them securely. Verity the
checksuns of the binaries before including them in your distribution.

4. Sign the binaries: Use a code signing certificate to sign the binaries. This allows users to verify the authenticity and integrity of the
binaries-

5. Publish the binaries and signatures: Publish the binaries and corresponding signatures in a secure repository. Provide clear
mstructions for users to

verify the signatures before using the binaries-

6. Use a trusted CI/CD systen: use a trusted and secure CI/CD system to automate the build and verification process. This helps to
ensure the integrity and security of the build pipeline.

HP#13
SIMULATION
Create a Pod name Nginx-pod inside the namespace testing, Create a service for the Nginx-pod named nginx-svc, using the ingress



of your choice, run the ingress on tls, secure port.
¢ A. Sendusyourfeedbackonit

IEfE: A

HH #14

Context

A default-deny NetworkPolicy avoids to accidentally expose a Pod in a namespace that doesn't have any other NetworkPolicy
defined.

Task

Create a new default-deny NetworkPolicy named defaultdeny in the namespace testing for all traffic of type Egress.

The new NetworkPolicy must deny all Egress traffic in the namespace testing,

Apply the newly created default-deny NetworkPolicy to all Pods running in namespace testing.

1 _] LINUX
You can find a skeleton

manifest file at
/home/candidate/KSCS00101/n

etwork-policy.yaml

500101 /network-poli




net
NetworkPolicy

testingproject

ndidat
1l label ns t

e/candidat

in this namespace)

traffic:
(traffic al ed to all

access=testingprc

L

HE #15

You have a microservice application running in a Kubernetes cluster with a sidecar container responsible for logging, The sidecar
container has access to the main application containers sensitive data, including credentials. You need to implement a security policy
to prevent the sidecar container from accessing the main application container's data.



Ef#:

fiE it
Solution (Step by Step) :
1. Create a Securitycontext for the main application container:

apiVersion: apps/vl
kind: Deployment
metadata:

name: my-app

spec:

replicas: 3
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
app: s-3pp
spec;
confainers:
- Name: I'ﬂ}"ﬂpj]
image: example/myapp:latest

securityContext:
readOnlyRootFilesystem: true
- name: sidecar

e a/gidecar: latest
TRV <>

2. Apply the updated Deployment: bash kubectl apply -f my-app-deployment.yaml - The readOnlyRootFilesysten: true' setting in
the main application container's security context prevents the sidecar container from writing to the main container's filesystem. - This
ensures that the sidecar container cannot modify or access the main application's sensitive data. Important Notes: - This policy
restricts the sidecar container from accessing the main containers data through the filesystem - If the sidecar needs access to specific
data, you can mount a shared volume that is read-only for the sidecar container and read-write for the main container. - It's crucial
to review the security context of both main and sidecar containers to ensure that all necessary access restrictions are implemented.
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