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(CCES) Sample Questions (Q53-Q58):

NEW QUESTION # 53
‘What connection options does Connection Awareness support?

A. Client and Server model based on LDAP model. The supported ports are 389 and 636

B. There are two options: Connected and Disconnected

C. Master and Slave Endpoint Security Management Server

D. There are two options: Connected to Management and Connected to a List of Specified Targets

Answer: D

NEW QUESTION # 54
Full Disk Encryption (FDE) protects data at rest stored on a Hard Drive.

A. NFS Share
B. RAM Dirive
C. SMB Share
D. Hard Drive

Answer: D

NEW QUESTION # 55
‘What connection options does Connection Awareness support?

A. Client and Server model based on LDAP model. The supported ports are 389 and 636

B. There are two options: Connected and Disconnected

C. Master and Slave Endpoint Security Management Server

D. There are two options: Connected to Management and Connected to a List of Specified Targets

Answer: D

Explanation:

Connection Awareness in Harmony Endpoint supports two specific connection options:Connected to ManagementandConnected to
a List of Specified Targets. This is detailed in theCP_RS].

20 Harmony Endpomnt Server AdminGuide.pdfon page 27 under the "Client to Server Communication” section. The document
explains that ""The client is always the initiator of the connections," and it communicates with either the Endpoint Security
Management Server or a list of defined Endpoint Policy Servers for operations such as policy downloads, heartbeats, and updates.
It states, "Most communication is over HTTPS (TCP/443)" and highlights that clients can connect to the Management Server or
specified Policy Servers, aligning with option D's description.

Option A ("Connected and Disconnected") is overly simplistic and does not reflect the specific connection targets outlined in the
guide. Option B ("Master and Slave Endpoint Security Management Server") is incorrect; the documentation uses "Primary and
Secondary Management Servers" for High Availability (page

24), not "Master and Slave." Option C ("Client and Server model based on LDAP model") misrepresents Connection Awareness,
as LDAP ports (389 and 636) relate to Active Directory commumication (page 124), not Connection Awareness. Option D
accurately captures the two supported connection options as per the documentation, making it the correct answer.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 27: Client to Server Communication (describes client connections
to Management or Policy Servers).

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 24: Endpoint Security Architecture (clarifies Primary and
Secondary server roles).

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 124: Active Directory Scanner (mentions LDAP ports, unrelated
to Connection Awareness).

NEW QUESTION # 56
How many Endpoint Security Client Package types exist?



A. There is only the mitial package.

B. There are two main package types. Initial Client Package and Endpoint Security Client Packages.
C. The admnistrator has to download all the appropriate packages from the UserCenter.

D. There are two packages. One for Windows and one for MacOS

Answer: B

NEW QUESTION # 57
Ifthere are multiple EPS in an environment, what happens?

A. Each Endpoint client automatically commumicates with the EMS
B. Each Endpoint client automatically communicates with the SMS
C. Each Endpoint client does an analysis to find which EPS is "closest" and automatically communicates with that server.
D. One Endpoint client automatically commumnicates with the server

Answer: C

Explanation:

In a Harmony Endpoint environment with multiple External Endpoint Policy Servers (EPS), the system is designed to optimize client-
server commumnication by allowing Endpoint clients to select the most suitable EPS. This selection is based on a proximity analysis,
typically determined by network latency, to ensure efficient performance and reduced latency.

TheCP_R81.20 Harmony Endpoint Server AdminGuide.pdfexplicitly addresses this behavior onpage 195, under "Endpoint
Policy Server Proximity Analysis"™

"Each Endpoint client does an analysis to find which EPS is 'closest' and automatically commumnicates with that server. This analysis is
based on network latency and other factors to ensure optimal performance." This extract confirs that:

* Each Endpoint client performs an analysis: The client itself evaluates available EPS instances.

* Determines the "closest" EPS: "Closest" refers to network proximity, offen measured by latency, though other factors may
contribute.

* Automatically communicates with that server: Once identified, the client establishes commumication with the selected EPS without
manual intervention.

Option Cprecisely reflects this process, making it the correct answer. Let's review the other options:

* Option A ("One Endpoint client automatically communicates with the server"): This is vague and incorrect. It suggests only one
client communicates, and "the server" is unspecified (EMS, EPS, or SMS?), failing to address the multi- EPS scenario.

* Option B ("Each Endpoint client automatically communicates with the EMS"): This contradicts the purpose of EPS, which is to
offload commumnication from the EMS. Clients prioritize EPS when available, as per page 25.

* Option D ("Each Endpoint client automatically commumicates with the SMS"): "SMS" likely refers to the Security Management
Server, but Harmony Endpoint primarily uses the EMS (Endpoint Security Management Server). The documentation does not
mdicate clients defaulting to an SMS, making this incorrect.

Therefore,Option Cis fully supported by the documentation, describing the intelligent, proximity-based behavior of clients in a multi-
EPS environment.

References:

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 195: "Endpoint Policy Server Proximity Analysis" (details client
analysis for selecting the closest EPS).

CP_R81.20 Harmony Endpoint Server AdminGuide.pdf, Page 25: "Optional Endpoint Security Elements" (reinforces EPS role in
managing client communication).
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