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Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q55-Q60):
NEW QUESTION # 55 
Which deployment case scenario effectively illustrates FortiSASE's capability in handling high-traffic environments?
Response:

A. A multinational company with global data exchanges
B. A small office with limited internet usage
C. A home office setup with basic web filtering needs
D. A local retailer using a single cloud provider
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Answer: A

NEW QUESTION # 56 
Which FortiSASE component can be utilized for endpoint compliance?
Response:

A. cloud access security broker (CASB)
B. secure web gateway (SWG)
C. Firewall-as-a-Service (FWaaS)
D. zero trust network access (ZTNA)

Answer: D

NEW QUESTION # 57 
Which two statements describe a zero trust network access (ZTNA) private access use case?
(Choose two.)

A. All TCP-based applications are supported.
B. The security posture of the device is secure.
C. Data center redundancy is offered.
D. All FortiSASE user-based deployments are supported.

Answer: A,B

NEW QUESTION # 58 
An organization wants to block all video and audio application traffic but grant access to videos from CNN.
Which application override action must you configure in the Application Control with Inline-CASB?

A. Permit
B. Allow
C. Exempt
D. Pass

Answer: B

Explanation:
Exempt, Pass and Permit are not an option for app control with inline-casb.

NEW QUESTION # 59 
Refer to the exhibit.
A company has a requirement to inspect all the endpoint internet traffic on FortiSASE, and exclude Google Maps traffic from the
FortiSASE VPN tunnel and redirect it to the endpoint physical Interface.
Which configuration must you apply to achieve this requirement?

A. Exempt the Google Maps FQDN from the endpoint system proxy settings.
B. Change the default DNS server configuration on FortiSASE to use the endpoint system DNS.
C. Configure the Google Maps FQDN as a split tunneling destination on the FortiSASE endpoint profile.
D. Configure a static route with the Google Maps FQDN on the endpoint to redirect traffic

Answer: C

Explanation:
To meet the requirement of inspecting all endpoint internet traffic on FortiSASE while excluding Google Maps traffic from the
FortiSASE VPN tunnel and redirecting it to the endpoint's physical interface, you should configure split tunneling. Split tunneling
allows specific traffic to bypass the VPN tunnel and be routed directly through the endpoint's local interface.
* Split Tunneling Configuration:



* Split tunneling enables selective traffic to be routed outside the VPN tunnel.
* By configuring the Google Maps Fully Qualified Domain Name (FQDN) as a split tunneling destination, you ensure that traffic to
Google Maps bypasses the VPN tunnel and uses the endpoint's local interface instead.
* Implementation Steps:
* Access the FortiSASE endpoint profile configuration.
* Add the Google Maps FQDN to the split tunneling destinations list.
* This configuration directs traffic intended for Google Maps to bypass the VPN tunnel and be routed directly through the endpoint's
physical network interface.
References:
FortiOS 7.2 Administration Guide: Provides details on split tunneling configuration.
FortiSASE 23.2 Documentation: Explains how to set up and manage split tunneling for specific destinations.
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