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GIAC Enterprise Incident Response Sample Questions (Q65-Q70):
NEW QUESTION # 65 
For incident scoping, which of the following are recommended practices in data aggregation and analysis?
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A. Relying on data solely from external threat intelligence
B. Utilizing cloud-based analytics for scalability
C. Manual log review by security analysts
D. Employing machine learning models for anomaly detection

Answer: B,D

NEW QUESTION # 66 
On macOS, where can you find system application logs?
Response:

A. Logger.app
B. Terminal.app
C. Console.app
D. Syslog.app

Answer: C

NEW QUESTION # 67 
In Linux, which file contains user password hashes?
Response:

A. /etc/passwd
B. /etc/shadow
C. /etc/password
D. /etc/userconf

Answer: B

NEW QUESTION # 68 
Which factor is MOST critical when prioritizing incidents in a large-scale enterprise environment?
Response:

A. Number of systems affected
B. Time since the last audit
C. Geographic location of the incident
D. Potential business impact

Answer: D

NEW QUESTION # 69 
Which Linux directory contains the configuration files for most software packages?
Response:

A. /dev
B. /usr
C. /etc
D. /bin

Answer: C

NEW QUESTION # 70
......
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