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e SO 27001:2022 Annex A: This domain outlines the set of security controls listed in Annex A of the
FEY 2] standard. It explains how these controls are selected and applied to mitigate identified risks within an
ISMS.
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¢ Principles, concepts and the requirements of ISO

o [EC 27001:2022: This domain covers the core principles, key concepts, and mandatory requirements of
the ISO

e [EC 270012022 standard. It explains how information security is structured, managed, and aligned with
organizational objectives.

fEY 72

¢ How to Develop an ISMS: This section focuses on the process of establishing and implementing an
FEY 23 Information Security Management System (ISMS). It includes planning, risk assessment, and applying
appropriate controls to protect information assets.
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R #30
What relevant factor must be considered in internal audit programmes?

A. Availability of the certification body auditors

B. The importance of the processes concerned and the results of previous audits

C. Ensuring that audits are carried out at least twice during the first year of ISMS implementation
D. The number of third-party suppliers involved in the area to be audited

IEf#: B

A -

ISO/IEC 27001:2022 requires the organization to plan, establish, implement, and maintain an audit programme that takes into
consideration the importance of the processes concerned and the results of previous audits. This ensures that audit effort is focused
appropriately and that past issues are followed up eftectively.

The standard does not prescribe a minimum of two audits in the first year, nor does it make certification body availability or supplier
count the defining factors. Therefore, option C is correct.

HA #31
What does ISO/IEC 27001:2022 require for information security risk assessment?

A. Applying an information security risk assessment process that establishes and maintains information security risk criteria
B. A consultancy to perform the information security risk assessment professionally

C. Acquisition of a set of information security tools to automate the assessment using artificial intelligence

D. A person designated by top management

Ef#: A

TR

ISO/IEC 27001:2022 does not require a specific tool, consultant, or named individual as the basis for compliance. What it does
require is that the organization define and apply an information security risk assessment process that establishes and maintains risk
criteria, ensures consistent, valid, and comparable results, identifies risks, analyzes risks, and evaluates risks. Therefore, option D is
the correct answer.

H #32
What are the phases of the PDCA cycle?

A. Plan, Do, Verify, Assure

B. Plan, Validate, Verify, Act
C. Plan, Do, Check, Act

D. Propose, Do, Validate, Act



IEf: C

R :

The PDCA cycle stands for Plan, Do, Check, Act. It is a management model commonly associated with management systens,
including the implementation and continual improvement of an ISMS. In the context of ISO/IEC 27001:2022, this logic supports
planning the ISMS, implementing and operating it, monitoring and reviewing performance, and taking actions for continual
improvement. Therefore, option B is correct.

HM #33
What is the purpose of management review in ISO/IEC 27001:2022?

A. To ensure that the information security policy matches all identified risks

B. To ensure the continuing suitability, adequacy, and effectiveness of the ISMS

C. To ensure that employees receive information about updates to information security policies
D. To ensure that the information security policy covers all controls indicated in ISO/IEC 27001

IEf#: B

A :

ISO/IEC 27001:2022 requires top management to review the organization's ISMS at planned intervals to ensure its continuing
suitability, adequacy, and effectiveness. Management review is a formal requirement under performance evaluation and is intended to
confirm that the ISMS continues to support the organization' s objectives and strategic direction. It is broader than policy review
alone and is not fimited to commumication or Annex A coverage. Therefore, option C is correct.

B #34

Management review nust include consideration of:

A. Changes in external and internal issues that are relevant to the ISMS
B. The status of actions from previous management reviews

C. All of the above

D. Opportunities for continual improvement

Ef#: C

fiR .-

ISO/IEC 27001:2022 specifies the inputs to management review. These include changes in external and internal issues relevant to
the ISMS, feedback on performance including nonconformities and corrective actions, follow-up actions from previous reviews, and
opportunities for continual improvement. Since all of the listed elements are valid management review nputs, the correct answer is D.
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