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FS5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q28-Q33):

NEW QUESTION # 28
Which of the following areresource allocation (provisioning) settingsfor BIG-IP modules?
(Choose two.)

A. Limited
B. Nominal
C. Dedicated
D. Maximum
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Answer: B,C

Explanation:

BIG-IP module provisioning determines howCPU, memory, and disk resourcesare allocated to each licensed module. F5 defines a
specific set of supported provisioning levels.

Valid provisioning (resource allocation) settings

Nominal

* Allocates a standard, balanced amount of system resources to a module.

* Intended for typical production deployments where multiple modules may be provisioned at the same time.

Dedicated

* Allocatesall available system resourcesto a single module.

* Used when the BIG-IP device is dedicated to running only one module (for example, ASM-only or APM-only deployments).
* No other modules can be provisioned when one is set to Dedicated.

These two options are valid and supported provisioning levels.

Why the other options are incorrect

Maximum

* This is not a valid BIG-IP provisioning level.

* BIG-IP does not use "Maximum' as a resource allocation setting,

Limited

* This is also not a supported provisioning level.

* BIG-IP uses levels such as None, Minimal, Nominal, and Dedicated (module-dependent), not Limited.

NEW QUESTION # 29
Refer to the exhibit.

An organization has purchased a BIG-IP license that includes all available modules but has chosen to provision only the modules
they require.

The exhibit displays the current resource allocation from theSystem # Resource Provisioningpage.

Based on the information provided, which F5 modules have been provisioned?

A. TMM, DNS, APS
B. LTM, DNS, APM
C.LTM, APM
D. DNS, APM

Answer: B

Explanation:

The exhibit shows theCurrent Resource Allocationfor:

*CPU

* Disk

* Memory

In particular, theMemory Allocationbar displays the modules that are currently provisioned.

Memory is the most reliable indicator because BIG-IP allocates memoryonlyto modules that are actively provisioned.
From the exhibit:

* MGMT(Management) - always present

* TMM(Traffic Management Microkernel) - indicatesLTM is provisioned

* GTM- this label indicates that theDNS moduleis provisioned (GTM = Global Traffic Manager, now called DNS)
* APM- explicitly shown, indicatingAccess Policy Manageris provisioned

Therefore, the provisioned modules are:

* LTM(implied by TMM allocation)

* DNS/GTM

* APM

This matchesOption C: LTM, DNS, APM.

NEW QUESTION # 30

A BIG-IP Admnistrator discovers malicious brute-force attempts to access the BIG-IP device on the management interfacevia
SSH.

The admmistrator needs to restrict SSH access to the management interface.



Where should this be accomplished?

A. System> Configuration
B. Network > Interfaces
C. Network > Self TPs

D. System> Platform

Answer: A

Explanation:

The BIG-IPmanagement interface (MGMT port)is controlled throughSystem settings, not through the Network menu.
SSH access on the management interface is configured here:

System# Configuration # Device # General # SSH Access / SSH IP Allow

This section allows the administrator to:

* Enable or disable SSH service

* Restrict SSH access to specific [P addresses or subnets

* Apply security policies to the management interface

Why the other options are incorrect:

A). Network > Interfaces

* Used for data-plane physical interface settings, not management plane SSH restrictions.

B). Network > Self IPs

* Controls n-band management or data-plane access, not the dedicated management port.

D). System> Platform

* Used for hostname, time zone, LCD contrast, hardware settings - not SSH security on the management port.
Therefore, restricting SSH access to themanagement interfacemust be done under:

#System# Configuration # Device # General

Which corresponds toOption C.

NEW QUESTION # 31

The BIG-IP Administrator needs to update access to the Configuration Utility to include the172.28.31.0/24and
172.28.65.0/24networks.

Fromthe TMOS Shell (tnsh), which command should the BIG-IP Admnistrator use to complete this task?

e A modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
o B. modify /sys httpd permit add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 }
e C. modify /sys httpd allow add { 172.28.31.0 172.28.65.0 }

Answer: A

Explanation:

Access to the BIG-IP Configuration Utility (TMUI) is controlled through the/sys httpd allowlist.

This list defines which IP addresses or subnets are allowed to connect to the management web interface.

To allow two new subnets-172.28.31.0/24and172.28.65.0/24-the administrator mustaddboth subnets to the existing list without
removing current entries.

In timsh, subnet entries must be specified innetwork/netmask format, for example:

172.28.31.0/255.255.255.0

The correct tmsh command to append these networks is:

modify /sys httpd allow add { 172.28.31.0/255.255.255.0 172.28.65.0/255.255.255.0 } Why the other options are incorrect:
Option B:

* IPs are listed without masks, which is invalid for subnet-based access control.

* The system requiresnetwork/netmaskformat.

Option C:

* The command uses permit instead of allow, which is not a valid attribute of /sys httpd.

* The correct keyword must beallow.

Thus, onlyOption Acorrectly adds both permitted subnets in the proper tnsh format.

NEW QUESTION # 32
A BIG-IP Admmistrator needs to install a HotFix on a standalone BIG-IP device, which hasHD1.1as the Active Boot Location.
The admmistrator has already re-activated the license and created a UCS archive.



In which sequence should the administrator perform the remamning steps?

A. Install HotFix in HD1.2, Install base Image in HD1.2, Activate HD1.2
B. Activate HD1.2, Install base Image in HD1.2, Install HotFix in HD1.2
C. Install base Image in HD1.2, Install HotFix in HD1.2, Activate HD1.2
D. Install HotFix in HD1.1, Reboot the BIG-IP device, Install UCS Archive

Answer: C

Explanation:

When installing a HotFix on a BIG-IP device, F5 best practices require:
* Installing the base TMOS image on a new, unused boot volume (HD1.2)
* This ensures the upgrade happens on a clean volume.

* The existing active boot location remains untouched for rollback.

* Installing the HotFix onto the SAME new boot volume (HD1.2)

* HotFixes must be applied on top of a base version.

* They cannot be installed on an empty volume.

* They must match the base image version.

* Activating the new boot volume (HD1.2)

* The systemreboots into the updated software stack.

* Activation happensafterbase + HotFix installation is complete.

This sequence is exactly shown mOption C:

Install base Image in HD1.2

Install HotFix in HD1.2

Activate HD1.2

Why the other options are incorrect:

A). Install HotFix before base image

* Impossile.

* HotFix requires an installed base version first.

B). Installing HotFix on HD1.1 (active boot volume)

* Not recommended.

* Upgrading in-place removes rollback safety.

* HotFix cannot be applied cleanly without applying base image first.
D). Activate HD1.2 before installing anything

* You cannot activate an empty boot volume.

* Activation only occurs after the base + HotFix software is installed.

NEW QUESTION # 33
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