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and skills in network security. Fortinet NSE 8 - Written Exam (NSE8_812) certification is highly valued by employers and is
recognized globally as a benchmark for network security expertise. By passing NSE8 812 exam, professionals can prove their
ability to design, implement, and manage complex network security solutions, and can advance their careers in network security. The
Fortinet NSE8 812 Certification Examis a challenging exam that requires significant preparation and study. However, with the right
training and resources, professionals can pass the exam and gain a valuable credential that can help them stand out in the competitive
field of network security.

Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q75-Q80):

NEW QUESTION # 75
Refer to the exhibits, which show a firewall policy configuration and a network topology.

.

An admmnistrator has configured an inbound SSL inspection profile on a FortiGate device (FG-1) that is protecting a data center
hosting multiple web pages-Given the scenario shown in the exhibits, which certificate will FortiGate use to handle requests to
Xyz.com?

e A FortiGate will use the Fortinet CA Untrusted certificate for the untrusted connection,
¢ B. FortiGate will reject the connection since no certificate is defined.
e C. FortiGate will fall-back to the default Fortinet CA_SSL certificate.
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o D. FortiGate will use the first certificate in the server-cert list-the abc.com certificate
Answer: D

Explanation:
httpsz/docs.fortinet.conydocument/fortigate/7.4. 1 /administration-guide/850344/define-multiple- certificates-in- an-ssl-profile-in-
replace-mode Ifthere is no matched server certificate in the list, then the first server certificate in the list is used as a replacement.

NEW QUESTION # 76

Refer to the exhibit.

Exhibit A:

# execute fctems verify Win2K16-EMS

certificate not configured/verified: 2

Could not verify server certificate based an gurrent certificate authorities.
Error 1--92-60-0 in get SN call: EMS Gertifiicate is not signed by a known CA.

Exhibit B:
# execute fctems verify Win2KL6=EMS

failure in certificate configupatic erification: -

Could not verify EMS. Err@r 1——94-#1 inmtﬂimknthentication denied
The exhibit shows two error messages froma FortiGate root Security Fabric device when you try to configure a new connection to
a FortiClient EMS Server.

Referring to the exhibit, which two actions will fix these errors? (Choose two.)

A. Install a new known CA on the Win2K16-EMS server.

B. Export and import the FortiClient EMS server certificate to the root FortiGate.
C. Verify that the CRL is accessible from the root FortiGate

D. Authorize the root FortiGate on the FortiClient EMS

Answer: B,D

Explanation:

* A'is correct because the error message "The CRL is not accessible" indicates that the root FortiGate cannot access the CRL for
the FortiClient EMS server. Verifying that the CRL is accessible will fix this error.

* D s correct because the error message "The FortiClient EMS server is not authorized" indicates that the root FortiGate is not
authorized to connect to the FortiClient EMS server. Authorizing the root FortiGate on the FortiClient EMS server will fix this error.
The other options are incorrect. Option B is incorrect because exporting and importing the FortiClient EMS server certificate to the
root FortiGate will not fix the CRL error. Option C is incorrect because installing a new known CA on the Win2K16-EMS server
will not fix the authorization error.

References:

Troubleshooting FortiClient EMS connectivity | FortiClient / FortiOS 7.0.0 - Fortinet Document Library Authorizing FortiGates with
FortiClient EMS | FortiClient / FortiOS 6.4.8 - Fortinet Document Library

https/docs. fortinet.conYdocument/fortigate/7.0.0/administration-guide/1 8533 3 /forticlient-ems%E2%80%9D

NEW QUESTION # 77
Refer to the exhibit showing an SD-WAN configuration.

TOarCc o9
set interface "portl5"
set zone "zl1"
set gateway 172.16.209.2
next
edit 4
set interface "portlé"
set zone "z1"
set gateway 172.16€.210.2
next
end
config health—check
edit "1"




e A portl and portl
e B. port16 and portl

e C. portl and portl5
e D. portl6 and port15
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Explanation:

According to the exhibit, the SD-WAN configuration has two rules: one for traffic to 10.1.100.0/24 subnet, and one for traffic to
10.1.100.16/28 subnet. The first rule uses the best quality strategy, which selects the SD-WAN member with the best measured
quality based on performance SLA metrics. The second rule uses the manual strategy, which specifies portl as the SD-WAN
member to select. Therefore, if an internal user pings 10.1.100.2 and 10.1.100.22 from subnet 172.16.205.0/24, the outgoing
interfaces will be port16 and portl respectively, assuming that port16 has the best quality among the SD-WAN members.
Reference: https://docs.fortinet.com/document/fortigate/6.2. 14/cookbook/2 1 8559/configuring-the-sd-wan-interface

NEW QUESTION # 78

An admmnistrator has configured a FortiGate device to authenticate SSL VPN users using digital certificates. A FortiAuthenticator is
the certificate authority (CA) and the Online Certificate Status Protocol (OCSP) server.

Part of the FortiGate configuration is shown below:

Based on this configuration, which two statements are true? (Choose two.)

A. OCSP checks will always go to the configured FortiAuthenticator

B. The OCSP check of the certificate can be combined with a certificate revocation list.

C. Ifthe OCSP server is unreachable, authentication will succeed if the certificate matches the CA.
D. OCSP certificate responses are never cached by the FortiGate.

Answer: A,C

Explanation:

Ais correct because the OCSP server is configured as the FortiAuthenticator in the config vpn certificate ocsp-server section. D is
correct because the config vpn ssl settings section has set ocsp-option to allow. This means that if the OCSP server is unreachable,
authentication will succeed if the certificate matches the CA. Reference:

https:/docs. fortinet.com/document/fortigate/7.0. 1 /administration-guide/4903 5 1/ssl-vpn-authentication

https:/docs. fortinet.com/document/fortigate/7.4.0/administration-guide/266506/ssl-vpn-with- certificate-authentication



NEW QUESTION # 79
Refer to the exhibits.

Edit External Connector

NSEB-Azure

(VIR © Disabled

Global -
Directory ID © 08216017-df12-4027-afa4-1calc3154
Application ID @ 891b33e7-db52-4¢31-95ab-1bbfa11&
Client secret © essssnne Change
Resourcepath @O

Subscription ID db349¢ea-95af-4864-9bBa-6bbebc7as
Resource group ®0. NSEB-Lab

carcel

Debug

FG-HQ # diagnose debug enable
FG-HQ # diagnose debug application azd -1

azd sdn connector NSE@-Azure prepare to update

azd sdn connector NSES8-Azure start updater process 3060

azd sdn connector NSES8-Azure start updating

azd api failed, url = https://management.azure.com/subscriptions/db34%eea-
95af-4864-9bBa-6béebc%a91f2/resourceGroups/NSES8~
Lab/providers/Microsoft.Network/publicIPAddresses?api-version=2018-06-01, rc =
403

{"error™:{"code”:"AuthorizationFailed"”, "message”:"The client '4056d55b-2fdc-
4b%a-9cde-fea258daf781' with object id '4056d55b-2fdc-4b%a-9cde-fea258daf781"'
does not have authorization to perform action
'Microscft.Network/publicIPAddresses/read' over scope
'/subscriptions/db34%eea-95af-4864-9bBa-€béebcY%a91£2/resourceGroups/NSES-
Lab/providers/Microsoft.Network' or the scope is invalid. If access was
recently granted, please refresh your credentials."})

azd failed to list all public IP for subscription db34%eea-95af-48€4-9bBa-
éb6ebc%a91£2

azd failed to get ip addr list

azd reap child pid: 306 A -

The exhibits show the configuration and debug output froma FortiGate Public SDN Connector.
What is a possible reason for this dynamic address object to be empty?




A. The App registration does not have a role with necessary read permissions on the resource group.
B. The resource group NSE8-Lab does not exist.

C. The Application ID is incorrect.

D. The Client secret is incorrect.

Answer: A

NEW QUESTION # 80
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