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CheckPoint Check Point Certified Harmony Endpoint Specialist - R81.20
(CCES) Sample Questions (Q22-Q27):
NEW QUESTION # 22 
When is the heartbeat initiated?

A. After the first sync
B. After the last sync
C. During the first sync
D. Before the first sync

Answer: A

Explanation:
The heartbeat mechanism in Harmony Endpoint ensures ongoing communication between endpoint clients and the management
server, facilitating status updates and policy enforcement. TheCheck Point Harmony Endpoint Server Administration Guide
R81.20clarifies the timing of this process.
Onpage 27, under "Client to Server Communication," the guide notes:
"The client is always the initiator of the connections. Most communication is over HTTPS (TCP/443), including Policy downloads
and Heartbeat." This establishes that the client initiates heartbeats, but the exact timing is detailed onpage 28, under "The Heartbeat
Interval":
"Endpoint clients send 'heartbeat' messages to the Endpoint Security Management Server to check the connectivity status and report
updates." Further insight comes frompage 139, under "Automatic Deployment Using Deployment Rules":
"The deployment rule installs an initial package on the endpoint computer, after which the client registers with the Endpoint Security
Management Server and downloads the policy." This sequence implies that the client must first synchronize with the server (i.e.,
register and download the initial policy) before periodic heartbeats commence. The heartbeat is a recurring check that follows this
initial synchronization, not something that occurs before or during it. Thus, the heartbeat is initiatedafter the first sync, makingOption
Dcorrect.
Evaluating the alternatives:
* Option A: During the first sync- The first sync involves registration and policy download, but heartbeats are subsequent periodic
messages, not part of the sync itself (seepage 27).
* Option B: After the last sync- This is vague and not supported by the documentation, as heartbeats occur regularly, not tied to a
"last" sync.
* Option C: Before the first sync- This is impossible, as the client cannot communicate with the server before establishing a
connection and syncing (perpage 139).
Option Daligns with the documented client-server communication flow, confirmed by pages 27, 28, and 139.
References:
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 27: "Client to Server Communication" (client- initiated
communication).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 28: "The Heartbeat Interval" (purpose of heartbeats).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 139: "Automatic Deployment Using Deployment Rules" (client
registration and sync).

NEW QUESTION # 23 
What does Port Protection protect, and why?

A. Activity on the ports of a client computer to review logs
B. Activity on the ports of a client computer to monitor devices
C. Activity on the ports of a client computer to help unauthorized user access
D. Activity on the ports of a client computer to help prevent data leakage

Answer: D

NEW QUESTION # 24 
Which of the following is not protected by the Full Disk Encryption (FDE) software?
* Client's user data
* Operating system files
* Temporary files



* Erased files

A. All of these are protected with FDE
B. Temporary files
C. Erased files
D. Temporary and erased files

Answer: A

NEW QUESTION # 25 
External Policy Servers are placed between the Endpoint clients and the Endpoint Security Management Server. How many Policy
Servers are supported per environment?

A. From 1 to 5 Policy Servers are supported
B. From 1 to 15 Policy Servers are supported
C. From 1 to 20 Policy Servers are supported
D. From 1 to 25 Policy Servers are supported

Answer: D

NEW QUESTION # 26 
What does Unauthenticated mode mean?

A. Computers and users might present a security risk, but still have access.
B. Computers and users have credentials, but they are not verified through AD.
C. Computers and users are trusted based on the passwords and usernames only.
D. Computers and users are trusted based on their IP address and username.

Answer: B

Explanation:
In Harmony Endpoint, "Unauthenticated mode" refers to a configuration where computers and users possess credentials, but these
credentials are not validated against Active Directory (AD). This mode is used when AD authentication is not implemented or
required, yet some form of credential-based access control is still in place.
TheCP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdfdoes not provide a single, explicit definition of
"Unauthenticated mode" in a dedicated section. However, the concept is inferred from the authentication mechanisms described,
particularly in relation to Active Directory integration. Onpage 208, under "Active Directory Authentication," the documentation
states:
"Endpoint Security supports Active Directory authentication for users and computers. This allows for centralized management of user
credentials and policies." This indicates that AD authentication is a supported method for verifying credentials centrally. Onpage 209,
in "Configuring Active Directory Authentication," the guide details the process for enabling AD-based authentication, implying that
without this configuration, credentials are not verified through AD. In such cases, the system may rely on local credentials or
alternative methods, which aligns with the concept of
"Unauthenticated mode" (i.e., not authenticated via AD).
Option C("Computers and users have credentials, but they are not verified through AD") directly matches this scenario:
* "Have credentials": Users and computers still use credentials (e.g., usernames and passwords) to access the system.
* "Not verified through AD": These credentials are not checked against an AD server, distinguishing this mode from AD-
authenticated setups.
Let's analyze the other options:
* Option A ("Computers and users might present a security risk, but still have access"): This could be a potential outcome of
unauthenticated mode, as lack of AD verification might increase risk.
However, it describes a consequence rather than defining the mode itself, making it less precise.
* Option B ("Computers and users are trusted based on their IP address and username"): The documentation does not mention trust
based on IP address and username without AD verification, so this is unsupported.
* Option D ("Computers and users are trusted based on the passwords and usernames only"): This is partially correct, as
unauthenticated mode may involve local credential checks. However, it lacks the critical distinction of "not verified through AD,"
which is central to the concept in Harmony Endpoint.
Thus,Option Cis the most accurate and specific definition based on the documentation's discussion of authentication methods.
References:



CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 208: "Active Directory Authentication" (outlines AD support for
credential verification).
CP_R81.20_Harmony_Endpoint_Server_AdminGuide.pdf, Page 209: "Configuring Active Directory Authentication" (implies non-
AD verification when not configured).
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