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CompTIA CAS-005 Exam Syllabus Topics:

Topic Details

e Security Operations: This domain is designed for CompTIA security architects and covers analyzing data

to support monitoring and response activities, as well as assessing vulnerabilities and recommending
Topic 1 solutions to reduce attack surfaces. Candidates will apply threat-hunting techniques and utilize threat
mtelligence concepts to enhance operational security.

¢ Security Architecture: This domain focuses on analyzing requirements to design resilient systems, including
Topic 2 the configuration of firewalls and intrusion detection systers.

¢ Security Engineering: This section measures the skills of CompTIA security architects that involve
troubleshooting common issues related to identity and access management (IAM) components within an
enterprise environment. Candidates will analyze requirements to enhance endpoint and server security while
implementing hardware security technologies. This domain also emphasizes the importance of advanced

cryptographic concepts in securing systers.

Topic 3

¢ Governance, Risk, and Compliance: This section of the exam measures the skills of CompTIA security

architects that cover the implementation of governance components based on organizational security
Topic 4 requiremments, including developing policies, procedures, and standards. Candidates will learn about
managing security programs, including awareness training on phishing and social engineering,
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your courage. No one will laugh at a hardworking person. Our CAS-005 Study Materials are your good study partner.

CompTIA SecurityX Certification Exam Sample Questions (Q90-Q95):

NEW QUESTION # 90

A security engineer wants to stay up-to-date on new detections that are released on a regular basis. The engineer's organization uses
multiple tools rather than one specific vendor security stack. Which of the following rule-based languages is the most appropriate to
use as a baseline for detection rules with the multiple security tool setup?

A. YARA
B. Rita
C. Snort

D. Sigma

Answer: D

Explanation:

Comprehensive and Detailed Step-by-Step Explanation:

Sigma (A) is a rule-based detection language that is vendor-agnostic, meaning it can be used across different SIEM (Security
Information and Event Management) tools. Unlike YARA (B), which focuses on file-based detection, Sigma provides a
standardized way to create rules that work across various security platforns.

NEW QUESTION # 91

A manufacturing plant is updating its IT services. During discussions, the senior management team created the following list of
considerations:

* Staff turnover is high and seasonal.

* Extreme conditions often damage endpoints.

* Losses from downtime must be minimized.

* Regulatory data retention requirements exist.

Which of'the following best addresses the considerations?

A. Using a non-persistent virtual desktop interface with thin clients

B. Establishing further environmental controls to limit equipment damage
C. Maintaining an inventory of spare endpoints for rapid deployment

D. Deploying redundant file servers and configuring database journaling

Answer: A

Explanation:

The best solution is to use a non-persistent virtual desktop infrastructure (VDI) with thin clients (B). Thin clients are inexpensive,
easy to replace, and resilient in harsh environments where traditional endpoints may be damaged. With non-persistent VDI,
employee desktops are virtualized and reset to a clean state afer logout, reducing risks from turnover, malware persistence, or user
misconfiguration. Centralized management ensures consistent patching and security updates while minimizing downtime, since
damaged thin clients can be swapped quickly with minimal disruption.

Option A (environmental controls) may reduce equipment damage but does not address turnover or regulatory retention
requirements. Option C (redundant servers and journaling) improves data integrity but does not solve endpoint-related risks or
staffing issues. Option D (maintaining spare endpoints) mitigates hardware failures but still relies on managing and configuring full
systems, which is inefficient for high-turnover environments.

NEW QUESTION # 92

A company reduced its staff 60 days ago, and applications are now starting to fail. The security analyst is investigating to determine if
there is malicious intent for the application failures. The security analyst reviews the following logs:

Mar 5 22:09:50 akj3 sshd

[21502]: Success login for userOl from 192.168.2.5

Mar 5 22:10:00 akj3 sshd

[21502]: Failed login for userID from 192.168.2.5

Which of the following is the most likely reason for the application failures?

e A. The user does not have sudo access.
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¢ B. The user's account was set as a service account.
o (. The user's home directory was deleted.
¢ D. The root password has been changed.

Answer: C

Explanation:

Comprehensive and Detailed Step-by-Step

‘When an employee leaves a company, their home directory might be deleted along with their account, leading to application failures
if the directory contained configuration files, dependencies, or system scripts.

NEW QUESTION # 93

A security team determines that the most significant risks within the pipeline are:

* Unauthorized code changes

* The current inability to perform independent verification of software modules Which of the following best addresses these
concerns?

A. Code signing

B. Digital signatures

C. Lightweight cryptography
D. Non-repudiation

Answer: A

Explanation:

* Unauthorized code changesand lack ofindependent verificationare directly mitigated bycode signing, which ensures that code is
froma trusted source and has not been altered.

* While digital signatures are part of code signing, the broader practice of code signing encompasses signature management, version
integrity, and trusted sources.

* Lightweight cryptography is irrelevant in this context; it's more about efficiency in constrained devices.

* Non-repudiation is a benefit of digital signatures but doesn't directly solve the verification/integrity concerns alone.

* FromCAS-005 Guide, Domain 4: Security Architecture, Tools, and Technologies:

* "Code signing ensures that the code has not been tampered with and originates from a trusted developer." Reference:CAS-005
Official Study Guide, Chapter 10: Secure Development Operations, pg. 201-204

NEW QUESTION # 94
A security operations analyst is reviewing network traffic baselines for nightly database backups. Given the following information:

Bandwadth consumed
11.24GB

11.57GB

11.70G8B

97.00GB
1085GE -

Which of the following should the security analyst do next?
[ ]
[ ]
[ ]
[ ]

Answer: C

A. Quarantine PRDDBO1 and then alert the database engineers

B. Consult with a network engineer to determine the impact of bandwidth usage
C. Review all the network logs for further data exfiltration

D. Refer to the incident response playbook for the proper response

NEW QUESTION # 95

The CompTIA SecurityX Certification Exam (CAS-005) certification has become a basic requirement to advance rapidly in the
mformation technology sector. Since CompTIA SecurityX Certification Exam (CAS-005) actual dumps are vital to prepare quickly
for the exammation. Therefore, you will need them if you desire to ace the CompTIA SecurityX Certification Exam (CAS-005)
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