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11. Frage

A security team received an alert of suspicious activity on a user's Internet browser. The user's anti-virus software indicated that the
file attempted to create a fake recycle bin folder and connect to an external IP address. Which two actions should be taken by the
security analyst with the executable file for flrther analysis? (Choose two.)
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A. Evaluate the behavioral indicators in Cisco Secure Malware Analytics (Threat Grid).
B. Analyze the Magic File type in Cisco Umbrella.

C. Analyze the TCP/IP Streans in Cisco Secure Malware Analytics (Threat Grid).

D. Evaluate the process activity in Cisco Umbrella.

E. Network Exit Localization in Cisco Secure Malware Analytics (Threat Grid).

Antwort: A,C

12. Frage
What is the goal of an incident response plan?

A. to ensure systens are in place to prevent an attack

B. to identify critical systems and resources in an organization
C. to determine security weaknesses and recommend solutions
D. to contain an attack and prevent it from spreading

Antwort: D

13. Frage
Refer to the exhibit.

What is the indicator of compromise?

A. MDS? file hash

B. indicator ID: malware--a932fcc6-e032-476¢-826f-cb970a569bce
C. SHA256 file hash

D. idicator type: malicious-activity

Antwort: C

Begrindung;

The STIX data structure shows apatternfield with this entry:

file:hashes.'SHA-256" = '329907bc0711b3587fc8al cobf3ec6ecbee14chb775164b28a61d72ebeb8968d3" This value is aSHA-256
file hash, a well-knownindicator of compromise (IoC)for identifying malicious files.

Therefore, the correct answer is:

A). SHA256 file hash.

14. Frage

An engineer is analyzing a ticket for an unexpected server shutdown and discovers that the web-server ran out of useable memory
and crashed.

Which data is needed for further investigation?

A. var/log/httpd/messages.log
B. /var/log/access.log

C. var/log/httpd/access.log
D. /var/log/messages.log

Antwort: D

15. Frage
Refer to the exhibit.

Which two actions should be taken based on the intelligence information? (Choose two.)

A. Block network access to all .shop domains

B. Add a SIEM rule to alert on connections to identified domains.
C. Route traffic from identified domains to block hole.

D. Use the DNS server to block hole all .shop requests.



o E. Block network access to identified domains.

Antwort: B,E
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