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Topic 1

Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.

Topic 2
Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problems.

Topic 3
Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.

Topic 4
SOC operation and automation: This domain addresses configuring events and event handlers, setting up
incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated
responses, and troubleshooting automation workflow issues.
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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q31-Q36):
NEW QUESTION # 31 
Which two statements about playbook execution are true? (Choose two)

A. You can run the default debugging playbook to investigate playbook errors.
B. FortiAnalyzer will not commit changes made by a Failed playbook
C. Even I the playbook status is Failed, individual tasks may have succeeded.
D. The Playbook Monitor provides troubleshooting logs

Answer: B,D

NEW QUESTION # 32 
Why must you wait for several minutes before you run a playbook that you just created?

A. FortiAnalyzer needs that time to back up the current playbooks.
B. FortiAnalyzer needs that time to debug the new playbook.
C. FortiAnalyzer needs that time to parse the new playbook.
D. FortiAnalyzer needs that time to ensure there are no other playbooks running.

Answer: C

NEW QUESTION # 33 
(Which two parameters does FortiAnalyzer use to identify an indicator of compromise (IOC)? (Choose two answers))

A. Application category
B. Policy ID
C. URL
D. IP address

Answer: C,D
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Explanation:
Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
The FortiAnalyzer study guide explains that IOC identification is performed by comparing relevant log fields against the FortiGuard
threat database. Specifically, it states: "Depending on the log type, FortiAnalyzer identifies possible compromised hosts by checking
the threat database against the log's IP address, domain, and URL." From this extract, two of the explicit parameters FortiAnalyzer
uses for IOC detection are IP address and URL (both listed verbatim). Policy ID and application category are not part of the IOC
matching parameters described for threat-database checks in this context.
This is further consistent with the study guide's definition of indicator types, which states: "There are three types of indicators: IP
addresses, URLs, and domains."

NEW QUESTION # 34 
What is included in the disk quota for each ADOM on the FortiAnalyzer?

A. Raw logs, archive files, SQL database tables
B. Archive logs and analytics logs
C. Raw logs and archive files
D. SQL tables and archive files

Answer: B

NEW QUESTION # 35 
After a generated a repot, you notice the information you were expecting to see in not included in it. However, you confirm that the
logs are there:
Which two actions should you perform? (Choose two.)

A. Disable auto-cache.
B. Check the time frame covered by the report.
C. Test the dataset.
D. Increase the report utilization quota.

Answer: B,C

Explanation:
When a generated report does not include the expected information despite the logs being present, there are several factors to check
to ensure accurate data representation in the report.
* Option A - Check the Time Frame Covered by the Report:
* Reports are generated based on a specified time frame. If the time frame does not encompass the period when the relevant logs
were collected, those logs will not appear in the report. Ensuring the time frame is correctly set to cover the intended logs is crucial
for accurate report content.
* Conclusion: Correct.
* Option B - Disable Auto-Cache:
* Auto-cache is a feature in FortiAnalyzer that helps optimize report generation by using cached data for frequently used datasets.
Disabling auto-cache is generally not necessary unless there is an issue with outdated data being used. In most cases, it does not
directly impact whether certain logs are included in a report.
* Conclusion: Incorrect.
* Option C - Increase the Report Utilization Quota:
* The report utilization quota controls the resource limits for generating reports. While insufficient quota might prevent a report from
generating or completing, it does not typically cause specific log entries to be missing. Therefore, this option is not directly relevant to
missing data within the report.
* Conclusion: Incorrect.
* Option D - Test the Dataset:
* Datasets in FortiAnalyzer define which logs and fields are pulled into the report. If a dataset is misconfigured, it could exclude
certain logs. Testing the dataset helps verify that the correct data is being pulled and that all required logs are included in the report
parameters.
* Conclusion: Correct.
Conclusion:
* Correct Answer: A. Check the time frame covered by the report and D. Test the dataset.
* These actions directly address the issues that could cause missing information in a report when logs are available but not displayed.
References:



FortiAnalyzer 7.4.1 documentation on report generation settings, time frames, and dataset configuration.
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