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¢ [T Architectures, Technologies, Standards: This domain covers findamental frameworks, tools, and best
bEY 71 practices for building scalable, secure, and interoperable enterprise IT systerns.

¢ Troubleshoot and Optimize the VMware by Broadcom Solution: This domain focuses on troubleshooting

VCF deployment, upgrades, conversions, workload domains, fleet operations (certificates, passwords,
ey 72 identity), licensing, compute resources, storage (VSAN, supplemental storage), networking (VDS, NSX),
VCF Operations tools, Identity Broker automation, and HCX workload migrations.

¢ VMware by Broadcom Solution: This section focuses on understanding VMware by Broadcom's

hEY 73 virtualization and cloud infrastructure platform for managing modern enterprise workloads.
o Install, Configure, Administrate the VMware by Broadcom Solution: This area covers installing,
FEw 24 configuring, and managing VMware solutions including VCF Fleet deployment, expansion, and reduction
operations.

¢ Plan and Design the VMware by Broadcom Solution: This domain addresses architectural planning and
bEY 7S design principles for creating scalable, secure virtual environments aligned with business requirements.
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HE #47

A VMware Cloud Foundation (VCF) administrator cannot deploy Virtual Machines (VMs) to a compute cluster.

The admmistrator discovers that the vVCLS VMs on the problematic cluster are powered off and cannot be powered on.
‘What action can the administrator take to enable deployment of VMs?

A. Set DRS Automation level to fully automated.
B. Delete all resource pools in the affected cluster.
C. Disable HA on the affected cluster.

D. Enable retreat mode on the affected cluster.

Ef#E: D

R -

In vSphere 7+ and VCF-managed clusters, thevSphere Cluster Services (VCLS)VMs must remain powered on for DRS, cluster
health, and policy enforcement to fimction. If the vCLS VMs cannot power on,no workloads-including new VMs-can be
deployedto the cluster because vSphere considers the cluster unhealthy.

A common cause is insufficient resources (CPU/memory), datastore issues, or policy conflicts preventing vCLS VMs from starting.
VMware providesRetreat Modeas a troubleshooting mechanism to temporarily disable vCLS, allowing the administrator to deploy
VMs and correct underlying issues. Enabling retreat mode:

* Removes VCLS from the cluster

* Restores ability to deploy VMs

* Allows remediation of storage/placement issues

* Can later be disabled to restore DRS health

Option A (deleting resource pools) does not restore VCLS VM power state.

Option B (disabling HA) does not affect vCLS behavior.

Option D (setting DRS automation level) does not correct vCLS placement problens.

E R #48

An administrator is attempting to activate a new vSphere Supervisor for use with VMware Cloud Foundation (VCF) Autormation on
a newly deployed cluster. In the VMware vSphere client, when going through the vSphere Supervisor activation having selected
VCF Networking with VPC, the Virtual Private Cloud (VPC) Connectivity Profile dropdown is empty on the workload network
page. The administrator verified that a Virtual Private Cloud (VPC) Connectivity Profile exists in NSX.

What is the cause of the issue?

A. The vSphere Supervisor control plane is set to high-availability.
B. The selected NSX Project is the Default Project.

C. The default VPC has not been created.

D. The TO gateway is in active/active mode.

EfE: B

AR :

When activating avSphere Supervisor using VCF Networking with VPC, theSupervisor Workload Networkmust use aVPC
Comnnectivity Profile. These profiles arescoped to an NSX Project, andcannot be consumed from the Default Project.

VCF Automation requires that:

* Acustom NSX Projectbe used for VPC networking integrations.

* TheDefault Projectcannot host Connectivity Profiles or VPC constructs intended for Supervisor activation.

Even though the administrator verified that a VPC Connectivity Profileexistsin NSX, the Supervisor wizard will not display it if:
* The VPC Connectivity Profile belongs to adifferent project, or

* The current selection is theDefault Project, which blocks visibility.

This exact behavior-empty VPC Connectivity Profile dropdown-is documented when attempting Supervisor activation under the
Default NSX Project.
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Option A (TO active/active) affects North-South routing but does not hide VPC profiles.

Option B (Supervisor HA mode) does not impact network profile selection.

Option D (missing default VPC) is incorrect because the wizard is complaining aboutavailability of Connectivity Profiles, not VPC
stances.

H #49

An administrator logs into the VMware NSX Manager Ul and discovers a time sync issue that has been reported in the VMWare
Cloud Foundation (VCF) installer.

The admmnistrator performs the following steps:

1. Validates that the NTP server IP addresses are present in the NTP configuration on the VCF Installer.

2. Validates that the DN records are correctly set for the FQDN and IP address of the two NTP servers.

3. Validates that the NTP servers can be pinged by name and IP address from the VCF Installer.

4. Validates that the time between the NTP servers and the VCF Installer is synchronized successfully.

‘What additional step should the admnistrator performto help identify the cause of the error?

¢ A. Confirm that the time on the ESX hosts allocated for the management domain is synchronized with the same NTP servers
as the VCF Installer.

¢ B. Confirm that the NTP server details have been specified in the deployment parameter workbook using the required FQDN
format.

e C. Confirm that the NTP service has an allowed rule in the iptables on the VCF Installer.

¢ D. Confirm that the ESX hosts have been configured to use host time synchronization.

Ef: A

R

During VMware Cloud Foundation bring-up,time synchronization across all management components is mandatory. The VCF
Installer, ESXi hosts, NSX Manager nodes, and vCenter must all sync tothe same N'TP servers. If even one host or component has
a time skew exceeding VMware's allowed limits, VCF will report time sync errors during bring-up or post-deployment.

The admmnistrator validated NTP configuration, DNS resolution, ping connectivity, and time synconly on the VCF Installer appliance,
butdid not verify the ESXi hosts' time synchronization. NSX Manager obtains its time reference from the underlying ESXi host during
deployment, so if the ESXi hosts are not synchronized with the same NTP sources, NSX Manager will drift, triggering the exact
error described.

Option B (iptables) does not apply-the VCF Installer does not block outbound NTP by default.

Option C refers to workbook formatting, which would fail earlier in deployment-not after NSX Manager is running,

Option A is incorrect because ESXi should never use "host time sync"; NTP must be used.

E R #50

An administrator determined that the VMware NSX admin password expired on their VMware NSX Edge Transport nodes. The
administrator manually resets the password in the console of each Edge Transport node.

What additional action is required to synchronize the new password in VMWare Cloud Foundation (VCF) Operations?

A. In VCF Operations, sync the admin password for each NSX Edge Transport node.

B. In VCF Operations, remediate the admin password for each NSX Edge Transport node.
C. In VCF Operations, update the admin password for each NSX Edge Transport node.
D. In VCF Operations, rotate the admin password for each NSX Edge Transport node.

EfE: B

AR :

In VMware Cloud Foundation 9.0, password changes mademanually on an NSX Edge Transport Nodeare not automatically
synchronizedwith VCF Operations. VCF Operations maintains secure credential records for all managed components, including
NSX Manager appliances and NSX Edge Transport Nodes. When credentials become stale-such as after a password expiration
and manual reset- VCF Operations marks the credential object asout of syncand requires admmnistrative remediation.

The official workflow described in VCF 9.0 Operations documentation states that administrators must use the

"Remediate Password"function whenever a password was changed outside of VCF Operations, ensuring that the platform
revalidates and updates the stored credentials used for monitoring, log collection, and automation tasks. Options such as "rotate,"
"sync," or "update" do not apply because rotation implies generating a new password managed by VCF, and "sync" does not
overwrite the stored credential. Only remediation forces VCF Operations to re-validate and align credentials with the external
system



Therefore, after manually resetting the NSX Edge admin password, the administrator must perform password remediationin VCF
Operations to restore operational consistency, makingBthe correct and verified answer.

HA #51

An administrator creates a tag for a virtual machine (VM) in VMware Cloud Foundation (VCF) Operations.
‘When assigning the tag to the virtual machine In vCenter, the tag was not found.

What is the cause of this error?

A. The vCenter version is incorrect.

B. The tag was not pushed to Custom Groups.

C. The tag was not pushed to the vCenter instance.
D. VM Tools is not installed.

Ef#: C

R -

In VMware Cloud Foundation 9.0 Operations,tags created inside VCF Operations do not automatically appear in vCenter. Tags
nust be explicitly synchronized ("pushed") to the selected vCenter instance before they become usable for VM tagging within
vCenter. This is because VCF Operations mamtains its own metadata store for tags, super metrics, groups, and policies.

The correct workflow is:

* Create the tag in VCF Operations.

* Push (synchronize) the tag to the appropriate vCenter instance.

* The tag then appears in vCenter'sTags & Custom Attributessection.

* Admmistrators can then assign the tag to VM.

Ifthe push step is skipped, the tag exists only nside VCF Operations and cannot be referenced by vCenter, which is exactly the
symptom described:tag not found when attempting to assign it to a VM.

Option A is incorrect because Custom Groups do not affect vCenter tag visibility.

Option B is incorrect because tag synchronization is not tied to a specific vCenter version as long as the vCenter is officially
supported by VCF 9.x.

Option D is irrelevant- VMware Tools has nothing to do with tag visibility.

B #52
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