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NEW QUESTION # 10 
An application is hosted on a server that requires clients to authenticate using a username:password pair. This application is behind
PingAccess, which is acting as a gateway. What action should the administrator take to allow PingAccess to access the application?

A. Configure a Mutual TLS Site Authenticator to the Site
B. Apply a valid Web Session that contains the username and password
C. Configure a Basic Authentication Site Authenticator to the Site
D. Apply an Identity Mapping that includes the username and password

Answer: C

Explanation:
When a back-end site requires HTTP Basic Authentication, PingAccess supports this via aBasic Authentication Site Authenticator.
The authenticator is configured with credentials so that PingAccess can successfully authenticate to the target site.
Exact Extract:
"PingAccess can authenticate to target sites using a Site Authenticator. Use the Basic Authentication Site Authenticator when the site
requires a username and password."
* Option Ais incorrect - identity mappings are used to forward user attributes, not for site-to-site authentication.
* Option Bis incorrect - web sessions represent end-user sessions, not back-end credentials.
* Option Cis correct - the Basic Authentication Site Authenticator should be configured on the Site.
* Option Dis incorrect - mTLS authenticates with certificates, not username/password.
Reference:PingAccess Administration Guide -Site Authenticators

NEW QUESTION # 11 
What is the purpose of the Mutual TLS Site Authenticator?

A. Allows PingAccess to authenticate to the token provider
B. Allows PingAccess to authenticate to the backend server
C. Allows the backend server to authenticate to PingAccess
D. Allows the user to authenticate to the backend server

Answer: B

Explanation:
Mutual TLS (mTLS) is used to establishtwo-way authenticationwhere both the client and the server present certificates to prove
their identity. In the case of PingAccess, aMutual TLS Site Authenticatoris configured when PingAccess acts as a reverse proxy
making requests to a backend (target) server.
* Exact Extract from PingAccess documentation:
"Mutual TLS site authenticators provide client certificate authentication when PingAccess connects to a backend site. This allows
PingAccess to present its certificate to the target server during the TLS handshake." This means the purpose is forPingAccess
(client) to authenticate itself to the backend server (target resource)when establishing a secure connection.
Why other options are wrong:
* A. Allows the backend server to authenticate to PingAccess
* Incorrect. That's normal server-side TLS authentication (the server presents a cert to the client), not mutual TLS initiated by
PingAccess.
* B. Allows the user to authenticate to the backend server
* Incorrect. End users do not directly use this setting; this is between PingAccess and the backend application server.
* C. Allows PingAccess to authenticate to the backend server
* Correct. This is exactly the definition of a Mutual TLS Site Authenticator in PingAccess.
* D. Allows PingAccess to authenticate to the token provider
* Incorrect. That would involve OIDC/OAuth token exchange and possibly TLS trust, but it's not the role of the Site Authenticator.
Thus, the correct answer isC. Allows PingAccess to authenticate to the backend server.
Reference:PingAccess Administration Guide-Configuring Site Authenticators (Mutual TLS).

NEW QUESTION # 12 
What is the purpose of theadmin.authconfiguration setting?

A. To configure SSO for the administrative user interface.
B. To enable automatic authentication to the PingAccess administrative console.



C. To define the method to use for authenticating to the administrative API.
D. To override the SSO configuration for the administrative user interface.

Answer: D

Explanation:
Theadmin.authsetting in therun.propertiesfile is used to specify a fallback authentication method for the administrative console.
Exact Extract from official documentation:
"To define a fallback administrator authentication method if the OIDC token provider is unreachable, enable the admin.auth=native
property in the run.properties file. This overrides any configured administrative authentication to basic authentication." This makes it
clear that the purpose ofadmin.authis tooverrideany configured SSO for the admin UI and enforce native (basic) authentication
instead.
* Option Ais incorrect because theadmin.authsetting does not configure SSO. SSO for the admin UI is configured separately.
* Option Bis incorrect because this setting does not apply to the administrative API; it specifically applies to the admin UI console.
* Option Cis correct because it directly reflects the documented behavior:admin.authoverrides SSO configuration for the
administrative UI and enables native authentication.
* Option Dis incorrect because the setting does not enable automatic authentication. It still requires credentials, but falls back to
basic auth.
Reference:PingAccess User Interface Reference Guide -Configuring Admin UI SSO Authentication

NEW QUESTION # 13 
A financial application should be prompted for step-up authentication on a URL that allows money transfers.
A previous administrator configured rules to be applied on the required application URL. Users are not prompted for step-up
authentication when accessing the/sranafemmeneyURL endpoint.
Which two actions should the administrator take? (Choose 2 answers.)

A. Verify that an authentication requirement rule is applied to the application to see if a user has met the required
authentication context
B. Make sure that the existing rule's authentication requirements contain the appropriate minimum authentication requirements
C. Create a new identity mapping containing authentication context values and add the mapping to the existing rule
D. Make sure that the existing rule's token validation contains the appropriate minimum authentication requirements
E. Verify that a rejection handler rule exists and is applied to the application to see if a user has met the required authentication
context

Answer: A,B

Explanation:
Step-up authentication in PingAccess is enforced throughAuthentication Requirement Rules. If users are not prompted, the likely
issues are:
* The rule is missing from the application/resource.
* The rule's minimum authentication context does not include MFA.
Exact Extract:
"Authentication requirement rules determine whether PingAccess will challenge a user with additional authentication (such as MFA).
Ensure that the rule is applied to the resource and that the authentication context is set correctly."
* Option Ais incorrect - rejection handlers define error handling, not MFA enforcement.
* Option Bis correct - verify the authentication requirement rule is applied.
* Option Cis correct - ensure the rule contains the right MFA requirements.
* Option Dis incorrect - identity mappings do not enforce step-up authentication.
* Option Eis incorrect - token validation rules check validity, not MFA levels.
Reference:PingAccess Administration Guide -Authentication Requirements

NEW QUESTION # 14 
Which two protocols does PingAccess use for authentication and authorization? (Choose 2 answers.)

A. WS-Fed
B. WS-Trust
C. SAML
D. OAuth2
E. OIDC



Answer: D,E

Explanation:
PingAccess is designed to work with modern identity protocols. It doesnotsupport legacy WS-* protocols directly.
Exact Extract:
"PingAccess integrates with OAuth 2.0 and OpenID Connect (OIDC) to provide authentication and authorization for web and API
resources."
* Option A (SAML)is incorrect - PingAccess does not natively consume SAML assertions; SAML can be used indirectly via
PingFederate.
* Option B (WS-Fed)is not supported.
* Option C (WS-Trust)is not supported.
* Option D (OAuth2)is correct - used for authorization and token validation.
* Option E (OIDC)is correct - used for user authentication and sessions.
Reference:PingAccess Administration Guide -Supported Protocols
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