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HR #267

A company uses AWS Organizations to manage a small number of AWS accounts. However, the company plans to add 1 000
more accounts soon. The company allows only a centralized security teamto create [AM roles for all AWS accounts and teas.
Application teams submit requests for IAM roles to the security team

The security team has a backlog of TAM role requests and cannot review and provision the IAM roles quickly.

The security team must create a process that will allow application teans to provision their own IAM roles.

The process must also limit the scope of TAM roles and prevent privilege escalation.

Which solution will meet these requirements with the LEAST operational overhead?

e A. Create an IAM group for each application team. Associate policies with each [AM group. Provision IAM users for each
application team member. Add the new IAM users to the appropriate [AM group by using role-based access control
(RBAC).

e B. Delegate application team leads to provision [AM rotes for each team Conduct a quarterly review of the IAM rotes the
team leads have provisioned. Ensure that the application team leads have the appropriate training to review IAM roles.

e C. Create an SCP and a permissions boundary for [AM roles. Add the SCP to the root OU so that only roles that have the
permissions boundary attached can create any new IAM roles.

e D. Put each AWS account in its own OU. Add an SCP to each OU to grant access to only the AWS services that the teams
plan to use. Include conditions tn the AWS account of each team.

EfE: C
-
Explanation

To create a process that will allow application tearms to provision their own IAM roles, while limiting the scope of TAM roles and
preventing privilege escalation, the following steps are required:

Create a service control policy (SCP) that defines the maximum permissions that can be granted to any [AM role in the organization.
An SCP is a type of policy that you can use with AWS Organizations to manage permissions for all accounts in your organization.
SCPs restrict permissions for entities in member accounts, including each AWS account root user, [AM users, and roles. For more
information, see Service control policies overview.

Create a permissions boundary for JAM roles that matches the SCP. A permissions boundary is an advanced feature for using a
managed policy to set the maximum permissions that an identity-based policy can grant to an IAM entity. A permissions boundary
allows an entity to perform only the actions that are allowed by both its identity-based policies and its permissions boundaries. For
more information, see Permissions boundaries for JAM entities.

Add the SCP to the root organizational unit (OU) so that it applies to all accounts in the organization.

This will ensure that no IAM role can exceed the permissions defined by the SCP, regardless of how it is created or modified.
Instruct the application teams to attach the permissions boundary to any IAM role they create. This will prevent them from creating
IAM roles that can escalate their own privileges or access resources they are not authorized to access.

This solution will meet the requirements with the least operational overhead, as it leverages AWS Organizations and [AM features to
delegate and limit [AM role creation without requiring manual reviews or approvals.

The other options are incorrect because they either do not allow application teans to provision their own IAM roles (A), do not limit
the scope of [JAM roles or prevent privilege escalation (B), or do not take advantage of managed services whenever possible .
Verified References:

https:/docs.aws.amazon.comvorganizations/latest/userguide/orgs manage policies_scp.html
httpsz/docs.aws.amazon.conYIAM/latest/UserGuide/access_policies boundaries.html

E M #268
A security administrator has enabled AWS Security Hub for all the AWS accounts in an organization in AWS Organizations. The


https://www.japancert.com/SCS-C02.html

security team wants near-real-time response and remediation for deployed AWS resources that do not meet security standards. All
changes must be centrally logged for auditing purposes.

The organization has reached the quotas for the number of SCPs attached to an OU and SCP document size. The team wants to
avoid making any changes to any of the SCPs. The solution must maximize scalability and cost-effectiveness.

‘Which combination of actions should the security administrator take to meet these requirements?

(Choose three.)

¢ A Create an Amazon EventBridge event rule to invoke an AWS Lambda function that will evaluate AWS resource
configuration for a set of API requests and create a finding for noncompllant AWS resources.

¢ B. Create a Security Hub custom action to reference in an Amazon EventBridge event rule in the delegated administrator
AWS account.

¢ C. Create an Amazon EventBridge event rule to invoke an AWS Lambda finction on a schedule to assess specific AWS
Config rules.

¢ D. Create an Amazon EventBridge event rule to Invoke an AWS Lambda function that will take action on AWS resources.

¢ E. Create an AWS Config customrule to detect configuration changes to AWS resources. Create an AWS Lambda function
to remediate the AWS resources in the delegated administrator AWS account.

e F. Use AWS Systens Manager Change Manager to track configuration changes to AWS resources.
Create a Systems Manager document to remediate the AWS resources in the delegated administrator AWS account.

IE%: A\ E\ F

H I #269

A company has several petabytes of data. The company must preserve this data for 7 years to comply with regulatory requirements.
The company's compliance team asks a security officer to develop a strategy that will prevent anyone from changing or deleting the
data.

‘Which solution will meet this requirement MOST cost-effectively?

e A Create an Amazon S3 bucket. Configure the bucket to use S3 Object Lock in governance mode.
Upload the data to the bucket. Create a user-based IAM policy that meets all the regulatory requirements.

¢ B. Create a vault n Amazon S3 Glacier. Create a Vault Lock policy in S3 Glacier that meets all the regulatory requirements.
Upload the data to the vault.

e C. Create an Amazon S3 bucket. Configure the bucket to use S3 Object Lock in compliance mode.
Upload the data to the bucket. Create a resource-based bucket policy that meets all the regulatory requirements.

¢ D. Create an Amazon S3 bucket. Upload the data to the bucket. Use a lifecycle rule to transition the data to a vault in S3
Glacier. Create a Vault Lock policy that meets all the regulatory requirements.

IEf#: B

fi .«
httpsz/docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock-policy. html

B #270

A website currently runs on Amazon EC2, wan mostly statics content on the site. Recently the site was subjected to a DDoS attack
a security engineer was (asked was redesigning the edge security to help Mitigate this risk in the future.

What are some ways the engineer could achieve this (Select THREE)?

A. Move the static content to Amazon S3, and front this with an Amazon Cloud Front distribution.
B. Change the security group conguration to block the source of the attack trafc

C. Use IAM WAF security rules to inspect the inbound trafc.

D. Use Amazon Route 53 to distribute trafc.

E. Use IAM X-Ray to inspect the trafc going to the EC2 instances.

F. Use Amazon Inspector assessment templates to inspect the inbound traffic.

Ef#: AL C. D

A -

Explanation

To redesign the edge security to help mitigate the DDoS attack risk in the future, the engineer could do the following:

Move the static content to Amazon S3, and front this with an Amazon CloudFront distribution. This allows the engineer to use a



global content delivery network that can cache static content at edge locations and reduce the load on the origin servers.

Use AWS WAF security rules to inspect the inbound traffic. This allows the engineer to use web application firewall rules that can
filter malicious requests based on [P addresses, headers, body, or URI strings, and block them before they reach the web servers.
Use Amazon Route 53 to distribute traffic. This allows the engineer to use a scalable and highly available DNS service that can route
traffic based on different policies, such as latency, geolocation, or health checks.

HE #271

A security engneer is checking an AWS CloudFormation template for vulnerabilities. The security engineer finds a parameter that
has a default value that exposes an application's API key in plaintext. The parameter is referenced several times throughout the
template. The security engineer must replace the parameter while maintaining the ability to reference the value in the template.
‘Which solution will meet these requirements in the MOST secure way?

{resolve:s3:MyBucketName:MyObjectName} } .

¢ A Store the API key value in a new Amazon S3 bucket. In the template, replace all references to the value with {

¢ B. Store the API key value in Amazon DynamoDB. In the template, replace all references to the value with
{{resolve:dynamodb:MyTableName:MyPrimaryKey} } .

e C. Store the API key value in AWS Secrets Manager. In the template, replace all references to the value with {
{resolve:secretsmanager:MySecretld:SecretString} } .

e D. Store the API key value as a SecureString parameter n AWS Systers Manager Parameter Store. In the tenplate, replace
all references to the value with {{resolve:ssmMySSMParameterName:1} }.

Ef#: C

A -

The correct answer is B. Store the API key value in AWS Secrets Manager. In the tenplate, replace all references to the value with
{{resolve:secretsmanager:MySecretld:SecretString} } .

This answer is correct because AWS Secrets Manager is a service that helps you protect secrets that are needed to access your
applications, services, and IT resources. You can store and manage secrets such as database credentials, API keys, and other
sensitive data in Secrets Manager. You can also use Secrets Manager to rotate, manage, and retrieve your secrets throughout their
lifecycle1.Secrets Manager integrates with AWS CloudFormation, which allows you to reference secrets fromyour templates using
the {{resolve:

secretsmanager:... } } syntax2. This way, you can avoid exposing your secrets in plaintext and still use them in your resources.

The other options are incorrect because:

A: Storing the AP key value as a SecureString parameter in AWS Systens Manager Parameter Store is not a solution, because
AWS CloudFormation does not support references to SecureString parameters. This means that you cannot use the
{{resolve:ssm....} } syntax to retrieve encrypted parameter values from Parameter Store3. You would have to use a customresource
or a Lambda function to decrypt the parameter value, which adds complexity and overhead to your template.

C: Storing the API key value in Amazon DynamoDB is not a solution, because AWS CloudFormation does not support references
to DynamoDB iterms. This means that you cannot use the {{resolve:dynamodb....} } syntax to retrieve item values fromDynamoDB
tables4. You would have to use a customresource or a Lambda finction to query the DynamoDB table, which adds complexity and
overhead to your template.

D: Storing the API key value in a new Amazon S3 bucket is not a solution, because AWS CloudFormation does not support
references to S3 objects. This means that you cannot use the {{resolve:s3:...} } syntax to retrieve object values from S3 buckets5.
You would have to use a customresource or a Lambda functionto download the object from S3, which adds complexity and
overhead to your template.

References:

1:What is AWS Secrets Manager?2:Referencing AWS Secrets Manager secrets from Parameter Store parameters3:Using dynamic
references to specify template values4:Amazon DynamoDB5:Amazon Simple Storage Service (S3)
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