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¢ Configure and use secret scanning: This section of the exam measures skills of a DevSecOps Engineer and
covers setting up and managing secret scanning in organizations and repositories. Test?takers must

hEY 71 demonstrate how to enable secret scanning, interpret the alerts generated when sensitive data is exposed,

and implement policies to prevent and remediate credential leaks.

e Describe GitHub Advanced Security best practices: This section of the exam measures skills of a GitHub
Administrator and covers outlining recommended strategies for adopting GitHub Advanced Security at
ey 72 scale. Test?takers will explain how to apply security policies, enforce branch protections, shift left security

checks, and use metrics from GHAS tools to continuously improve an organization’s security posture.
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¢ Configure and use code scanning; This section of the exam measures skills of a DevSecOps Engineer and

covers enabling and customizing GitHub code scanning with built?in or marketplace rulesets. Examinees
bEY 73 must know how to interpret scan results, triage findings, and configure exclusion or override settings to
reduce noise and focus on high?priority vulnerabilities.

GitHub Advanced Security GHAS Exam 38 & GitHub-Advanced-Security &
B (Q39-Q44):

HM #39
As a developer with write access, you navigate to a code scanning alert in your repository. When will GitHub close this alert?

¢ A. When you use data-flow analysis to find potential security issues in code
¢ B. After you find the code and click the alert within the pull request

e C. After you fix the code by committing within the pull request

e D. After you triage the pull request containing the alert

EfE: C

R -

GitHub automatically closes a code scanning alert when the vulnerable code is fixedin the same branch where the alert was
generated, usually via acommit inside a pull request. Simply clicking or triaging an alert does not resolve it. The alert is re-evaluated
after each push to the branch, and if the issue no longer exists, it is marked as resolved.

HM #40
‘What do you need to do before you can define a custom pattern for a repository?

A. Enable secret scanning on the repository.

B. Add a secret scanning custom pattern.

C. Provide a regular expression for the format of your secret pattern.
D. Provide match requirements for the secret format.Stack Overflow

EfE: A

fi .-

Comprehensive and Detailed Explanation:

Before defining a custom pattern for secret scanning in a repository, you must enable secretscanning for that repository. Secret
scanning must be active to utilize custom patterns, which allow you to define specific formats (using regular expressions) for secrets
unique to your organization.

Once secret scanning is enabled, you can add custom patterns to detect and prevent the exposure of sensitive information tailored to
your needs.

HE#4
‘When configuring code scanning with CodeQL, what are your options for specifying additional queries?
(Each answer presents part of the solution. Choose two.)

A. Queries
B. Packs
C. Scope

D. github/codeql
EfE: A\ B

A -

You can customize CodeQL scanning by including additionalquery packsor by specifying individualqueries:

* Packs: These are reusable collections of CodeQL queries bundled into a single package.

* Queries: You can point to specific files or directories containing .ql queries to include in the analysis.

github/codeq] refers to a pack by name but is not a method or field. Scope is not a valid field used for configuration in this context.



HH #42
Where can you find a deleted line of code that contained a secret value?

A. Dependency graph
B. Commits
C. Issues

D. Insights
Ef#: B

TR

Secrets committed and then deleted are still accessible in therepository's Git history. To locate them, navigate to theCommitstab.
GitHub's secret scanning can detect secrets in both current and historical commits, which is why remediation should also
includerevoking the secret, not just removing it from the latest code.

HM #43
If default code security settings have not been changed at the repository, organization, or enterprise level, which repositories receive

Dependabot alerts?

¢ A Repositories owned by an organization

¢ B. Repositories owned by an enterprise account
e (C.None

¢ D. Private repositories

Ef#: C

L2

Bydefault,no repositoriesreceive Dependabot alerts unless configuration is explicitly enabled. GitHub does notenable Dependabot
alerts automatically for any repositories unless:

* The feature is turned on manually

*It's configured at the organization or enterprise level via security policies This includes public, private, and enterprise-owned
repositories -manual activation is required.

B #44
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