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ISACA Certified Information Systems Auditor Sample Questions (Q867-
Q872):
NEW QUESTION # 867 
Which of the following provides IS audit professionals with the BEST source of direction for performing audit functions?

A. Audit best practices
B. IT steering committee
C. Information security policy
D. Audit charter

Answer: D

Explanation:
Explanation
The audit charter is the document that defines the purpose, authority and responsibility of the IS audit function. It provides IS audit
professionals with the best source of direction for performing audit functions, as it establishes the scope, objectives, reporting lines,
independence, accountability and resources of the IS audit function. The IT steering committee is a governance body that oversees
the strategic alignment, prioritization and direction of IT initiatives, but it does not provide specific guidance for IS audit functions.
The information security policy is a document that defines the rules and principles for protecting information assets in the
organization, but it does not cover all aspects of IS audit functions. Audit best practices are general guidelines and recommendations
for conducting effective and efficient audits, but they are not binding or authoritative sources of direction for IS audit functions.
References: CISA Review Manual (Digital Version) 1, Chapter 1:
Information Systems Auditing Process, Section 1.1: Audit Charter.

NEW QUESTION # 868 
The PRIMARY objective of Secure Sockets Layer (SSL) is to ensure:

A. the sender and receiver can authenticate their respective identities.
B. the alteration of transmitted data can be detected.
C. only the sender and receiver are able to encrypt/decrypt the data.
D. the ability to identify the sender by generating a one-time session key.

Answer: C

Explanation:
Section: Protection of Information Assets
Explanation
Explanation:
SSL generates a session key used to encrypt/decrypt the transmitted data, thus ensuring its confidentiality.
Although SSL allows the exchange of X509 certificates to provide for identification and authentication, this
feature along with choices C and D are not the primary objectives.

NEW QUESTION # 869 
How is risk affected if users have direct access to a database at the system level?

A. Risk of unauthorized and untraceable changes to the database decreases.
B. Risk of unauthorized access decreases, but risk of untraceable changes to the database increases.
C. Risk of unauthorized access increases, but risk of untraceable changes to the database decreases.
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D. Risk of unauthorized and untraceable changes to the database increases.

Answer: D

Explanation:
Section: Protection of Information Assets
Explanation:
If users have direct access to a database at the system level, risk of unauthorized and untraceable
changes to the database increases.

NEW QUESTION # 870 
An organization has recently moved to an agile model for deploying custom code to its in-house accounting software system. When
reviewing the procedures in place for production code deployment, which of the following is the MOST significant security concern
to address?

A. Change control does not include testing and approval from quality assurance (QA).
B. Current DevSecOps processes have not been independently verified.
C. Production code deployment is not automated.
D. Software vulnerability scanning is done on an ad hoc basis.

Answer: A

Explanation:
Explanation
Change control is the process of managing and documenting changes to an information system or its components. Change control
aims to ensure that changes are authorized, tested, approved, implemented, and reviewed in a controlled and consistent manner.
Change control is an essential part of ensuring the security, reliability, and quality of an information system.
One of the key elements of change control is testing and approval from quality assurance (QA). QA is the function that verifies that
the changes meet the requirements and specifications, comply with the standards and policies, and do not introduce any errors or
vulnerabilities. QA testing and approval provide assurance that the changes are fit for purpose, function as expected, and do not
compromise the security or performance of the system.
An organization that has recently moved to an agile model for deploying custom code to its in-house accounting software system
should still follow change control procedures, including QA testing and approval.
Agile development methods emphasize flexibility, speed, and collaboration, but they do not eliminate the need for quality and security
checks. In fact, agile methods can facilitate change control by enabling frequent and iterative testing and feedback throughout the
development cycle.
However, if change control does not include testing and approval from QA, this poses a significant security concern for the
organization. Without QA testing and approval, the changes may not be properly validated, verified, or evaluated before being
deployed to production. This could result in introducing bugs, defects, or vulnerabilities that could affect the functionality, availability,
integrity, or confidentiality of the accounting software system. For example, a change could cause data corruption, performance
degradation, unauthorized access, or data leakage. These risks could have serious consequences for the organization's financial
operations, compliance obligations, reputation, or legal liabilities.
Therefore, change control that does not include testing and approval from QA is the most significant security concern to address
when reviewing the procedures in place for production code deployment in an agile model.
References:
Change Control - ISACA
Quality Assurance - ISACA
Agile Development - ISACA
10 Agile Software Development Security Concerns You Need to Know

NEW QUESTION # 871 
The MOST significant security concern when using flash memory (e.g., USB removable disk) is that the:

A. contents are highly volatile.
B. data can be copied.
C. data cannot be backed up.
D. device may not be compatible with other peripherals.

Answer: B



Explanation:
Explanation/Reference:
Explanation:
Unless properly controlled, flash memory provides an avenue for anyone to copy any content with ease.
The contents stored in flash memory are not volatile. Backing up flash memory data is not a control concern, as the data are
sometimes stored as a backup. Flash memory will be accessed through a PC rather than any other peripheral; therefore,
compatibility is not an issue.

NEW QUESTION # 872
......

Research indicates that the success of our highly-praised CISA test questions owes to our endless efforts for the easily operated
practice system. Most feedback received from our candidates tell the truth that our CISA guide torrent implement good practices,
systems.We educate our candidates with less complicated Q&A but more essential information. And our CISA Exam Dumps also
add vivid examples and accurate charts to stimulate those exceptional cases you may be confronted with. You can rely on our CISA
test questions, and we'll do the utmost to help you succeed.
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