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B #73
‘Which Phantom VPE Nock S used to add mformation to custom lists?

A. API blocks

B. Action blocks
C. Decision blocks
D. Filter blocks

Ef#: A

fEE .

Filter blocks are used to add information to custom lists in Phantom VPE. Filter blocks allow the user to specify a list name and a
filter expression to select the data to be added to the list. Action blocks are used to execute app actions, API blocks are used to
make REST API calls, and decision blocks are used to evaluate conditions and branch the playbook execution. In the Phantom
Visual Playbook Editor (VPE), an API block is used to interact with various external APIs, including custom lists within Phantom.
Custom lists are key-value stores that can be used to maintain state, aggregate data, or track information across multiple playbook
runs. API blocks allow the playbook to make GET, POST, PUT, and DELETE requests to these lists, facilitating the addition,
retrieval, update, or removal of information. This makes API blocks a versatile tool in managing custom list data within playbooks.

H #74
Which of the following can be configured in the ROI Settings?

A. Annual analyst salary.

B. Number of full time employees (FTEs).
C. Analyst hours per month.

D. Tie lost.

Ef: A

fEE L

In the ROI (Return on Investment) Settings within Splunk SOAR, one of the configurable parameters is the annual analyst salary.
This setting is used to help quantify the cost savings and efficiency gains achieved through the use of SOAR in an organization's
security operations. By factoring in the cost of analyst labor, organizations can better assess the financial impact of automating and
streamlining security processes with SOAR, contributing to a comprehensive understanding of the solution's value.

B #75
In this image, which container fields are searched for the text "Malware'?

o A. Event Name or ID.



e B. Event Name, Notes, Comments.
o C. Event Name and Artifact Names.

IEf: C

R -

The image shows a user interface of "splunk>phantom" with a search bar at the top, where a search for

"Malware" has been initiated. The tabs labeled "Events," "Indicators," "Cases," and "Tasks" suggest that the search functionality
could span across various container fields within the Splunk SOAR environment.

Typically, the search would include fields that are most relevant to the user's query, which in this case, are likely to be the Event
Name and Artifact Names. These fields are central to identifying and categorizing events and artifacts within Splunk SOAR, making
them primary targets for a search term like "Malware" which is commonly associated with security events and indicators17.
References:

Understanding containers - Splunk Documentation

B #76
‘Which Phantom API command is used to create a custom list?

A. phantom.create_list()
B. phantom.include _list()
C. phantomadd Iist()
D. phantomnew _list()

Ef: A

A -

Explanation

The Phantom API command to create a custom list is phantom.create _list(). This command takes a list name and an optional
description as parameters and returns a list ID if successful. The other commands are not valid Phantom API commands.
phantom.add _list() is a Python fimction that can be used in custom code blocks to add data to an existing list. Reference, page 5.

B #77
Which is the primary system requirement that should be increased with heavy usage of the file vault?

¢ A. Bandwidth of network.
¢ B. Amount of memory.
e C. Number of processors.
e D. Amount of storage.

EfE: D

R :

The primary system requirement that should be increased with heavy usage of the file vault is the amount of storage. The file vault is a
secure repository for storing files on Phantom. The more files are stored, the more storage space is needed. The other options are
not directly related to the file vault usage.

Heavy usage of the file vault in Sphnk SOAR necessitates an increase in the amount of storage available. The file vault is used to
securely store files associated with cases, such as malware samples, logs, and other artifacts relevant to an investigation. As the
volume of files and the size of stored data grow, ensuring sufficient storage capacity becomes critical to maintain performance and
ensure that all necessary data is retained for analysis and evidence.
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