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(Q10-Q15):
NEW QUESTION # 10 
You have been tasked with deploying an active-active FortiGate high-availability cluster in Google Cloud.
How can you ensure that traffic will flow symmetrically?

A. Deploy internal passthrough network load balancers on both sides of the cluster they support symmetric hashing.
B. There is no need to ensure traffic symmetry because FortiGate can effectively inspect asymmetric traffic.
C. Enable the layer 3 unified threat management scanning feature on FortiGate.
D. Google Cloud performs NAT on incoming traffic for external passthrough network load balancers. No action is needed.

Answer: A

NEW QUESTION # 11 
A cloud administrator is tasked with protecting web applications hosted in Google Cloud.
Which three cloud offerings can the administrator use to accomplish the task? (Choose three.)

A. Google Cloud Run
B. Google Cloud IAM
C. FortiWeb Cloud
D. FortiWeb VM
E. Google Cloud Armor

Answer: C,D,E

Explanation:
FortiWeb VM is a web application firewall (WAF) deployed on Google Cloud to protect web apps.
Google Cloud Armor provides DDoS and application-level protection.
FortiWeb Cloud offers cloud-native WAF services to protect applications hosted in Google Cloud.

NEW QUESTION # 12 
Your organization has decided to deploy a Fortinet web application firewall (WAF) in Google Cloud.
Why would the organization choose FotiWeb Cloud over FortiWeb VM?

A. Because the organization requires a WAF with highly customizable WAF rules and settings
B. Because the organization requires advanced bot detection and mitigation
C. Because the organization requires a WAF with SSL offloading and load balancing
D. Because the organization requires a fully managed WAF solution

Answer: D

Explanation:
FortiWeb Cloud is a fully managed web application firewall service, ideal for organizations seeking a cloud- native, hands-off WAF
deployment without the need to manage virtual appliances.

NEW QUESTION # 13 
You need to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

A. Configure Google Cloud IAM to limit Windows administrator access.
B. Change the proxy load balancer to an application load balancer.
C. Implement a web application firewall.
D. Assign firewall rules to the compute engine instance.

Answer: A,D

Explanation:
Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.



Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

NEW QUESTION # 14 
Refer to the exhibit.

Which two statements about FortiWeb instances deployed in Google Cloud are true?

A. You can deploy FortiWeb using pay-as-you-go or bring-your-own-license.
B. You can configure the FortiWeb instance with only one network interface.
C. By default, you can access FortiWeb using HTTPS on port 443.
D. You can change the operation mode of FortiWeb.

Answer: A,D

Explanation:
FortiWeb's operation mode can be changed, such as between reverse proxy and transparent modes, to suit different deployment
scenarios.
FortiWeb in Google Cloud supports flexible licensing models, including pay-as-you-go and bring-your-own- license (BYOL).
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