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o Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses

on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systers (IPS) to monitor and
mitigate threats within enterprise networks.

fEY 72

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate communication between different networks, ensuring efficient traffic flow
across enterprise environments.

feEY 73

Central Management: This section of the exam measures the skills of Security Admmistrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
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¢ System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
ey 74 Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

¢ VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to

FEwY 25 configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the

inplementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.
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B #57

Examine these partial outputs from two routing debug commands:

# get router info routing-table database

S 0.0.0.0/0 [20/0] via 100.64.2.254, port2, [10/0]

S *>0.0.0.0/0 [10/0] via 100.64.1.254, port]

# get router info routing-table all

S*0.0.0.0/0 [10/0] via 100.64.1.254, portl

Why is the default route that uses port2 not in the output of the second command?

e A It has a higher distance than the default route using port1.

¢ B. Itis disabled in the FortiGate configuration.

e (. It has a higher priority than the default route using portl.

e D. There can be only one default route present in an active routing table.

IEf#: A

H #58
An administrator has enabled HA session synchronization in a HA cluster with two members.
Which flag is added to a primary unit's session to indicate that it has been synchronized to the secondary unit?

e A synced
e B. redrr.
e C. dity.
e D. nds.

EfE: A
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‘What action can be taken on a FortiGate to block traffic using IPS protocol decoders, focusing on network transmission patterns
and application signatures?

e A Use the DNS filter to block application signatures and protocol decoders.
¢ B. Use application control to limit non-URL-based software handling,

e C. Configure a web filter profile in flow mode.

¢ D. Enable application detection-based SD-WAN rules.

IEf#: B

A -

FortiGate'sIPS protocol decodersanalyzenetwork transmission patternsandapplication signaturesto identify and block malicious
traffic. Application Controlis the feature that allows FortiGate todetect, classify, and block applicationsbased on their behavior and
signatures, even when they do not rely on traditional URLs.

#Application Controlworks alongsideIPS protocol decodersto inspect packet payloads and enforce security policies based on
recognized application behaviors.

# It enablesgranular control over non-URL-~based applicationssuch asP2P traffic, VoIP, messaging apps, and other non-web-based
protocolsthat IPS can identify through protocol decoders.

#IPS and Application Control together can detect evasive or encrypted applications that might bypass traditional firewall rules.

H #60

Refer to the exhibit, which contains a partial VPN configuration.
FRTINIET

config vpn i1psec phasel-interface

edit tunnel

set type dynamic
set nterface "po
ser ike-versicn 2
set keylife 28800
sSeT peertyre any

5t net-devigd @ls8ble

set psi
next

end

‘What can you conclude from this VPN IPsec phase 1 configuration?

¢ A This configuration is the best for networks with regular traffic intervals, providing a balance between connectivity assurance
and resource utilization.

¢ B. Peer IDs are unencrypted and exposed, creating a security risk.

e C. A separate interface is created for each dial-up tunnel, which can be slower and more resource intensive, especially in
large networks.

¢ D. FortiGate will not add a route to its routing or forwarding information base when the dynamic tunnel is negotiated.

EfE: A

R -

ThisIPsec Phase 1 configurationdefines adynamicVPN tunnel that can accept connections from multiple peers. The settings chosen
here suggest a configuration optimized fornetworks with intermittent traffic patternswhile ensuring resources are used efficiently.

Key configurations and their impact:

#set type dynamic# This allows multiple peers to establish connections dynamically without needing predefined IP addresses.

#set ike-version 2# UsesIKEv2, which is more efficient and supports features like EAP authentication and reduced rekeying
overhead.

#set dpd on-idle# Dead Peer Detection (DPD) is triggeredonly when the tunnel is idle, reducing unnecessary keep-alive packets and
improving resource utilization.

#set add-route enable# FortiGate automatically adds the route to the routing table when the tunnel is established, ensuring



connectivity when needed.

#set proposal aes128-sha256 aes256-sha256# Uses strong encryption and hashing algorithis, ensuring a secure connection.

#set keylife 28800# Sets alonger key lifetime(8 hours), reducing the frequency of rekeying, which is beneficial for stable connections.
BecauseDPD is set to on-idle, the tunnel will not constantly send keep-alive messages but will still ensure connectivity when traffic is
detected. This makes the configuration ideal fornetworks with regular but non- continuous traffic, balancing security and resource
efficiency.

HM #o1
A FomGate dewce has the following LDAP configuration:

de=training, dc=lab”

- B wt ook e A AT A
, =training, dec=lab

o F:==RTINET

The administrator executed the 'dsquery’ command in the Windows LDAp server 10.0.1.10, and got the following output:
>dsquery user -samid administrator

"CN-Administrator, CN-Users, DC=trainingAD, DC-training, DC-lab"

Based on the output, what FortiGate LDAP setting is configured incorrectly?

A. password.
B. usernane.
C.dn

D. cnid.

IEf#: B
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