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IT-Industrie entwickelt sich sehr schnell und die Angestellten in dieser Branche werden mehr gefordert. Wenn Sie nicht ausscheiden
mochten, ist das Bestehen der ECCouncil 312-50v13 Priifing notwendig. Vielleicht haben Sie Angst davor, dass Sie die in der
ECCouncil 312-50v13 durchfallen, auch wenn Sie viel Zeit und Geld aufiwvenden. Dann lassen wir It-Pruefing Thnen helfen! Zahllose
Benutzer der ECCouncil 312-50v13 Priifingssoftware geben wir die Konfidenz, Thnen zu garantieren, dass mit Hilfe unserer
Produkte werden Thr Bestehen der ECCouncil 312-50v13 gesichert sein!

ECCouncil Certified Ethical Hacker Exam (CEHv13) 312-50v13
Priifungsfragen mit Losungen (Q760-Q765):

760. Frage
Why are containers less secure than virtual machines?

e A. Host OS on containers has a larger surface attack.
e B. Containers may fulfill disk space of the host.
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¢ C. A compromised container may cause a CPU starvation of the host.
¢ D. Containers are attached to the same virtual network.

Antwort: A

Begrindung;

Comprehensive and Detailed Explanation:

Containers share the same host operating system kernel, unlike VMs which run isolated kernels. This shared kernel increases the
attack surface - a compromise in one container can potentially affect the entire host if kernel-level access is obtained.

From CEH v13 Courseware:

Module 14: Hacking Web Applications # Container Security

"Containers are less secure because they share the host kernel. Attackers compromising the container can exploit vulnerabilities in
the shared OS." Reference: OWASP Container Security Guide

761. Frage
Which of'the following is a component of a risk assessment?

A. Administrative safeguards
B. DMZ

C. Physical security
D. Logical interface

Antwort: A

762. Frage
How is the public key distributed in an orderly, controlled fashion so that the users can be sure of the sender’s identity?

A. Hash value
B. Private key
C. Digital certificate

D. Digital signature

Antwort: C

Begrindung;

A digital certificate, issued by a trusted Certificate Authority (CA), binds a public key to the identity of an entity (e.g., user,
organization). This provides a means to validate ownership of the public key.

CEH v13 Reference:

Module 17: Cryptography

"A digital certificate ensures the authenticity of the public key through a trusted third party known as a Certificate Authority."
R

763. Frage

Dayn, an attacker, wanted to detect if any honeypots are nstalled in a target network. For this purpose, he used a time-based TCP
fingerprinting method to validate the response to a normal computer and the response of a honeypot to a manual SYN request.
Which of the following techniques is employed by Dayn to detect honeypots?

A. Detecting the presence of Snort_inline honeypots
B. Detecting honeypots running on VMware

C. Detecting the presence of Honeyd honeypots

D. Detecting the presence of Sebek-based honeypots

Antwort: A

764. Frage



What does the following command in netcat do?
nc -1-u-p 55555 < /etc/passwd

A. Grabs the /etc/passwd file when connected to UDP port 55555

B. Logs the incoming connections to /etc/passwd file

C. Deletes the /etc/passwd file when connected to the UDP port 55555
D. Loads the /etc/passwd file to the UDP port 55555

Antwort: D

Begrindung;

Command Breakdown:

nc: Netcat utility

-1 Listen mode

-u: Use UDP protocol

-p 55555: Listen on port 55555

< /etc/passwd: Redirects the contents of /etc/passwd into the socket

This means that when a connection is made to UDP port 55555, the contents of /etc/passwd will be sent to the connecting host.
From CEH v13 Courseware:

Module 8: Sniffing & Network Communication Tools

CEH v13 Study Guide states:

"Netcat can be used to serve files, open shells, or transfer data. Using input redirection, it can stream file contents to anyone who
comnects." Incorrect Options:

A: Does not log; it outputs /etc/passwd

C: The oppostte; it serves the file, doesn't grab it

D: Netcat does not delete files with this syntax

Reference:CEH v13 Study Guide - Module 8: Netcat Commands and Use CasesNetcat Manual - Transfer and Streaming Modes
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