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R #29
‘What aspect of privacy does ISO 27563 emphasize in Al data processing?

A. Maximizing data collection for better Al performance.
B. Sharing data freely among Al systems.

C. Storing all data indefinitely for auditing.

D. Consent management and data minimization principles.

IEf#: D

fiE L

ISO 27563 stresses consent management, ensuring informed user agreement, and data minimization, collecting only necessary data
to reduce privacy risks in Al processing, These principles prevent overreach and support ethical data handling. Exact extract: "ISO
27563 emphasizes consent management and data minimization in Al data processing for privacy." (Reference: Cyber Security for Al
by SISA Study Guide, Section on Privacy Principles in ISO 27563, Page 275-278).

B #30

‘Which of'the following is a method in which simulation of various attack scenarios are applied to analyze the model's behavior under
those conditions.

¢ A input sanitation

¢ B. Adversarial testing

o (. Adversarial testing involves systematically simulating attack vectors, such as input perturbations or evasion techniques, to
evaluate an Al model's robustness and identify vulnerabilities before deployment. This proactive method replicates real-world
threats, like adversarial examples that fool classifiers or prompt manipulations in LLMs, allowing developers to observe
behavioral anomalies, measure resilience, and implement defenses like adversarial training or input validation. Unlike passive
methods like input sanitation, which cleans data reactively, adversarial testing is dynamic and comprehensive, covering
scenarios from data poisoning to model inversion. In practice, tools like CleverHans or ART libraries facilitate these
simulations, providing metrics on attack success rates and model degradation. This is crucial for securing Al models, as it
uncovers hidden weaknesses that could lead to exploits, ensuring compliance with security standards. By iterating through
attack-defense cycles, it enhances overall data and model integrity, reducing risks in high-stakes environments like
autonomous systens or financial Al. Exact extract: "Adversarial testing is a method where simulation of various attack
scenarios is applied to analyze the model's behavior, helping to fortify Al against potential threats." (Reference: Cyber Security
for Al by SISA Study Guide, Section on Al Model Security Testing, Page 140-143).

¢ D. Prompt injections

¢ E. Model firewall
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IEf: C

HA #31
In the context of LLM plugin compromise, as demonstrated by the ChatGPT Plugin Privacy Leak case study, what is a key practice
to secure API access and prevent unauthorized information leaks?

A. Restricting API access to a predefined list of IP addresses

B. Allowing open API access to facilitate ease of integration

C. Inplementing stringent authentication and authorization mechanisns, along with regular security audits
D. Increasing the frequency of API endpoint updates.

Ef#: C

R -

The ChatGPT Plugin Privacy Leak highlighted vulnerabilities in plugin ecosystems, where weak API security led to data exposure.
Implementing robust authentication (e.g., OAuth) and authorization (e.g., RBAC), coupled with regular audits, ensures only verified
entities access APIs, preventing leaks. TP whitelisting is less comprehensive, and open access heightens risks. Audits detect
misconfigurations, aligning with secure Al practices. Exact extract: "Stringent authentication, authorization, and regular audits are key
to securing API access and preventing leaks in LLM plugins." (Reference: Cyber Security for Al by SISA Study Guide, Section on
Plugin Security Case Studies, Page 170-173).

HR #32
In a scenario where Open-Source LLMs are being used to create a virtual assistant, what would be the most effective way to ensure
the assistant is continuously improving its interactions without constant retraining?

A. Shifting the assistant to a completely rule-based system to avoid reliance on user feedback.

B. Implementing reinforcement learning from human feedback (RLHF) to refine responses based on user input.
C. Reducing the amount of feedback integrated to speed up deployment.

D. Tramning a larger proprietary model to replace the open-source LLM

IEf#: B

fi .-

For continuous improvement in open-source LLM-based virtual assistants, RLHF integrates human evaluations to align model
outputs with preferences, iteratively refining behavior without full retraining, This method uses reward models trained on feedback to
guide policy optimization, enhancing interaction quality over time. It addresses limitations like mitial biases or suboptimal responses
by leveraging real-world user inputs, making the system adaptive and efficient. Unlike full retraining, RLHF is parameter-efficient and
scalable, ideal for production environments. Security benefits include monitoring feedback for adversarial attempts. Exact extract:
"Implementing RLHF allows continuous refinement of the assistant's interactions based on user feedback, avoiding the need for
constant full retraining while improving performance." (Reference: Cyber Security for Al by SISA Study Guide, Section on Al
Improvement Techniques in SDLC, Page 85-88).

H #33
Fine-tuning an LLM on a single task involves adjusting model parameters to specialize in a particular domain.
What is the primary challenge associated with fine tuning for a single task compared to multi task fine tuning?

A. Single-task fine-tuning requires significantly more data to achieve comparable performance to multi- task fine tuning,
B. Single-task fine-tuning tends to degrade the model's performance on the original tasks it was trained on.

C. Single-task fine-tuning is less effective in generalizing to new, unseen tasks compared to nuilti-task fine- tuning,

D. Single-task fine-tuning introduces more complexity in managing different versions of the model compared to multi-task

fine-tuning.
EfE: C
A -
Single-task fine-tuning specializes the LLM but risks overfitting, limiting generalization to novel tasks unlike multi-task approaches

that promote transfer learning across domains. This challenge requires careful regularization in SDLC to balance specificity and
versatility, often needing more resources for version management. Exact extract: "Single-task fine-tuning is less effective in



generalizing to new tasks compared to multi-task fine-tuning." (Reference: Cyber Security for Al by SISA Study Guide, Section on
Fine-Tuning Challenges, Page 115-118).

B #34
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