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Cisco Performing CyberOps Using Cisco Security Technologies Sample
Questions (Q106-Q111):

NEW QUESTION # 106

A SOC engineer discovers that the organization had three DDOS attacks overnight. Four servers are reported offline, even though
the hardware seens to be working as expected. One of the offline servers is affecting the pay system reporting times. Three
employees, including executive management, have reported ransomware on their laptops. Which steps help the engineer understand
a comprehensive overview of the incident?

¢ A Runand evaluate a full packet capture on the workloads, review SIEM logs, and define a root cause.

¢ B. Check SOAR to know what the security systemns are reporting about the overnight events, review the threat vectors, and
define a root cause.

e C. Check SOAR to learn what the security systens are reporting about the overnight events, research the attacks, and plan
mitigation step.

¢ D. Runand evaluate a full packet capture on the workloads, review SIEM logs, and plan mitigation steps.

Answer: A
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Explanation:

To gain a comprehensive overview of the incident involving DDOS attacks and ransomware, the SOC engineer should run and
evaluate a full packet capture on the workloads, review Security Information and Event Management (SIEM) logs, and define a root
cause. This will help in understanding the nature of the attacks, the extent of the damage, and the vulnerabilities that were exploited

NEW QUESTION # 107
A malware outbreak is detected by the STEM and is confirmed as a true positive. The incident response team follows the playbook
to mitigate the threat. What is the first action for the incident response team?

A. Patch detected vulnerabilities from critical hosts

B. Assess the network for unexpected behavior

C. Isolate critical hosts from the network

D. Perform analysis based on the established risk factors

Answer: C

Explanation:

The first action for an incident response team following the detection of a malware outbreak is to isolate critical hosts from the
network. This containment strategy is crucial to prevent the spread of the malware to other parts of the network and to minimize the
impact while the team works on eradicating the threat and recovering from the incident4.

NEW QUESTION # 108
An engineer wants to review the packet overviews of SNORT alerts. When printing the SNORT alerts, all the packet headers are
included, and the file is too large to utilize. Which action is needed to correct this problem?

A. Modify the alert rule to "output alert_syslog: output log"

B. Modify the output module rule to "output alert_quick: output filename"
C. Modify the alert rule to "output alert_syslog: output header"

D. Modify the output module rule to "output alert_fast: output filename"

Answer: A

Explanation:

Explanation

Explanation/Reference: https://snort-org-site.s3.amazonaws.conmyproduction/document _files/files/000/000/249/orignal/
snort_manual pdf?X- Anz- Algorithm=AWS4-HMAC-SHA256&X- Anz-CredentiaFAKIAIXACIED2SPMSC7GA%
2F20201231%2Fus-east-1%2Fs3%2Faws4_request&X- Anz-Date=20201231T141156Z&X- Az Expires=172800&X- Anz-
SignedHeaders=host&X- Amz- Signature=e122ab6eb1659¢13b3bc6bb2451ce693¢0298b76¢1962¢3743924bc51d83d382

NEW QUESTION # 109
Refer to the exhibit.

IDS is producing an increased amount of false positive events about brute force attempts on the organization's mail server. How
should the Snort rule be modified to improve performance?

A. Block list of internal IPs from the rule

B. Change the rule content match to case sensitive
C. Tune the count and seconds threshold of the rule
D. Set the rule to track the source IP

Answer: C

Explanation:

To reduce the number of false positive events about brute force attempts on the organization's mail server, the Snort rule should be
modified to tune the count and seconds threshold. This adjustment will help in defining what constitutes normal versus suspicious
activity patterns more accurately. By setting a higher count or longer time threshold, the rule will be less likely to trigger on normal
login attempts, thus reducing false positives.

References:

* Snort User Manual: Provides guidance on configuring and tuning Snort rules.



* Best Practices for IDS Configuration: Offers strategies for reducing false positives in intrusion detection systerns.

NEW QUESTION # 110
Refer to the exhibit.

At which stage of the threat kill chain is an attacker, based on these URIs of inbound web requests from known malicious Internet
scanners?

A. reconnaissance

B. actions on objectives
C. exploitation

D. delivery

Answer: D

NEW QUESTION # 111
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