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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q209-Q214):
NEW QUESTION # 209 
A firewall engineer is investigating high dataplane CPU utilization. To decrease the load on this CPU, what should be reduced?

A. The number of mapped User-ID groups
B. The timeout value for admin sessions
C. The number of permitted IP addresses on the management interface
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D. The amount of decrypted traffic

Answer: D

Explanation:
High dataplane CPU utilization is often related to the processing power required for handling decryption tasks. Decrypting traffic
(e.g., SSL or TLS traffic) consumes significant CPU resources because the firewall needs to inspect and decrypt encrypted traffic to
apply security policies.
Reducing the amount of decrypted traffic can help lower the load on the dataplane CPU.

NEW QUESTION # 210 
Which three settings are defined within the Templates object of Panorama? (Choose three.)

A. Security
B. Interfaces
C. Application Override
D. Virtual Routers
E. Setup

Answer: B,D,E

Explanation:
Template: network and device. Device Groups = Object and Policies

NEW QUESTION # 211 
An administrator accidentally closed the commit window/screen before the commit was finished. Which two options could the
administrator use to verify the progress or success of that commit task? (Choose two.)



A. Exhibit C
B. Exhibit B
C. Exhibit A
D. Exhibit D

Answer: C,D

Explanation:
Explanation
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/web-interface-basics/commit-changes.h

NEW QUESTION # 212 
An administrator needs to assign a specific DNS server to an existing template variable. Where would the administrator go to edit a
template variable at the device level?



A. Variable CSV export under "Panorama > Templates"
B. PDF Export under "Panorama > Templates"
C. Manage variables under "Panorama > Templates"
D. "Managed Devices > Device Association"

Answer: C

NEW QUESTION # 213 
Support for which authentication method was added in PAN-OS 7.0?

A. RADIUS
B. Diameter
C. TACACS+
D. LDAP

Answer: C

Explanation:
Devices now support Terminal Access Controller Access-Control System Plus ( TACACS+) protocol for authenticating
administrative users. TACACS+ provides greater security than RADIUS insofar as it encrypts usernames and passwords (instead of
just passwords), and is also more reliable (it uses TCP instead of UDP).
https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os-release-notes/pan-os-7-0- release-information/authentication-
features#91847

NEW QUESTION # 214
......
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