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NEW QUESTION # 17
How does Network Detection and Response (NDR) enhance security in VMware environments?
Response:

A. By providing file backup services

B. By handling VSAN capacity alerts

C. By automatically resetting VM passwords

D. By correlating traffic data with threat intelligence to detect and respond to threats

Answer: D

NEW QUESTION # 18

‘Which two responsibilities fall under the scope of day-to-day security operations in a vDefend-enabled environment?
(Choose two)

Response:

A. Configuring PCI passthrough for GPU-intensive VMs
B. Monitoring rule hit counts and traffic anomalies

C. Assigning host-based licensing to ESXi nodes

D. Performing packet capture at the storage layer

E. Performing packet capture at the storage layer

Answer: B,E

NEW QUESTION # 19

Which three types of malware can be detected and blocked by NSX Malware Prevention?
(Choose three)

Response:

A. Botnet droppers

B. Keyloggers

C. DNS cache corruption

D. Ransomware

E. Data deduplication anomalies

Answer: A,B,D

NEW QUESTION # 20

Which two methods can be used to monitor the hit count for vDefend firewall rules?
(Choose two)

Response:

A. vCenter High Availability panel
B. NSX Manager Ul

C. vSphere Client Network tab
D. Log Insight dashboards

E. NSX API

Answer: B,E

NEW QUESTION # 21
Which interface is primarily used to create and manage firewall rules in VMware vDefend?
Response:

e A vSAN Health Service
e B. ESXi Host Client



e C. vSphere Web Client
¢ D. NSX Manager Policy UL

Answer: D

NEW QUESTION # 22
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