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Die Fragenkataloge zur die Amazon SOA-CO02 Zertifizierungspriifng von Zertpruefung kénnen den Kandidaten helfen, viel Zeit und
Energie zu sparen. Auf diese Weise konnen Sie beim Bestehen der Amazon SOA-C02 Zertifizierungspriifung bessere Resulate mit
wenigerem Einsatz erzielen. Nachdem Sie unsere Priifingsfragen und Antworten gekauft haben, werden wir Ihnen einjahriger
Aktualisierung umsonst anbieten. Wir versprechen Thnen, dass wir Thnen eine volle Riickerstattung bedingungslos geben werden,
entweder die gekauften Priifingsmaterialien Qualitéitsproblem haben, oder Sie die Amazon SOA-C02 Zertifizierungspriifing nicht
bestehen.

Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) SOA-
CO02 Priifungsfragen mit Losungen (Q328-Q333):

328. Frage

A SysOps administrator has successfully deployed a VPC with an AWS Cloud Formation template The SysOps administrator
warts to deploy me same template across mutltiple accounts that are managed through AWS Organizations.

Which solution will meet this requirement with the LEAST operational overhead?

e A Assune the OrganizationAccountAcccssKole IAM role from the management account. Deploy the template in each of the
accounts

¢ B. Create an AWS Lambda finction to query fc a list of accounts Deploy the template by using the AWS Cloudformation
CreateStack API call

e (. Create an AWS Lambda function to assume a role in each account Deploy the template by using the AWS
CloudFormation CreateStack API call

e D. Use AWS CloudFormation StackSets firom the management account to deploy the template in each of the accounts

Antwort: D

Begriindung;

AWS CloudFormation StackSets extends the capability of stacks by enabling you to create, update, or delete stacks across muitiple
accounts and AWS Regions Ifa Lambda function is not being invoked by an Amazon EventBridge (formerly CloudWatch Events)
rule, the likely issue is a missing permission. The Lambda finction needs permission to be invoked by the EventBridge rule.

Steps:

* Add Permission to Lambda Function:

* Open the AWS Lambda console.

* Select your Lambda function.

* Choose "Configuration" and then "Permissions".

* Under the "Resource-based policy" section, add a policy that grants EventBridge permission to invoke your function.

* Example policy:

json

Copy code

{

"Version™: '"2012-10-17",

"Staterment; [

{

"Effect™: "Allow",

"Principal”: {

"on

"Service": "events.amazonaws.com'
}s
"Action "lambda:InvokeFunction”,

"Resource™: "ar:aws:lambda:REGION:ACCOUNT _ID:finctionFUNCTION NAME",
"Condition": {

"ArmLike": {

"AWS:SourceAm"; "arm:aws:events:REGION:ACCOUNT _IDxule/RULE NAME"

}

}

}
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]

}
* Verify the EventBridge Rule:

* Open the Amazon EventBridge console.

* Select the rule that targets your Lambda function.

* Ensure that the rule is correctly configured to match events and the target is your Lambda function.
References:

* AWS Lambda Permissions Model

* Amazon EventBridge Rules

329. Frage

A company hosts a website on multiple Amazon EC2 instances that run in an Auto Scaling group.
Users are reporting slow responses during peak times between 6 PM and 11 PM very weekend.

A SysOps administrator must implement a solution to improve performance during these peak times.
What is the MOST operationally efficient solution that meets these requirements?

A. Configure the cooldown period for the Auto Scaling group to modify desired capacity before and after peak times.

B. Create a target tracking scaling po icy to add more instances when memory utilization is above 70%.

C. Configure a scheduled scaling action with a recurrence option to change the desired capacity before and after peak times.
D. Create a scheduled Amazon EventBridge (Amazon CloudWatch Events) rule to invoke an AWS Lambda function to
increase the desired capacity before peak times.

Antwort: C

Begrindung;

Scheduled scaling helps you to set up your own scaling schedule according to predictable load changes. For example, let's say that
every week the traffic to your web application starts to increase on Wednesday, remains high on Thursday, and starts to decrease
on Friday. You can configure a schedule for Amazon EC2 Auto Scaling to increase capacity on Wednesday and decrease capacity
on Friday.

https’/docs.aws.amazon.com/autoscaling/ec?/userguide/schedule _time.html

330. Frage
A company must ensure that any objects uploaded to an S3 bucket are encrypted.
Which of'the following actions will meet this requirement? (Choose two.)

A. Inplement AWS Shield to protect against unencrypted objects stored in S3 buckets.

B. Implement Object access control list (ACL) to deny unencrypted objects from being uploaded to the S3 bucket.

C. Implement Amazon Inspector to inspect objects uploaded to the S3 bucket to make sure that they are encrypted.

D. Implement S3 bucket policies to deny unencrypted objects from being uploaded to the buckets.

E. Implement Amazon S3 default encryption to make sure that any object being uploaded is encrypted before it is stored.

Antwort: D,E

Begriindung;

https/docs.aws.amazon.cony AmazonS3/latest/userguide/default-bucket-encryption.html You can set the default encryption
behavior on an Amazon S3 bucket so that all objects are encrypted when they are stored in the bucket. The objects are encrypted
using server-side encryption with either Amazon S3-managed keys (SSE-S3) or AWS Key Management Service (AWS KMS)
customer master keys (CMKs).
https://aws.amazon.com/blogs/security/how-to-prevent-uploads-of-unencrypted-objects-to-amazon-s3/ How to Prevent Uploads of
Unencrypted Objects to Amazon S3# By using an S3 bucket policy, you can enforce the encryption requirement when users upload
objects, instead of assigning a restrictive IAM policy to all users.

331. Frage
A company is uploading important files as objects to Amazon S3 The company needs to be informed if an object is corrupted during
the upload What should a SysOps administrator do to meet this requirement?

e A Pass the Content-Disposition value as a request body during the object upload.



¢ B. Pass x-anz-server-side-encryption-customer-algorithm as a request body during the object upload.
¢ (. Pass x-anz-objecWock-mode as a request header during the object upload
e D. Pass the Content-MDS5 value as a request header during the object upload.

Antwort: D

Begriindung;

Content-MDS5 Header:

The Content-MD5 header provides an MD5 checksum of the object being uploaded. Amazon S3 uses this checksum to verify the
integrity of the object.

Steps:

‘When uploading an object to S3, calculate the MD5 checksum of the object.

Include the Content-MDS5 header with the base64-encoded MD5 checksum value in the upload request.

This ensures that S3 can detect if the object is corrupted during the upload process.

332. Frage
A company has many accounts in an organization in AWS Organizations The company must automate resource provisioning from

the organization's management account to the member accounts.
‘Which solution will meet this requirement?

A. Create an AWS Serverless Application Model (AWS SAM) template. Deploy the template to all member accounts.
B. Create an AWS CtoudFormation stack set Deploy the stack set to all member accounts.

C. Create an AWS CkHJdFormation change set Deploy the change set to all member accounts

D. Create an AWS CtoudFormation nested stack Deploy the nested stack to all member accounts.

Antwort: B

Begrindung;

Using CloudFormation Stack Sets:

* CloudFormation stack sets allow you to deploy CloudFormation stacks across multiple AWS accounts and regions.
* Steps:

* Go to the AWS Management Console.

* Navigate to CloudFormation and select "StackSets."

* Click on "Create StackSet."

* Provide the template URL or upload a template file.

* Configure the stack set options and specify the accounts and regions.
* Deploy the stack set to the specified accounts and regions.

1: AWS CloudFormation StackSets

333. Frage
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