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o Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systens, networks, and data from unauthorized access, theft, damage, or disruption to ensure the

FEY Z 1
7 integrity and availability of digital information.
e Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
. mnvolves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
FEY 72 . ; . .
higher efficiency and effectiveness over time.
¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
hEY 73 strategies to reduce or control the impact of potential uncertainties on organizational goals.

¢ Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
ey 7 4 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
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¢ Self Confidence: Self-confidence is the belief in one’s abilities, competence, and value, reflecting a sense of|
bEY 7S assurance and inner strength.

e Data Security: Data security refers to protecting digital information—such as that stored in databases or
FEY 2 6 networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

ntegrity.

¢ Framework Design: Framework design is the process of developing a reusable structural foundation that
bEY 77 supports and guides the creation and organization of software systerrs.
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B #46
Which item is required to be defined when planning the organization's risk assessment process?

A. There are NO specific information requirements

B. The criteria for acceptable levels of risk

C. How the effectiveness of the method will be measured

D. The parts of the ISMS scope which are excluded fiom the risk assessment

IEf#: B

fiR .-

Clause 6.1.2 (Information security risk assessment) requires organizations to "define and apply an information security risk
assessment process that... establishes and maintains information security risk criteria, including criteria for accepting risk." This means
that acceptable levels of risk (risk acceptance criteria) must be explicitly defined. These criteria ensure consistent decision-making
when evaluating whether identified risks need flrther treatment or can be tolerated.

Option A is incorrect because exclusions relate to the ISMS scope (Clause 4.3), not risk assessment planning,

Option B is not a requirement; effectiveness of risk assessment methods is not required to be measured, though methods must be
applied consistently. Option D is false-the standard clearly specifies required elements for risk assessment.

Thus, the correct answer isC: The criteria for acceptable levels of risk.

B #47
Which output is a required result fromrisk analysis?

A. Risk acceptance criteria

B. Determined levels of risk

C. Risk treatment control options
D. Prioritized risks for treatment

IEf#: B

A -
Clause 6.1.2 (d) states that duringrisk analysis, the organization shall:
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* “assess the potential consequences that would result if the risks identified... were to materialize;"

* "assess the realistic likelihood of the occurrence of the risks identified;"

* "determine the levels of risk."

This makes it clear that the requiredoutput of risk analysis is the determined levels of risk. Risk acceptance criteria (A) are set earlier
in 6.1.2(a), treatment control options (C) belong to 6.1.3, and prioritization (D) is part of risk evaluation (6.1.2 e). Therefore, the
verified correct output isB: Determined levels of risk.

H #48
What activity is done first when preparing for an initial certification audit?

¢ A Provide evidence that nonconformities from an internal audit have been actioned
¢ B. Provide documents to the Certification Body auditor for the Stage 1 audit

e C. Agree the scope of the ISMS with the Certification Body auditor

¢ D. Provide records to the Certification Body auditor for the Stage 2 audit

Ef: C

A -

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001:2022 standards and certification guidance:

Before a certification audit can begin, thescope of the ISMSnust be clearly defined and agreed with the Certification Body.
ISO/IEC 27001 Clause 4.3 requires: "The scope shall be available as documented mformation." Certification Bodies require this
scope statement to plan audit duration, resources, and coverage. Only after the scope is agreed does the Stage 1 audit begin, which
reviews documented information and readiness. Stage

2 focuses on implementation and effectiveness. Evidence of corrective actions (C) is checked at Stage 2 if issues were identified
earlier. Records provision (D) occurs during Stage 2, not first.

Thus, the first step in preparing for certification isA: Agreeing the scope of the ISMS with the Certification Body auditor.

B #49
Which ttem is required to be included in an information security policy?

A. A Statement of Applicability which defines the necessary controls to be implemented
B. A commitment to satisfy applicable requirements related to information security

C. A framework enabling concerns with the information security policy to be addressed
D. A plan for the continual improvement of the information security management system

IEf#: B

fiR .-

Clause 5.2 (Information security policy) requires that the policy:

* "includes information security objectives (or provides a framework for setting them)"

* "includes a commitment to satisfy applicable requirements related to information security”

* "includes a commitment to continual improvement of the ISMS."

Among the listed options, the exact mandatory requirement is"a commitment to satisfy applicable requirements related to information
security". Option B partially reflects Clause 5.2 (commitment to continual improvement), but the wording given in the standard
prioritizes the satisfaction of applicable requirements (e.g., legal, regulatory, contractual). Option C is not a policy requirement.
Option D (Statement of Applicability) is a separate mandatory document (Clause 6.1.3) and not part of the policy itself.

Thus, the correct answer iSA.

HH #50

Identify the missing word in the following sentence.

According to ISO/IEC 27000, the definition of risk [?] is a "process to comprehend the nature of risk and to determine the level of
risk."

A. Evaluation
B. Assessment
C. Management
D. Analysis



IEf#: D

A -

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27000 standards:

ISO/IEC 27000 defines:

* Risk analysis: "process to comprehend the nature of risk and to determine the level of risk" (Clause 3.58).

* Risk assessment: the overall process of risk identification, risk analysis, and risk evaluation.

* Risk evaluation: compares results of risk analysis against risk criteria to determine priority.

* Risk management: coordinated activities to direct and control an organization with regard to risk.

Therefore, the missing word in the given definition is"analysis".

This is important for ISMS implementation: organizations must understand the distinctions. Risk analysis is the core technical
evaluation stage, while assessment is the broader process including evaluation, and management refers to the overall governance of
risks.

Thus, the correct verified answer isB: Analysis.
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