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Sample Questions (Q91-Q96):

NEW QUESTION # 91
Task: Simulate a malicious file download and validate AV detection.

Answer:

Explanation:

See the Explanation. Explanation:

1- In test environment, download EICAR test file.

2- Monitor logs: blade:"Anti- Virus" AND action:"Prevented".
3- Confirm file type, source IP, and destination file path.

4- Check associated protection name.

5- Ensure AV blade action is set to "Prevent."

NEW QUESTION # 92
Task: Assign Anti-Bot and Anti- Virus profiles to a Threat Prevention policy rule.

Answer:

Explanation:

See the Explanation. Explanation:

1- Open Threat Prevention > Policy.

2- Add a rule with appropriate Source, Destination, Services.
3- Under "Profile," assign the custom AV/AB profile.

4- Set Action to "Accept" and Track to "Log."

5- Publish and istall the policy.

NEW QUESTION # 93
Task: Disable Anti-Virus scanning temporarily for troubleshooting,

Answer:

Explanation:

See the Explanation. Explanation:

1- In SmartConsole > Gateway Properties > Threat Prevention.
2- Uncheck "Anti- Virus" blade temporarily.

3- Publish and mstall the policy.

4- Re-enable it post-testing following the same steps.

5- Confirm with cpstat antimalware.

NEW QUESTION # 94
Task: Test connection to Check Point Update Services.

Answer:

Explanation:

See the Explanation. Explanation:

1- SSH into Gateway.

2- Use: curl -v httpsv/updates.checkpoint.com

3- Validate certificate and connection success.

4- Check DNS resolution of update servers.

5- Use SmartConsole > Logs to monitor blocked connections if failed.

NEW QUESTION # 95
Task: Troubleshoot policy installation failure.



Answer:

Explanation:

See the Explanation. Explanation:

1- In SmartConsole, attempt policy install again and note error.
2- View install_policy.elg in SFWDIR/log/.

3- Verify SIC is active.

4- Ensure policy contains no rulebase errors.

5- Re-push after resolving syntax or connectivity issues.
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