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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q400-Q405):
NEW QUESTION # 400 
What is the following command used for?
sqlmap.py -u "http://10.10.1.20/?p=1&forumaction=search" -dbs

A. Retrieving SQL statements being executed on the database
B. Creating backdoors using SQL injection
C. Searching database statements at the IP address given
D. Enumerating the databases in the DBMS for the URL
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Answer: D

Explanation:
The command uses sqlmap, a powerful SQL injection and database penetration testing tool. The flag -u specifies the target URL,
and -dbs instructs sqlmap to enumerate the available databases on the DBMS behind that URL.
Command Breakdown:
-u: Target URL with injectable parameters
-dbs: Retrieve and enumerate all available database names
This is a common first step in identifying vulnerable DBMS structures after confirming SQL injection.
Incorrect Options:
A). Backdoor creation is not the default function of sqlmap.
C). Retrieving SQL statements would require additional options like --trace or --sql-query.
D). Option D is not technically accurate-sqlmap is used for injection and enumeration, not searching statements.
Reference - CEH v13 Official Courseware:
Module 14: Hacking Web Applications
Section: "SQL Injection Tools and Automation"
Tool Reference: sqlmap usage and options

NEW QUESTION # 401 
Switches maintain a CAM Table that maps individual MAC addresses on the network to physical ports on the switch.

In MAC flooding attack, a switch is fed with many Ethernet frames, each containing different source MAC addresses, by the
attacker. Switches have a limited memory for mapping various MAC addresses to physical ports. What happens when the CAM
table becomes full?

A. The switch replaces outgoing frame switch factory default MAC address of FF:FF:FF:FF:FF:FF
B. Switch then acts as hub by broadcasting packets to all machines on the network
C. Every packet is dropped and the switch sends out SNMP alerts to the IDS port
D. The CAM overflow table will cause the switch to crash causing Denial of Service

Answer: B

NEW QUESTION # 402 
Which of the following statements is TRUE?

A. Packet Sniffers operate on Layer 3 of the OSI model.
B. Packet Sniffers operate on both Layer 2 & Layer 3 of the OSI model.
C. Packet Sniffers operate on the Layer 1 of the OSI model.
D. Packet Sniffers operate on Layer 2 of the OSI model.

Answer: B

Explanation:
According to CEH v13 Module 04: Enumeration and Module 08: Sniffing, packet sniffers such as Wireshark, tcpdump, and



EtherApe are designed to capture and analyze network traffic at the data link (Layer 2) and network (Layer 3) layers of the OSI
model.
At Layer 2 (Data Link), sniffers capture Ethernet frames, including MAC addresses and frame type.
At Layer 3 (Network), sniffers interpret IP headers, IP addresses, and transport layer protocols (TCP, UDP).
They do not operate at Layer 1 (Physical) as they do not deal with raw electrical signals.
Packet sniffers also do not manipulate traffic but passively monitor and capture packets that traverse the network.
Therefore, the correct statement is:
Packet Sniffers operate on both Layer 2 & Layer 3 of the OSI model.
Option Analysis:
A). Layer 1: # Incorrect. Layer 1 is the physical layer (electrical, optical signals).
B). Layer 2: # Partially correct but incomplete.
C). Both Layer 2 & Layer 3: Correct. Full coverage of packet sniffing capabilities.
D). Layer 3: # Partially correct but incomplete.
Reference from CEH v13 Courseware:
Module 08 - Sniffing, Section: How Packet Sniffers Work
CEH iLabs: Capturing Ethernet Frames and IP Packets Using Wireshark
OSI Model Mapping in CEH Official eBook

NEW QUESTION # 403 
Gregory, a professional penetration tester working at Sys Security Ltd., is tasked with performing a security test of web applications
used in the company. For this purpose, Gregory uses a tool to test for any security loopholes by hijacking a session between a client
and server. This tool has a feature of intercepting proxy that can be used to inspect and modify the traffic between the browser and
target application. This tool can also perform customized attacks and can be used to test the randomness of session tokens. Which
of the following tools is used by Gregory in the above scenario?

A. Burp Suite
B. Nmap
C. Wireshark
D. CxSAST

Answer: A

NEW QUESTION # 404 
Mary found a high vulnerability during a vulnerability scan and notified her server team. After analysis, they sent her proof that a fix to
that issue had already been applied. The vulnerability that Marry found is called what?

A. Backdoor
B. False-positive
C. Brute force attack
D. False-negative

Answer: B

Explanation:
https://www.infocyte.com/blog/2019/02/16/cybersecurity-101-what-you-need-to-know-about-false-positives- and-false-negatives/
False positives are mislabeled security alerts, indicating there is a threat when in actuality, there isn't. These false/non-malicious alerts
(SIEM events) increase noise for already over-worked security teams and can include software bugs, poorly written software, or
unrecognized network traffic.
False negatives are uncaught cyber threats - overlooked by security tooling because they're dormant, highly sophisticated (i.e. file-
less or capable of lateral movement) or the security infrastructure in place lacks the technological ability to detect these attacks.
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