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¢ Event Search: This domain focuses on performing advanced event searches from detections, refining
bEY 71 searches using event actions, and distinguishing between commonly used event types.

¢ ATT&CK Frameworks: This domain covers understanding the MITRE ATT&CK framework and
FEy 22 applying its tactics and techniques within Falcon to provide context to detections.

¢ Search Tools: This domain covers utilizing User Search, IP Search, Hash Search, Host Search, and Bulk
bEY 73 Domain Search to gather intelligence during investigations.

>> CCFR-201bE B B <<

SR ER O B 7 13- F ) 2 CCFR-201b % 3% 58 B 58 B -3 S 1 2 CCFR-201b
BEEGKE

CertShkenH 0 EH B 2 H ES €. EH S €2 0IHE. CrowdStrkeFREE DML FE CTHE T & & WA, CrowdStrike
Certified Falcon Responderid Bt ic B # B b ¥ HAET 25813 . FEBER2FHL T80, HEKREHNILY H
5100%TH 27D ABbL Y FORME L RBRE WG THRCEHLERLVEDOTHILRFEL THWET.
BB D IEH# % CrowdStrike Certified Falcon RespondersdB 7 1 X # 8 ZRRCIRHEL £ 3. B ML > b 23BIRL <.


https://drive.google.com/open?id=19mSNepE5BEhWLt42smQ23b-oP-9NPeK3
https://www.shikenpass.com/CCFR-201b-shiken.html
https://www.certshiken.com/CCFR-201b-shiken.html

BIER M TS E 8 0 OCCFR-201b&ERZ B2 e T ENIE. BB L Twi¥. Z/. CrowdStrke Certified
Falcon ResponderfR B &R # AL T, REOREB B AT 2 enTE &,

CrowdStrike Certified Falcon Responder 38 X CCFR-201b & Bk [ & (Q166-
Q171):

A #166
A responder is focused on a specific malicious script and wants to see everything that the script's process did.

‘Which timeline is the best tool for this task?

A. Host Timeline

B. Administrative Timeline
C. Process Timeline

D. User Timeline

Ef#: C

R #167

Following a detection involving a suspected ransomware binary, the Falcon sensor automatically takes a prevention action to prevent
the file from executing, An analyst needs to retrieve this file for local sandbox analysis. Considering the default configuration, for how
many days will this file remain stored in the encrypted quarantine folder on the local endpoint?

A. 90 days
B. 7 days

C. 14 days
D. 30 days

Ef#: D
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How are processes on the same plane ordered (bottom'VMTOOLSD.EXE' to top CMD.EXE")?
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A. Process ID (Descending, highest on bottom)

B. Tie started (Descending, most recent on bottom)
C. Time started (Ascending, most recent on top)

D. Process ID (Ascending, highest on top)

IFf#: B

M #169
In various telemetry events like "FileWrite' or "NetworkConnect', Falcon identifies the process that performed the action. Which field
will always identify this "acting" process?

A. TargetProcessld decimal
B. ContextProcessld _decimal
C. ParentProcessld decimal
D. OwnerProcessld_decimal

IEf#: B
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‘When an analyst is trying to pinpoint the exact moment an endpoint came online after being shut down for the weekend, which
timeline view is the best to use?

A. Host Timeline

B. User Timeline

C. Process Timeline
D. Network Timeline

Ef#: A
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