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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q18-Q23):
NEW QUESTION # 18 
Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Producing a risk assessment report
B. Communicating feedback from interested parties to the organization
C. Implementing the actions from internal audits
D. Ensuring information security objectives are established

Answer: D

Explanation:
Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:
* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"
* "ensuring the integration of the ISMS requirements into the organization's processes;"
* "ensuring that the resources needed for the ISMS are available;"
Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 19 
What is required to be reported by the Information security event reporting control?

A. Unauthorized access
B. Information disclosure
C. Asset disposal
D. Observed or suspected events

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A, control 6.8 (Information security event reporting) specifies:
"Information security events should be reported through appropriate management channels as quickly as possible. The organization
should require all employees and contractors to note and report any observed or suspected information security events." This
wording confirms that the required reporting covers"observed or suspected events."Specific event types like information disclosure
(A) or unauthorized access (B) are examples but not the broad requirement.
Asset disposal (C) is addressed separately under equipment lifecycle controls (Annex A.7.14).
Therefore, the verified correct answer isD: Observed or suspected events.

NEW QUESTION # 20 
Which factor is required to be determined when understanding the organization and its context?

A. The processes that will be required to operate the ISMS
B. The information security objectives relevant to the ISMS
C. Internal issues affecting the purpose of the ISMS
D. The ISO/IEC 27001 clauses which apply to the management system

Answer: C

Explanation:
Clause 4.1 specifies exactly what must be determined when establishing context: "The organization shall determine external and
internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management system." This requirement is about understanding internal and external issues (e.g., culture, capabilities, regulatory



environment) that influence the ISMS's effectiveness. Objectives (option B) are addressed later in Clause 6.2; processes (option C)
are addressed in Clause 4.4 and operational planning; and "which clauses apply" (option D) is not a determination step-ISO/IEC
27001's requirements in Clauses 4-10 are not optional. Therefore, the direct, required factor per 4.1 is determining internal (and
external) issues relevant to the organization's purpose and ISMS outcomes.

NEW QUESTION # 21 
Which trend in information security performance is required to be considered during a management review of the ISMS?

A. Decisions related to continual improvement opportunities
B. Achievement of information security objectives
C. Validity of information continuity controls
D. Relevant external and internal requirements changes

Answer: B

Explanation:
Clause 9.3.2 (Management Review Inputs) states that management reviews shall include:
"c) information on the information security performance, including trends in: (1) nonconformities and corrective actions; (2)
monitoring and measurement results; (3) audit results; and (4) fulfilment of information security objectives." This makesachievement
of information security objectives(option A) a required trend to be considered.
While external/internal requirements (C) and continual improvement opportunities (D) are also part of management review inputs,
they are not specifically listed under "trends in performance." Option B is outside the direct requirement.
Thus, the verified answer isA.

NEW QUESTION # 22 
Which item is required to be included in an information security policy?

A. A Statement of Applicability which defines the necessary controls to be implemented
B. A framework enabling concerns with the information security policy to be addressed
C. A commitment to satisfy applicable requirements related to information security
D. A plan for the continual improvement of the information security management system

Answer: C

Explanation:
Clause 5.2 (Information security policy) requires that the policy:
* "includes information security objectives (or provides a framework for setting them)"
* "includes a commitment to satisfy applicable requirements related to information security"
* "includes a commitment to continual improvement of the ISMS."
Among the listed options, the exact mandatory requirement is"a commitment to satisfy applicable requirements related to information
security". Option B partially reflects Clause 5.2 (commitment to continual improvement), but the wording given in the standard
prioritizes the satisfaction of applicable requirements (e.g., legal, regulatory, contractual). Option C is not a policy requirement.
Option D (Statement of Applicability) is a separate mandatory document (Clause 6.1.3) and not part of the policy itself.
Thus, the correct answer isA.

NEW QUESTION # 23
......
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